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Abstract

The global demand for energy has increased in recent years. In Northern Europe and North
America, centralized production and distribution of heat energy is commonly regarded as
District Heating (DH). Efficient delivery of heat in the DH system is crucial not only for the
building dwellers but even for companies that supply such energy. DH efficiency has to
overcome several challenges as a result of faults that negatively impact its performance. Data
collected from substations can be analyzed to identify potential faults and reduce the associated
economic costs.

The aim of this study is to use unsupervised machine learning in order to identify potential
clusters of buildings in a time series dataset collected from buildings in a medium size Swedish
town. We propose to find the anomalies in two ways; firstly, by identifying possible clusters of
buildings and finding buildings which do not belong to a cluster, that can constitute potential
anomalies. Secondly, by studying how the cluster membership transitions can help us to identify
abnormal behavior over different time windows. A data mining experiment has been conducted
by analyzing the energy profiles of 90 buildings in a period of 8 weeks for 2017 using the
DBSCAN algorithm.

Results suggest that winter period is more appropriate for the formation of possible clusters
compared to summer period due to less noise encountered in winter. Clustering for every week
can tell us more about the anomalies. Last, the periodic transitions between the clusters and the
ranking of the clusters based on scaled distance can help us improve the anomaly detection by
signalizing us for further inspection.

Keywords: Anomaly Detection, Data Mining, Unsupervised Machine Learning, Clustering,
DBSCAN, Time Series
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1 Introduction

The global demand for energy has increased in recent years. Based on the statistics from the
International Energy Agency, buildings account for 32% of the total energy consumption. On
the other hand, 34.8% of the energy provided from the buildings is used for heating (Wang, Du,
Li, Wallin & Min, 2019). As a result of the energy crisis, a new way of heating was used which
was much more efficient and environmentally friendly, called district heating.

District heating (DH) system is an efficient method which produces domestic hot water and
heat to a number of buildings from a central boiler plant. District heating systems are widely
used all over the world and the heat is provided through substations from the distribution
networks into a number of buildings. The substations in the district heating system contain a
number of different components and each of the components are vulnerable and can lead to
faults. The faults in the substations can occur from malfunctions, stuck valves and fouled heat
exchangers (Abghari, Boeva, Brage, Johansson, Gran & Lavesson, 2019). Faults in DH
substations can be divided into three sections: 1) physical and comfort problems such as water
leakage and lack of heat, 2) faults that are well known but still unsolved for the reason that it is
expensive and time consuming, and 3) faults which only advanced fault detection systems can
identify (Gadd & Werner, 2015). Automatic meter reading systems have been installed in DH
substations for the purpose of reading data at different sampling rates (Gadd & Werner, 2015;
Xue et al, 2017). The essential data from the automatic meter reading system can be used for
control optimization, identification of head load patterns in the DH substations and fault
detection (Xue et al, 2017).

Figure 1. District Heating System (Swedish Energy Agency, 2021).

District heating consists of warm water which is transported through underground lines to real
estates and houses. The warm water is heated up through different kinds of fuels that are
incinerated in the district heating plant. According to the Swedish Energy Agency most of the
heat energy comes from sorted household waste and biofuels. The water in the underground
lines is between 70 to 120 degrees depending on the season. In the district heating plant there
is a heat exchanger which uses the hot water to heat the hot water in the taps and the radiator of



the house. This whole process works as a cycle, the cooled water returns to the heating plant to
get heated again and goes back to the real estate (Swedish Energy Agency, 2021).

Today, the large amount of DH-related data is enormous and requires further analyzes because
of the lack of efficient data analysis techniques and poor quality of meter reading systems (Xue
et al, 2017). According to Xue et al. (2017) district heating systems are growing remarkably
fast. In the last decade the Chinese heating sector is the leading sector and has grown faster than
any other countries in the world. Future smart energy systems have been developed in recent
years to combine thermal, gas grids and smart electricity in order to coordinate and optimize
the entire system. An advantage with district heating systems is that the system is flexible in
using various forms of energy compared to other systems and therefore will play an essential
role in future smart energy systems (Xue et al, 2017).

Nowadays a large amount of data is produced from systems, applications and devices. The
evolving development in the data management technology has provided us with the tools and
methods for storing, indexing and manipulating the data. Data mining or “knowledge discovery
from data” is a technique that involves discovering potentially useful patterns or knowledge
that is previously unknown from a large amount of data (Han, 2011). Data mining is an
interdisciplinary field that includes statistical analysis, machine learning and pattern
recognition. It has been applied in different fields like financial services, telecommunications,
retail etc. In the DH systems, data mining can help us understand possible patterns hidden in
the data (Han, 2011).

An important problem in several domains such as financial systems, communication systems is
anomaly detection. Anomaly detection can be described as the problem of finding any patterns
inside the data that do not reflect the normal behavior of the data (Celik, Dadaser-Celik &
Dokuz, 2011). Meanwhile, there are different studies that are applying the anomaly detection
techniques and are using a clustering approach to identify the anomalous behavior, but there
are not so many in researching the cluster transitions to identify the anomalies.

1.2 Related Work

Anomaly detection is an area of research that has seen interest from different domains, e.g.,
credit card fraud detection, detection of certain types of malware in internet traffic, etc. The
success of anomaly detection techniques is much dependent on different factors such as the
nature of data, the existence of labelled data and different requirements provided by the domain.
Therefore, anomaly detection is a domain specific problem. On the other hand, the majority of
the detection techniques are developed for specific problems (Abghari et al, 2019).

The use of machine learning in the smart building applications is mentioned by (Djenouri et al,
2019). In their paper they propose a general framework that applies machine learning to analyze
building applications. They divide the existing solutions into two categories. The first is
occupant centric, that is focused on activity, preferences and behavior. The second is



energy/device centric that is focused on energy profiling, fault detection and demand
estimation. The solutions are discussed and analyzed for each group.

In a study conducted by Xue et al. (2017) the researchers used association rule mining and
clustering analysis to identify faults in district heating substations by both including and
excluding return-water pressure pumps. The researchers conducted the cluster analysis in two
steps: 1) Dividing the substations depending on the monthly historical heat load variations, and
2) Using hourly data to detect daily heat variation. The result of these two steps in the cluster
analysis was applied in association rule mining by using preparation and feature discretization.
The researchers came up with the conclusion that advanced data mining techniques are required
for temporal knowledge discovery and applying clustering analysis and association rule mining
can be very useful to develop the energy performance of the substations.

In a study conducted by Calikus et al. (2018) the researchers have developed and suggested a
data-driven approach for automatically searching for heat load patterns in district heating
systems. In every individual building there are heat load patterns which reveal yearly and
monthly heat usage. The researchers have discovered that their data-driven approach can be
crucial for efficient district heating procedures. K-shape clustering was applied on smart meter
data for the purpose of grouping buildings with related heat load profiles. The suggested data-
driven approach was adequate in detecting buildings with inadequate control strategies and
anomalous heat profiles.

Hanna and Swartling (2020) conducted a study and the purpose was to detect anomalies on
unlabeled measurements of pumps by building unsupervised machine learning models and
using high frequency sampled voltage and current time series data. The authors are using
clustering methods and the central algorithms that are used are Local Outlier Factor (LOF) and
density-based DBSCAN. The result of the study revealed that the proposed methods the author
was using did in fact detect unexpected data points within the data set. The authors did in fact
not fully validate the data points. The validation of the data points has to come in two parts and
the authors only managed to validate the first part in their report and the second part is
unfortunately left for future works.

The studies above have some kind of relationship with each other, the researchers in the studies
use machine learning techniques in order to analyze data and systems to get accurate results.
The difference between the studies is that the researchers are studying data from different
objects such as building applications and district heating systems. These researchers are using
different unsupervised machine learning techniques. There are many clustering methods to use
and the researchers are using different kinds of methods such as association rule mining, K-
shape clustering, LOF and density-based DBSCAN (Xue et al, 2017; Calikus et al, 2018; Hanna
& Swartling, 2020). Although some of the related studies focus on clustering analysis
techniques to identify anomalies, none of them is studying the variations of its cluster’s
members. We believe that the studies above and the theoretical section are helpful for this study
and we can take advantage of the positive aspects of the studies. We can therefore get more
insights and it will help us to fulfill the missing gap that we are studying in this thesis.



1.3 Purpose of the study

Faults in the district heating system (DH) cause sub-optimal behavior and can cause problems
for the customers (Calikus et al, 2018; Abghari et al, 2019). In many cases, these problems do
not affect the customers and their conformity directly but they affect the performance of the
heating network resulting in higher return temperatures. In most cases, the problems can occur
and stay hidden for a long time before they are being noticed. Therefore, an early detection of
these anomalies or deviations from the standard behavior can help to reduce the costs, especially
the maintenance costs and increase the efficiency of the use of the heat sources. By reducing
the district heating system temperature, it can provide the chance to use other sources of
renewable energy like excess heat (Abghari et al, 2019).

The purpose of this study is to use unsupervised machine learning algorithms such as DBSCAN
algorithm in order to identify potential clusters of buildings in a time series dataset collected
from buildings in a medium size Swedish town. This study aims to find the anomalies in two
ways; firstly, by identifying possible clusters of buildings and finding buildings which do not
belong to a cluster, therefore can be considered as possible anomalous. Secondly, by studying
the clusters and the transitions between them, the study aims to find if this can help the anomaly
detection.

1.4 Research Question
This thesis aims to answer the following questions:

e How can cluster membership variations be used to identify abnormal behavior over
different time windows in a time series?

To answer this question, the study will first apply an unsupervised clustering algorithm such as
DBSCAN to create clusters of buildings based energy profiles over different periods. The
resulting clustering members will be further analyzed in order to understand changes in cluster
membership.

1.5 Target Group

The target group for this thesis is primarily the district heating industry and then the researchers
with interest in the application of data-driven methods, e.g., data scientists. The thesis is also
written for a wider audience including IT researchers that are interested in data mining,
unsupervised learning and the techniques we are using in this thesis. The main focus of this
thesis is Anomaly Detection which at the time of writing is a new, interesting and popular
concept in the IT-sector.



1.6 Limitations

The aim of this thesis is to use machine learning algorithms. Machine learning techniques is a
large area and therefore we chose to focus on only unsupervised machine learning because we
believe that it will be suitable for our research. Cluster analysis and DBSCAN algorithms are
suitable for the task given and in our case the highest priority is not to compare models
consisting of diverse machine learning techniques. It is worth emphasizing that this thesis is not
focused on the performance of unsupervised learning methods. The goal of this thesis is to
identify potential anomalies and use the cluster’s stability to improve the anomaly detection.

For the purposes of this study a dataset that is provided by a Swedish DH company is used. The
database consists of historical data for different buildings in a medium size Swedish town
throughout past years. Due to the sheer size of the measurements from the company, the data
that will be used for this research are from January to December 2017. The dataset consists of
unlabeled data, which is data that is not associated with some labels or tags (Goldman & Zhou,
2000). Unlabeled data restricts the number of machine learning techniques to be applied. While
the data consist of several attributes such as energy consumptions, heating, volume, electricity,
water temperature supply, water temperature return and outdoor temperature, we chose to focus
only on the energy profiles for the purpose of this study. This research is not taking into account
the other attributes for the anomaly detection.

1.7 Outline

The structure of this master thesis is structured in chapters following an empirical master thesis
outline. As follows after this introduction part, Chapter 2 presents our methodology and the
research strategy, analysis method and the reflection of the chosen strategy. Chapter 3 gives an
overview of all fundamental theories in order to understand the existing research. In Chapter 4
“’Results’” we present and describe our results obtained from the implementation of our method.
The following chapter 5 consists of discussion on the results. Finally, we conclude our thesis
and work in chapter 6 along with future works.
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2 Theoretical Background

2.1 Anomaly Detection

Anomaly detection has been an essential problem throughout the years and has been researched
within varied research fields and in diverse application domains (Chandola, Banerjee & Kumar,
2009). Anomaly detection is an essential problem in application domains such as credit card
fraud detection in financial systems, contagious disease detection in public health and intrusion
detection in communication systems (Chandola, Banerjee & Kumar, 2009; Celik, Dadaser-
Celik & Dokuz, 2011). The definition of Anomaly detection can be described as finding
unexpected patterns in a dataset. The unexpected patterns in the data can be defined as those
that do not conform to expected natural behavior. According to Chandola, Banerjee and Kumar
(2009) non-conforming patterns are usually described to as aberrations, surprises, peculiarities
anomalies, contaminants, outliers and exceptions in diverse application domains. The most
common terms of the mentioned are outliers and anomalies in the context of anomaly detection.
For example, anomalies in credit card transaction data could reveal unexpected patterns in the
data and indicate credit card fraud theft.

Figure 2. Example of anomalies in a 2-dimensional data set
(Chandola, Banerjee & Kumar, 2009).

Detecting outliers and anomalies in datasets has been studied since the 19th century in the
statistics community. Anomaly detection becomes essential when the unexpected behavior in
the anomalies of data provides critical and significant actionable information. The information
is translated in a broad variety of application domains. Throughout the years, anomaly detection
techniques have been established and developed in research communities. The techniques have
been developed in certain ways, many of the techniques have been especially developed for
certain application domains, while other techniques are further wide and generic (Chandola,
Banerjee & Kumar, 2009).
According to Chandola, Banerjee & Kumar (2009) there are three types of anomalies:

1. Pointanomalies. This type refers to the data instances that can be classified as anomalies

compared with the rest of data. This is the simplest type of anomaly.
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Figure 3. Time series data consist of point anomalies marked in red (Hanna & Swartling, 2020).

2. Contextual anomalies. If the data instance is considered as anomalous in a specific
context and not considered anomalous in another context, then we can say that there is

a contextual anomaly.
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Figure 4. Time series data consist of contextual anomalies marked in red (Hanna & Swartling,
2020).

3. Collective anomalies. If there is a collection of data instances that compared to the rest
of the data can be considered as anomalous. The specific data instances may not be
considered as anomalous but if we see them as a collection of data instances, towards
the entire dataset then we may conclude that these are anomalous.
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Figure 5. Time series data consist of collective anomalies marked in red (Hanna & Swartling,
2020).

2.1.1 Anomaly Detection Techniques

Data instances associated with data labels denote if the instance is anomalous or normal.
Obtaining labeled data is accurate as well as suitable for all types of behaviors are very valuable
and highly expensive and should be noted. Labeling is mostly carried out by human experts
manually and requires substantial effort in order to obtain the labeled training data set.
Generally, it is more difficult to get a labeled set of anomalous data instances that cover the
total form of anomalous behavior than to get a labeled set of normal behavior. Furthermore, in
nature the anomalous behavior is generally changing and when new types of anomalies appear
there will be not any labeled training data (Chandola, Banerjee & Kumar, 2009).

Labels are not always available in the real world. This depends on the application domain. In
some cases, like in medicine or fraud detection, anomalies are labeled, therefore differentiated
from the normal behavior. Anomaly Detection techniques can be conducted in three modes,
Supervised-, Semi-Supervised and Unsupervised anomaly detection.

1. Supervised anomaly detection- in this category it is assumed that the anomaly instances
are labelled in the dataset. Therefore, we have two classes: normal and anomalous.
Usually in such cases, predictive models are built and a portion of the data set is used
as a training set for building these models. The goal of these models is the prediction of
the anomaly class in the novel data, therefore the model is predicting if the new (unseen)
data belong to the normal or anomalous class (Chandola, Banerjee & Kumar, 2009).
The issue that can occur here is the imbalanced data. Usually the anomalous data are far
fewer than the normal data because the dataset is dominated by the normal behavior. In
this case, it may be difficult for the model to make an accurate prediction.

13



2. Semi-Supervised anomaly detection- in this category it is assumed that the labelled class
corresponds to normal data only. One example to illustrate this aircraft anomaly
detection. In this scenario, it's not easy to identify an anomaly which can be an aircraft
malfunction that can cause an accident. Therefore, in such cases, training data are used
to model the normal behavior and then use this model to identify any anomalies in the
test data. The techniques belonging to this category are more applicable than the
supervised learning.

3. Unsupervised anomaly detection- in this category there is no training data and the
labelled class corresponds to normal behavior. The difference with the semi-supervised
anomaly detection is that the purpose is not to create a predictive model. The goal is to
analyze the data and identify the anomalous behavior inside the data taking into
consideration the assumption that the anomalous data are far less than the normal data
in the data set. Since this technique is not requiring training data is more applicable than
the other two techniques in different domains.

The techniques trained in Supervised mode have labeled instances for anomaly class as well as
normal and the availability of a training data set is assumed in Supervised mode (Chandola,
Banerjee & Kumar, 2009). The techniques conducted in Semi-Supervised mode considers that
in only normal classes the training data has labeled instances. The anomaly class does not
require labels and therefore they are further widely suitable than supervised techniques. In
Unsupervised mode the techniques are the most widely suitable for the reason that it does not
require training data. The implicit assumption the techniques are making in this mode is that
normal instances are far more frequent than anomalies in the test data (Chandola, Banerjee &
Kumar, 2009).

2.1.2 Anomalies in time-series

Anomalies are unexpected patterns in the data and do not conform to expected normal behavior
(Chandola, Banerjee & Kumar, 2009). The cause of upcoming anomalies are human errors,
instrumentation errors, malicious activities and changes in the environment. Anomaly detection
can be viewed in three different ways in the time-series (Cheboli, 2010).

The first problem setting is the identification of the contextual anomalies in the time series, so
the data instances that are considered as anomalies in a specific context. An interesting example
for the definition of contextual anomalies is climate conditions. In a temperature dataset, on a
regular summer month an average temperature under 10 degrees or in winter an average
temperature over 20 degrees can be interpreted as an unexpected pattern and therefore be
identified as a contextual anomaly (Celik, Dadaser-Celik & Dokuz, 2011). The second problem
setting is an identification of the collective anomalies in a time series. It can also be expressed
as an anomalous subsequence. The third problem setting is trying to identify if a test set of time
series is anomalous if we compare it to the training sets used for developing the model.

14



Anomaly Detection techniques can be classified in two approaches, distance-based and
statistical approaches. The distance between data in distance-based approaches are considered
to be detection of anomalies. The data is called an anomaly when the distance between the data
is greater than the predefined distance. Statistical approach's objective is to establish a statistical
model of the data and exclude data that are not suitable for the model (Celik, Dadaser-Celik &
Dokuz, 2011).
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Figure 6. An example of a dataset for distance-based approach (Celik, Dadaser-Celik & Dokuz,

2011).

2.1.3 A fundamental challenge in anomaly detection

Anomaly detection consists of defining the instances that represent the normal behavior of the
data set and identifying the instances that do not belong in the normal behavior (Chandola,
Banerjee & Kumar, 2009). This approach is often quite difficult and challenging. Below you
will find some of the reasons:

Identifying which region is normal and which is anomalous is difficult but it is more
difficult to identify the boundaries between the normal and anomalous.

The definition of an anomaly differs from one domain to another. In a specific domain,
for example in medicine, a small change from the normal parameters can be defined as
anomaly, meanwhile in the stock markets the same change can be considered as normal.
In some domains we identify an evolving notion of anomaly. In some of them, the
normal behavior is changing over time, therefore what we define now as normal and
anomaly may change in the future. On the other hand, in some specific cases like
malicious attacks, identifying anomalies is more difficult because the attackers tend to
make the anomalies seem like normal behavior (Chandola, Banerjee & Kumar, 2009).
In the real applications the availability of the labelled data used in anomaly detection is
a big issue. This is making it more difficult to train and validate different models in
anomaly detection.
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e The length of the time series in the real applications is huge, therefore also the
complexity increases.

e Often in the data there is noise which is similar to the anomalies. Therefore, in the real
applications it is very difficult to distinguish which instances represent noise and which
anomalies (Cheboli, 2010).

Based on the above challenges we understand that the anomaly detection is very difficult and
the problem cannot be considered as easy to solve. The anomaly detection problem is
formulated based on different factors. With the existing techniques we solve the specific
formulation that we give to the problem. The factors are indicated from the application domain
(what can be considered anomalous and what normal), the nature of data, the existence of the
labelled data or the type of the anomaly to be detected. In order to solve the anomaly detection
problem, different techniques are developed.

2.2 Unsupervised Machine Learning

Machine learning algorithms are used in Unsupervised machine learning in order to analyze
and cluster unlabeled datasets. The aim of the machine learning algorithms is to identify data
groupings and hidden patterns without requiring human intervention. Its strength is also to
identify similarities and differences in data which makes it an excellent solution for customer
segmentation, cross-selling strategies, exploratory data analysis and image recognition (IBM,
2020).

2.2.1 Clustering Analysis

Clustering techniques partition the objects into clusters or groups. The point of partitioning the
objects into clusters is to partition objects that are similar to one another and the objects should
be dissimilar to objects in other clusters (Agrawal & Agrawal, 2015). In other words, a cluster
is a group of similar objects that belong to the same class. The main objective of clustering is
to widen the distance among the objects of diverse groups and reduce the distance between the
objects within the group (Han, Kamber & Pei, 2011). According to Agrawal and Agrawal
(2015) the strength of clustering algorithms is that the algorithm does not need prior knowledge
to detect intrusions.

There are proposed approaches and different methods to perform clustering such as k-Means
and k-Medoids. k-Means is a clustering analysis method and a type of unsupervised learning.
k-Means is used when the data is unlabeled (i.e., data without groups or categories). The
objective of this analysis method is to find groups in the data represented by the variable K. k-
Medoids is a classical partitioning technique and it is very similar to k-Means. k-Medoids
detects network anomalies that consist of unfamiliar intrusion. The strength of this method
compared to k-Means is that it produces better accuracy results than k-Means (Agrawal &
Agrawal, 2015).
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2.2.2 Review of Clustering Techniques

Time-series data is usually very large data and this kind of data provides temporal ordering.
The clustering of time-series data can be shape-level or structure-level. Performing it on the
individual time-series is called shape-level clustering. Performing it on a single long-length
time-series is called structure-level clustering (Rani & Sikka, 2012). The clustering of time-
series data is grouped into three categories based on whether we work with raw data directly,
with features that are extracted from the raw data or with a model which is again being built
from the raw data.

Based on this concept we have three major clustering approaches based on (Rani & Sikka,
2012):

1. Temporal-Proximity Based Clustering- this approach is working directly with the raw
time-series data and can be seen in the literature also as a raw-data-based approach. The
modifications that are applied in this approach is the replacing of the distance measure
of the data with another distance measure that is appropriate for time-series analysis. In
this approach we can use different algorithms based on the application domain but we
can mention some of them like K-Means, Fuzzy C-Means, K-Medoid, DBSCAN,
Kernal DBSCAN, Hierarchical Clustering etc. From the distance measures we can
mention the Euclidean distance, Dynamic Time Warping and Short Time Series distance
(STS).

2. Representation-Based Clustering- this approach is not working with the raw data
because as we have mentioned before, the raw data contain a lot of noise. This approach
is focused on features which convert the raw time-series data into a feature vector which
contains lower dimensions. After creating the feature extracted from the raw data the
clustering algorithms are applied. From the algorithms used in this category we can
mention K-Means, modified K-Means, DBSCAN, support vector regression etc.

3. Model-Based Clustering- this approach is using a model which is firstly created from
the raw data. The model can be a probabilistic model or a probability distribution. After
creating the model, the time-series are compared and are considered similar when the
models created are similar. After creating the models, clustering algorithms are applied.

2.2.3 DBSCAN Algorithm

Density-based spatial clustering of applications with noise (DBSCAN) is a data clustering
algorithm which is well-known and commonly used in machine learning and data mining (Tran,
Drab & Daszykowski, 2013). DBSCAN was introduced by Ester et al. (1996) and is a non-
parametric density-based clustering technique. The algorithm requires essentially two user-
defined parameters, neighborhood distance epsilon (eps) and minimum number of points
(minPoints). DBSCAN classifies the data points as border-, core and outlier points. Border
points can be described as the neighbors of core points and the points which are not core points.
Core points consist of minpts number of points in the eps distance. Outlier points are neither
border- nor core points (Celik, Dadaser-Celik & Dokuz, 2011). The first mentioned parameter
eps: To be considered as a part of a cluster, the points should be close to each other and the eps
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specifies how close the points are. The distance between two points are considered as neighbors
if the two points are equal or lower to the value of eps. The second parameter minPoints: the
minimum number of points to structure a dense region. In every data mining task, the
parameters estimation is an issue by the reason of bad parameters. To choose valuable
parameters it requires past knowledge of the dataset in order to understand how the parameters
are used (Tran, Drab & Daszykowski, 2013).
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Figure 7. DBSCAN Clustering (Sheridan, Puranik, Mangortey, Pinon, Kirby & Mavris, 2020).

DBSCAN has been widely used for dealing with anomaly detection problems (Celik, Dadaser-
Celik & Dokuz, 2011). According to Ester et al. (1996) DBSCAN is a more powerful algorithm
when it comes to dense and mass datasets for finding anomalies. The DBSCAN algorithm is
different compared to other non-density based clustering methods because the algorithm has
unique and advanced features that are effective when detecting patterns, objects and structures
of diverse shapes and sizes. The algorithm does not need to have preliminary information about
the groups present in the dataset, it is good at finding natural clusters when they have an equal
density (Tran, Drab & Daszykowski, 2013).

2.2.4 OPTICS Algorithm

Ordering Point to Identify Clustering Structure or known differently as OPTICS algorithm is
an unsupervised machine learning algorithm that is finding density based clusters and it is used
in spatial data. OPTICS has been introduced for the first time from Ankerest, Breunig, Kriegel
and Sander (1999) as a new algorithm that is addressing the major weakness of DBSCAN which
is the detection of clusters while the data is composed of different densities.
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Figure 8. Clusters vs different density parameters (Ankerest, Breunig, Kriegel & Sander,
1999).

In Figure 8, we see clearly that there is a different density in the data. If we run the DBSCAN
algorithm, it would recognize the clusters A, B and C but it would not recognize clusters C1,
C2 and C3. In order to recognize the last clusters (C1, C2 and C3) it is used the OPTICS
algorithm which is ordering the points in such a way that the spatial closest points remain
neighbors while ordering. Similar to DBSCAN, the OPTICS algorithm requires two
parameters: epsilon, that is describing the radius and the MinPts which is described as the
minimum number of points that is needed in order to form a cluster. In addition to DBSCAN
another parameter called Core Distance is calculated for each point and this is representing
the density that should be accepted for the both points to be at the same cluster (Figure 9).
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Figure 9. Core Distance (Ankerest, Breunig, Kriegel & Sander, 1999).

2.2.5 Hierarchical Clustering

Hierarchical clustering can be defined as a recursive partitioning of a dataset with continuously
smaller clusters (Cohen-Addad, Kanade, Mallmann-Trenn & Mathieu, 2019). The input of
hierarchical clustering is a weighted graph and the edge of the graph represents pairwise
similarities and dissimilarities between data points. Hierarchical clustering is described as a
rooted tree, where every leaf describes a data point and every internal node describes a cluster
which consists of the leaves' descendants. There are both advantages and disadvantages with
hierarchical clustering. The advantages of hierarchical clustering are that it can be used to
classify, analyze and pre-process large datasets. It also provides convenient and good
information about data which can be essential and used. The disadvantage of hierarchical
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clustering is that computing the clustering is a fundamental problem in data analysis (Cohen-
Addad et al, 2019).

2.2.6 Autocorrelation Function

The autocorrelation function or ACF (Tureczek, Nielsen, Madsen & Brun, 2019), is a statistical
function that is used to calculate the seasonality and it is defined as:

E(X: = /[ Xovr = p])

4

il.r ]: o=

where f and r are integer tume steps, p 15 the senes mean, and

From this formula squared sigma is identified as the series variance. The dataset in time-series
can be correlated with itself. The main logic of ACF is to tell us how much is the n-lags
(previous observations) that are indicating the current value. This is also called seasonality.

2.2.7 Linear interpolation and IQR

Linear Interpolation is a statistical function. This mathematical function is using a linear
equation that is searching for a straight line that is passing through all the endpoints (Junninen,
Niska, Tuppurainen, Ruuskanen & Kolehmainen, 2004), as defined below:

v=v1+k(x+x1 ) wherek=(ys—y1 ) /(%2 —x1 );x] <x<x3 and y; <y<y3.

IQR, on the other hand, is a well-known technique used in statistical analysis, for detecting
outliers. IQR is calculated using the difference between the third and the first quartiles
(Rousseeuw & Hubert, 2011). In order to detect the outliers, the first quartile (Q1) and the third
quartile (Q3) are calculated. Then it is calculated the range R = [Q1 - k(IQR), Q3 + k(IQR)]
with IQR = Q3 - Q1 and k >= 0. One observation is considered as an outlier if it is lying outside
this range.

2.2.8 Z-Score Normalization
Z-Score normalization is also known as zero-mean normalization. In Z-score normalization
the values of one attribute K are normalized on the standard deviation and the mean of K. The
value t of attribute K is normalized to ¢’ by the following formula (Bhandare, 2011):
. t —mean(K)
std(K)
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Where mean (K) = mean of attribute K
standard deviation (K) = standard deviation of attribute K

2.3 Analyzing the performance of clustering algorithms

There are different measures of clustering. Liu, Li, Xiong, Gao and Wu (2010) introduced in
their study a few concepts of internal validation measures and 11 widely used internal validation
indices. According to Liu et al (2010) Internal validation measures are mostly based on two
criteria’s, Compactness and Separation. In Compactness, it measures the objects in a cluster
and how closely related they are. It measures a group of clusters based on variance. The lower
the variance indicates a better compactness. The cluster compactness can also be measured on
distance such as average or maximum pairwise distance and average or maximum center-based
distance. In Separation, it measures how well-separated or definite a cluster is from other
clusters. Cluster measures of separation are widely used. For example, the pairwise minimum
distances between objects or cluster centers (Liu et al, 2010). Although there are different
validation indexes for the clusters, it remains hard to evaluate clustering techniques.

2.3.1 Density-Based Clustering Validation (DBCV)

A well-known clustering measure is Density-Based Clustering Validation (DBCV), it can be
defined as regions of high density separated from regions of low density and other such regions.
The objective of DBCV is not about minimizing cluster variance and separation, it is about
finding the highest density region among pairs of clusters and the lowest density region in every
cluster. The evaluation of DBCV should be defined with densities rather than distances
(Moulavi, Jaskowiak, Campello, Zimek & Sander, 2014).

2.3.2 Partition Coefficient (PC)

James C. Bezdek invented the Partition Coefficient, the purpose of which was to measure the
amount of overlap between clusters (Chou & Su, 2003; Li, 2011). The value for PC is (1/c, 1),
c stands for the number of clusters. A disadvantage of PC index, it is reliant on C which
increases but has the trend of decreasing. PC index is quite simple to compute and it can be a
good cluster validity index for determining cluster numbers if the disadvantage can be dodged
(Li, 2011).

2.3.3 Dunn’s Measure (DI)

Dunn’s Measure is a well-established hard cluster validity measure. The reason why it is a well-
established cluster validity measure is its ability to determine clusters which are well-separated
from each other (Dunn, 1974; Chou & Su, 2003). The description of A and D is the basis to
interpret the algorithm. The elements of A are the data points attached to the ith cluster and the
distance function is D (Chou & Su, 2003).
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In this formula d describes the distance and A describes the set where the data points belong to
the i-th cluster.

2.3.4 Silhouette index (S)

Based on the pairwise diversity of within-cluster and between-cluster distances the Silhouette
index validates the clustering performance. The optimal cluster number is decided by boosting
the value of this index (Rousseeuw, 1987; Liu et al, 2010). The advantage of Silhouette is it
only depends on the actual partition of the objects and not on the clustering algorithm. As an
effect of this Silhouette can therefore be used to boost the results of cluster analysis
(Rousseeuw, 1987). According to Rousseeuw (1987) the essence of Silhouette lies in the
validation and interpretation of cluster analysis results.
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3 Method

3.1 Research Strategy

According to Recker (2013), there are two different approaches namely deduction and
induction. The deduction approach is deriving arguments from general premises. Deduction is
used to predict results based on hypotheses. The hypothesis is being seen as a premise and based
on the hypothesis, complex conclusions are derived and then tested. If it's necessary, the
conclusions are revised. In simple words deduction can be seen as a way to test some concepts
from the theory using new empirical data (Recker, 2013). In this thesis, the study is built on a
deductive approach that is, to test the anomaly detection via a clustering based approach using
well known unsupervised machine learning techniques from the literature in a new set of data
from the district heating industry.

Larsen (2018) assumes that it is difficult to discontinue from a completely deductive approach
for the reason that the authors may have their own ideas of how it looks in reality. It is difficult
to describe whether the study is inductive or deductive because all research is based on an
abductive approach which is a mixture of inductive and deductive approach (Larsen, 2018). In
our case, we agree that it is difficult to know whether our study is only deductive and inductive
because it is natural to have our own thoughts, ideas and have previous knowledge about the
concept. Jacobsen (2017) agrees that it is difficult to know whether it is inductive or deductive
because it is unreasonable to relate only to theory.

On the other hand, research methodology is another important step in the research strategy.
According to Recker (2013), there are four types: quantitative, qualitative, mixed methods and
design science methods. The quantitative strategy includes research methods like surveys,
experiments which are characterized by the analysis of quantitative data (Recker, 2013). In our
case, the purpose of the thesis is to conduct an experiment based on a data mining model that
is based on the gquantitative analysis of data from 90 buildings with the help of unsupervised
machine learning techniques.

3.2 Design of the research method

For the purpose of this research we have used the following method design composed of the
following steps: an understanding of the problem, design of an algorithm workflow for the
problem, implementation of the designed algorithm and evaluation. The problem awareness is
reflected in the introduction and theoretical background section of our report. As part of our
literature review we have used purposive sampling where we have identified and selected the
research papers that are closely related to our research question. In the design step we have
chosen to conduct a data mining experiment where we analyze quantitative time series data
with the help of unsupervised machine learning techniques followed by a deductive approach.
From the unsupervised learning techniques, we have chosen clustering analysis and the
DBSCAN algorithm. In the implementation step we use KNIME Analytics Platform to build
our experiment. In the evaluation step of this research, we use Case Study Research (Runeson
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& Host, 2009) to evaluate our experiment and reflect on it. The case study is conducted with
the dataset provided by a Swedish DH company. As a last step we visualize the results of our
implementation. In order to evaluate the results, we use a combination of graphical
visualizations together with the performance measure index. This is reflected in the results
section of this report.

Since this thesis adopted a data mining approach, it was necessary to follow the Cross-Industry
Standard Process for Data Mining known also as CRISP-DM Reference Model (Chapman et
al, 1999) which is a common methodology employed in data mining. CRISP DM consists of
six steps, i.e., business understanding, data understanding, data preparation, modeling,
evaluation and deployment.
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Figure 10. Phases of the CRISP-DM Reference Model (Chapman et al. 1999).

The business understanding step in the CRISP-DM Reference model is reflected in the
introduction and literature review part of the report. The data understanding step is reflected in
the data collection, data exploration and data extraction. The data preparation step in CRISP-
DM is reflected in the data preprocessing and feature vector generation. The modelling step
consists of selecting the appropriate techniques and algorithms and is reflected in the modeling
with the Density-Based Spatial Clustering of Applications with noise (DBSCAN) algorithm
which is an algorithm that is used to identify the clusters and the outliers. The deployment step
consists of the implementation process. The tool used for this step is Knime Analytics Platform,
an open source analytics tool for data science purposes. Even Though Knime is a good tool for
applying machine learning and data mining, it has some limitations. In our case the limitations
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were the lack of performance evaluation components for density based clustering algorithms
and the lack of the interactive components for data visualization.
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Figure 11. Technical Approach for Feature Vector Generation

3.2.1 Data understanding

3.2.1.1 Data collection

The dataset for this research has been provided by a Swedish DH company. It contains the
consumption data from a medium sized city in Sweden from January to December 2017
resulting in a total of 8763 records for each building. The raw data consist of hourly
consumption readings of different variables such as energy consumption, heating volume,
electricity and water temperature. All the measurements correspond to a specific building for
every hour throughout the day.

From the big database of the DH company, only 90 buildings were selected to be used for this
research. For the scope of this research from the dataset were extracted two subsets. The first
included data belonging to January-February 2017 and the second included data belonging to
May-June 2017. The reason why the first subset was chosen is because January and February
are the coldest months in Sweden and are two of the months that the district heating stations
operate actively throughout the whole day. On the other hand, we want to test our method also
in two summer months in order to compare the results therefore we selected May and June
2017.
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3.2.1.2 Data exploration

We use data exploration to see the distribution of data and to visualize the data. (Figure 12)
shows us the conditional boxplot of the data regarding electricity consumption for the 12
months of the year and it partitions the data for each month using IQR (see section 2.2.7).
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Figure 12. Outliers after data exploration

The boxplot shows us the smallest value, Q1, median, Q2, largest value. Using the IQR or
interquartile range the boxplot is showing us the mild and extreme outliers. The mild outliers
are shown as dots while the extreme outliers are displayed with a cross. As you can see easily
from Figure 12, there are points in the time-series that are far away from the interquartile range
and they are obviously outliers.

3.2.2 Data preparation

3.2.2.1 Data preprocessing

The dataset required to follow some preprocessing steps. First the whole dataset (as a CSV File)
was imported to KNIME. One tricky issue encountered while working with time series is the
date & time integration. String manipulation and String to Date Time node were used to
successfully convert the date and time variables from text to date, time and date time format
type. As the next step, the variables that present accumulative values were removed from the
dataset, only the hourly values were kept.

After extracting the two subsets for January-February and May-June 2017, the data-set were
inspected for seasonality. An important tool that has been used for a long time in time-series

analysis is the autocorrelation function (Tureczek, Nielsen, Madsen & Brun, 2019) (see section
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2.2.6). In our case we are expecting to have daily seasonality because the heat consumption is
experiencing a daily cycle.

The next step of our preprocessing phase is the identification of the missing values. The
buildings for which a long missing sequence of data was identified for the time duration
selected, were removed from the dataset. The subsets were checked also for the “Does Not
Exist” values in the observations. These kinds of values exist due to errors while recording the
data or due to errors coming from the DH sensors. We selected Linear Interpolation (LIN) as a
strategy to replace the missing values (see section 2.2.7).

Linear interpolation is a useful method which is easy to use. It has shown that most of the time
this method is better at predicting missing values when we compare it with the other non-linear
interpolation methods (Lepot, Aubin & Clements, 2017). After replacing the missing values,
we identified the numeric outliers using the Numeric Outliers node. This node is using the
interquartile range (IQR) to detect the outliers for each of the selected variables (Knime, 2017).
In Knime Analytics Platform the configuration setting sets k=1.5, where the smallest value in
the range R is corresponding to the lower part of the boxplot and the largest value to the upper
part of the boxplot.

Taking into account that Knime allows you to replace or remove the outliers once detected, we
chose to replace them using the same strategy as the missing values, linear interpolation. As the
last step of our preprocessing phase, we chose to remove the seasonality. In order to implement
this, we used an already built component called “Remove Seasonality” which was installed in
Knime as an extension (Knime, 2020). This component is using the Lag function which makes
L copies of the selected variables and shifts the cells of each copy L-1 steps behind. Then is
using a mathematical formula to remove the lag values, therefore the seasonality. After
identifying the numeric outliers and replacing the values using linear interpolation technique.

3.2.2.2 Feature vector generation

Choosing which features should be kept for clustering is an important step. One way of doing
this is to identify which are the most important features by taking into consideration the domain
knowledge. Another way is to use some of the common dimensionality reduction tools like
Principal Component Analysis (PCA). For the purpose of this research we selected the first way
of choosing the feature. Taking into consideration the domain knowledge on how the heating
process is working in the DH stations and the advice from the domain experts of the DH
company we found that the two main features are: Energy consumption (the amount of energy
in MWh consumed from every building in one hour) and Water Temperature Return
(temperature of the water that is going out of the building in the district heating plant). From
these two features we selected the energy consumption as the most appropriate variable for our
experiment. The reason why we chose this variable is because we also tested other variables
like Water Temperature Supply or Return but the results of the experiment were not significant
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for the purpose of our research. The water temperature can be more helpful in detecting any
leakage in the network of the DH system rather than in the buildings themselves.

After selecting the feature, the next step is to put the data in a form that is suitable for cluster
analysis. This format is known as feature vector. The feature vector is used to show in an
analyzable format, the numerical characteristics of an object (Sheridan, Puranik, Mangortey,
Pinon-Fischer & Mavris, 2020). In order to transform the dataset into feature vectors we used
the Pivot, Ungroup and Transform nodes in Knime. As shown in figure 13, for every building
we created a feature vector. Then all the buildings were concatenated together to create one
table with all feature vectors. After creating the table, the data were transposed to create the
Feature Vector Matrix. In the Feature Vector Matrix (Figure 13) every row represents one
building and the data in every building corresponds to the parameter selected (energy
consumption).

Date Building | Energy
wm | a |k
ngﬂtf‘ 53:'” A Xs | Feature Vector Matrix | | Featrtrr: r:?:{t:{;; ;"'I}atrix
Dzsﬂﬁn B Y, > A B C > A Xy Xz
D‘?ﬂﬁn - Y, o X4 Yy Z4 l B Y Yo
TIERE

Figure 13. Feature Vector Generation

The final step for the process of feature vector generation is the normalization of the data.
Normalization is a well-known technique in data mining. Normalization is the process of
scaling the values of one dataset. Normalization has been used mostly in classification
algorithms and distance measurement like clustering and nearest neighbor classification
(Bhandare, 2011). It is very important for clustering to have all the values in the same order of
magnitude otherwise large magnitudes can bias the clustering results. It was selected as Z-
Score normalization to normalize the values from the Feature Vector Matrix.

As the next step, we applied Z-score normalization (see section 2.2.8) to scale the values and
to have mean=0 and standard deviation= 1. This helps to assess one building’s operational
behavior in relation to the other buildings. As a result of these steps, we have a Normalized
Feature Vector Matrix which is used as the input into the clustering algorithm.
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3.2.3 Modeling with DBSCAN and OPTICS

In the modeling phase we have selected the DBSCAN algorithm to perform our cluster analysis.
After performing all the steps, explained in the preprocessing phase, the clustering analysis can
be initiated. DBSCAN has been applied through the DBSCAN node in Knime. The algorithm
is based on the definitions presented in section 2.2.3. In order to input in the DBSCAN node
the data distances of the matrix we used the Numeric Distance node. The parameter MinPts is
chosen based on the number of dimensions with the minPts >= D + 1. In our case we selected
MinPts= 2 and 3. For the epsilon value we followed 2 ways: firstly, by running the experiment
using different values of epsilon several times, as this parameter is correlated with the outlier
fraction and second by executing the OPTICS algorithm (see section 2.2.4). The value of
epsilon is defined based on the results of the experiment in coordination with the desired outlier
fraction.

DBSCAN is efficient in finding the outliers or anomalous values since the points that do not
belong to a cluster are considered as outliers. Sometimes this can result in the formation of only
one main cluster and may miss some higher-density clusters that are in the main cluster. These
high-density clusters can be identified only for an epsilon prime < epsilon. In order to find the
value of epsilon prime, we have to run again multiple times the DBSCAN algorithm and find
in a heuristic way the value of epsilon prime. In Knime this can be done easier with the help of
the OPTICS algorithm which is based on DBSCAN and is solving the problem in this way.
OPTICS is ordering all the points and is associating two values to each point (core distance and
reachability distance). In this way can be calculated easily the epsilon-prime and it can be
identified easily the high-density clusters.

3.3 Result analysis method

As was mentioned in section 2.3 evaluating an unsupervised learning method remains a
challenge since there are no exact measures to evaluate the clusters. Therefore, evaluating the
clustering results becomes a little bit difficult, taking into account the limitations of Knime
platform as explained also in section 3.2.

To evaluate our cluster results we measured the Silhouette index which was the only index that
was offered by Knime Analytics Platform. In this way we could be able to validate if the clusters
are well distinguished between each other in the cases that there are identified more than one
cluster. Another evaluation can be to look at the stability of the clusters from one week to
another. In this way we can identify if the clusters and the outliers identified from DBSCAN
are consistent or not.

3.4 Reflection and ethical considerations

In order to build our data mining process, we chose the CRISP-DM Reference model for the
reason that we can incorporate the existing understanding from the business domain and the
goals of the business users. Moreover, we chose CRISP-DM because we have used it before in
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other data mining projects and we can confirm that CRISP-DM is a suitable methodology to
follow for data mining projects. We believe that CRISP-DM is good in our case because we
can follow the method iteratively and we can adapt the phases of the methodology to our study.

Regarding the implementation tool, we have chosen Knime Analytics Platform because it is
an open source platform that has machine learning components built in and integrates also
with other platforms but it supports also Python for scripting and R for statistical
functionalities. All these components make this tool very powerful for data mining.

A main ethical principle in research conduction is to aware the researchers that they have the
responsibility to secure permissions and interests of everyone that is involved in the study
(Recker, 2013). Recker (2013) identifies some ethical issues during the conducting of the
research: anonymity, confidentiality, voluntary participation and storage and analysis of data.
To ensure the fulfillment of the ethical principles, we have taken a few measures.

Regarding the voluntary participation, we have taken the consent of the company in order to
conduct the research using their data set. Also during the data preparation phase we ensure the
anonymity of the data and comply also with GDPR. The dataset used for the data mining
technique is masked, therefore does not contain any information about the buildings. All the
information that is classified as commercial information will not be the scope of the data set.
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4 Results

The purpose of this chapter is to show the results of the experiment performed. Firstly, showing
the results regarding the possible formation of the clusters for two different time periods: two
months in winter versus two months in summer. Then will be presented the overall weekly
results of possible cluster formation for eight consecutive weeks where the experiment has been
executed on weekly data and the results are collected. Following the overall weekly results, it
will be presented with the cluster stability analysis and anomaly analysis. Lastly will be a
discussion section where the results will be compared with each other and where we reflect on
the results.

4.1 Potential Clusters

For the cluster analysis it was selected a time interval of 8 weeks (2months) in two different
periods of the year. In order to test the possible formation of the clusters in two different time
frames, 8 weeks in the winter period (02 January - 26 February 2017) and 8 weeks in the
summer period (01 May- 25 June 2017) were selected. The reason why we chose two different
time-frames for the same interval is because we wanted to evaluate the formation of clusters in
two completely different periods assuming that the summer may contain more noise than the
winter. On the other hand, winter is a period where the district heating system is in use all day
therefore it will contain data from a typical working period.

4.1.1 Results of winter period (Jan-Feb 2017)

The configuration of the DBSCAN algorithm to perform the clustering analysis has been
defined after fixing MinPts=2, and applying the OPTICS algorithm to learn the value of epsilon-
prime that gave us the best cluster results. The epsilon-prime has been calculated based on the
mean of reachability distance. After executing OPTICS, the values were MinPts= 2 and
Epsilon-Prime= 12.38. The configuration of DBSCAN has been set with this values and the
results from the clustering analysis are shown below:
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Figure 14. Identification of 3 clusters based on OPTICS algorithm

As we can see from the bar plot, OPTICS algorithm identifies three clusters with different
densities in the period Jan-Feb 2017 as shown below:

Cluster O 2
Cluster 1 5
Cluster 2 56

Noise 21

Table 1. Cluster results for Jan-Feb 2017

As we can see from table 1, the results show 3 clusters, the first consisting of two buildings, the
second consisting of 5 buildings and the third cluster consisting of 56 buildings. The results
show that 21 buildings are considered as noise and this is due to the fact that the epsilon =
epsilon-prime. For values of epsilon where epsilon > epsilon-prime DBSCAN will merge the
high density clusters because the epsilon value is high and all the points lower or equal to this
epsilon value will be neighbors therefore the results show only one cluster. The epsilon=
epsilon-prime which is defined from the OPTICS algorithm is the optimal value of epsilon
where we can see the high-density clusters.
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Figure 15. Cluster 0 in Jan-Feb 2017

Figure 16. Cluster 1 in Jan-Feb 2017
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Figure 17. Cluster 2 in Jan-Feb 2017

From Figure 15 and 16 we can see that the buildings in the Cluster 0 and Cluster 1 have very
similar behavior to each other and visually we can distinguish the clusters because they lie on
different ranges. Meanwhile, the Cluster 2 (Figure 17) consists of 56 buildings and visually it
IS not so obvious to see due to many buildings but we can clearly differentiate the range of
this cluster with the other clusters.

In order to validate the clusters, we calculated the Silhouette Index (see section 2.3.4). The
results of silhouette index for the above clusters are as following:

Cluster Silhouette Index Score
Cluster O 0.77
Cluster 1 0.79
Cluster 2 0.46

Table 2. Silhouette score of the clusters Jan-Feb 2017
From the silhouette score we can understand that Cluster 0 and Cluster 1 are close to 1 which

means that the clusters are clearly distinguished from each other, in comparison to Cluster 0
where the score is 0.46.
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4.1.2 Results of summer period (May-June 2017)

Same procedure is followed for finding the epsilon value of the DBSCAN algorithm for the
summer period. After running the OPTICS algorithm, the epsilon-prime = 21.01 which is
illustrated also in the figure below:
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Figure 18. Results from OPTICS algorithm
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As you can see from the bar plot, OPTICS is not identifying any high density cluster in the
summer period. After running the DBSCAN algorithm with epsilon=21.01 we have the
following results:

Cluster 0 24

Noise 61
Table 3. Cluster results May-June 2017

From the cluster results we see that in the summer period there is only one cluster consisting
of 24 buildings and the rest is identified as noise from the DBSCAN algorithm. These results
are confirmed also from the OPTICS algorithm where there are no higher-density clusters for
epsilon prime < epsilon. What we see here is that the noise is very high compared to all other
time-frames.
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4.1.3 Overall Weekly Results

In this section we will present the results from the possible formation of the clusters after the
execution of our experiment for each week of the 2 months’ time-interval during January-
February 2017. We chose the winter period to run the weekly experiment because this period
gave us possible clusters. Meanwhile the summer period was very noisy and we couldn't
identify any possible cluster.

The strategy for the DBSCAN configuration was the same. For every week's data we fixed
MinPts=2 and then executed the OPTICS algorithm to identify the epsilon-prime value. Then
we executed the DBSCAN algorithm where MinPts= 2 and Epsilon= Epsilon-prime. The
results after performing the DBSCAN clustering are the following:

Week Number of Clusters Name of Cluster (Nr of buildings)
Week 1 3 Big Cluster (62); Cluster_0 (2); Cluster_1 (5)
Week 2 3 Big Cluster (62); Cluster_0 (4); Cluster_1 (3)
Week 3 3 Big Cluster (57); Cluster_0 (2); Cluster_1 (4)
Week 4 3 Big Cluster (57); Cluster_0 (2); Cluster_1 (5)
Week 5 4 Big Cluster (61); Cluster_0 (2); Cluster_1 (2);

Cluster_2 (3)
Week 6 4 Big Cluster (59); Cluster_0 (2); Cluster_1 (2);
Cluster_2 (3)
Week 7 3 Big Cluster (56); Cluster_0 (2); Cluster_1 (6)
Week 8 3 Big Cluster (57); Cluster_0 (2); Cluster_1 (5)

Table 4. Results for every week

As we see from table 4, in each week we see the formation of possible clusters where the
number of possible clusters in 6 weeks is 3, meanwhile we have a number of 4 clusters
identified in only 2 weeks. As you can notice, there is the presence of one big cluster
containing 57-62 buildings. This cluster is stable from one week to the next and taking into
consideration that it is grouping the behavior of a relatively high number of buildings, we can
assume that this is a possible good cluster. Therefore, the “Big Cluster” will not be part of the
further analysis.

If we remove the “Big Cluster” then the above table can be shown in a simpler way (see table
4).
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Weeks Cluster_0 Cluster_1 Cluster_2
(nr of buildings) (nr of buildings) (nr of buildings)
Week 1 2 5 N/A
Week 2 4 3 N/A
Week 3 2 4 N/A
Week 4 2 5 N/A
Week 5 2 2 3
Week 6 2 2 3
Week 7 2 6 N/A
Week 8 2 5 N/A

Table 5. Number of buildings in each cluster for every week

As we can see from table 5, the number of buildings in the possible clusters when we
removed the “Big Cluster” is from 2-6 where the cluster with two buildings is the more
frequent cluster and the less frequent cluster is the one with 6 buildings. Except week 2, every
other week has one cluster with two buildings.

We also measured the silhouette score of the clusters excluding the big clusters and the results
are shown in the table below.

Weeks Cluster_0 Cluster_1 Cluster_2
(silhouette score) (silhouette score) | (silhouette score)
Week 1 0.81 0.79 N/A
Week 2 0.71 0.82 N/A
Week 3 0.78 0.81 N/A
Week 4 0.81 0.8 N/A
Week 5 0.82 0.51 0.5
Week 6 0.79 0.57 0.4
Week 7 0.73 0.74 N/A
Week 8 0.76 0.73 N/A

Table 6. Silhouette Score for the each cluster throughout 8 weeks
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From table 6, we can see that for the majority of the clusters the silhouette score is close to 1
which means that the point of one cluster is similar to the own cluster compared to the closest
cluster.

4.2 Cluster Stability Analysis

In the previous section, it was shown the formation of possible clusters while drilling down
and running the experiment on a weekly basis for the 2 months’ period selected. The previous
section showed us that there were different possible clusters between the 8 weeks but we
could not see the periodic transitions between the clusters from one week to another. One
building can belong to one cluster for one week but can move to another cluster in the next
week. Some buildings can belong to the same cluster. The aim of this section is to study the
cluster purity and to see how frequent the clusters are changing. The transitions between the
clusters in the 8 weeks can help us to improve the anomaly detection.

To perform this, we have conducted a hierarchical clustering analysis where we measure the
distance between the clusters and range the clusters as explained in section 2.2.5. As a result,
we have the following dendrogram:
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Figure 19. Dendrogram of the clusters
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In the dendrogram we have in the x-axis the name of the clusters and in the y-axis the
distance. The name of the cluster is defined in the following way:

X_Cls_y where X- week and y- the id of the cluster

The dendrogram shows us that some clusters are equivalent to each other and they don’t
change from one week to the next as the distance between them is 0. For example, the
following clusters 1_Cls_01; 3_Cls _05; 4 ClIs_07;5 Cls_09; 6 _Cls_12; 7_Cls_15;

8 Cls_17 are equivalent to each other and contain the buildings with masked id of 3 and 24.
Even Though we go from week 1 to week 8 these 2 buildings (3,24) remain in the same
cluster throughout all the weeks except week 2 where they are forming another cluster with
buildings with id 59. The same interpretation we can do for the buildings to the right where
we see 4 groups of 2 clusters, where the 2 clusters inside each group have a distance of 0
which means that they are equivalent to each other. Another result derived from the
dendrogram can be the ranking of clusters based on their distance.
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Figure 20. Distance view of the clusters

In the dendrogram we have ranked the clusters based on their scaled distance. In order to
make it easier and more visible we have not started from the smallest clusters but we have
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grouped the clusters with their closed neighbor. Therefore, we have identified 6 groups of
clusters where they are ranked based on their distance from each other. The distance between
cluster 1 and 2 is 0.7 meanwhile the distance between Cluster 4 and Cluster 3 (Clusterl +
Cluster 2) is 2.4. The distance between Cluster 6 and Cluster 5 is 3.09. This can be easily
recognized from the dendrogram where the clusters from the left are further away from the
clusters in the right. The clusters in the right part of the dendrogram are closer to each other.

4.3 Anomaly Analysis

In this section we will present the anomaly detection results from DBSCAN clustering.
Taking into consideration the results from section 4.1.1, we focused on the winter period
(January-February 2017). The same approach has been followed. We have divided our time
period of two months into 8 weeks and we have performed cluster analysis for 8 consecutive
weeks. In this way we could see the results of the anomalies for 8 consecutive weeks.

Except for finding high density clusters the purpose of DBSCAN is to detect anomalies in the
data. Usually there are points that are not included in none of the clusters due to the large
distance with their neighbor therefore they are considered as anomalous. In our case we
performed the DBSCAN to identify the anomalous buildings for every week.

The values of MinPts and Epsilon for every week were selected in the following way. MinPts
has been fixed to 2. OPTICS algorithm has been executed to find the epsilon-prime value.
Then the DBSCAN algorithm has been executed in an iterative way by starting with values of
epsilon where epsilonl > epsilon-prime. After running several iterations, in an heuristic way
we can identify a value of epsilon that produces k anomalies and even when increasing the
number of epsilon the anomalies results remain the same (k).

If we run the OPTICS algorithm for the epsilon= epsilonl we can clearly see (Figure 21) that

the distance of the anomalous buildings identified is higher than the other buildings, therefore
we can fix the epsilon value for one week and save the results.
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Figure 21. Identification of anomalies with OPTICS

After executing the DBSCAN algorithm for every week from 02 January-26 February 2017,
the following results were obtained.

Weeks Anomalous
Buildings (Noise)
Week 1 5
Week 2 7
Week 3 12
Week 4 10
Week 5 7
Week 6 8
Week 7 11
Week 8 12

Table 7. Total numbers of buildings classified as anomalous every week
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From table 7, we can see the total numbers of buildings classified as anomalous from
DBSCAN but we cannot see which are the buildings and if there is any recurrence. In order to
see these results, we have made some transformations and in the table below we have ranked
the list of anomalous buildings based on their occurrence as anomaly from the most frequent
to the less frequent.

Building ID |Occurrence
34
35
31
32
58
a0
41
7

42
43
48
49
54
56
1

57
28
28

Table 8. Anomalous buildings identified and their occurrence
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In order to compare our results, we executed again the DBSCAN algorithm, but this time for
the whole period of January-February 2017 and not on a weekly basis. After the execution we
got the following results:

Whole period Jan-Feb 2017

Type Building |Period
Noise 1|Jan-Feb
Noise 34|Jan-Feb
Noise 35|Jan-Feb
Noise 31|Jan-Feb
Noise 32|Jan-Feb
Noise 48 |lan-Feb

Table 9. Anomaly Values for 8 weeks
While comparing the two tables (weekly and for the whole period) we see that when we

cluster the whole period of 8 weeks we identified 6 buildings as anomalous meanwhile when
we cluster separately every week then we found 19 buildings as anomalous. From these 19
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buildings, 6 buildings were the same with the buildings appearing also while executing
DBSCAN for the whole period. On the other hand, if we see the buildings of the whole period
(Table 8) and their frequency on the previous table we can see that only 4 buildings have high
occurrence (7z an 8/8) meanwhile 2 buildings have very low occurrence in the weekly results
(34 and %).

One way to validate the anomalies is by measuring the standard deviation. After measuring
the standard deviation for the anomalies described in Table 8, we got the following results.

Building |5t Deviation

1 1.1324

34 1.1973

35 1.2072

31 1.3505

32 1.3339

48 1.1698

Table 10. Standard deviation of the buildings identified as potential anomalies for Jan-Feb

2017

Meanwhile the standard deviation of the buildings that are classified as part of one of the
clusters range from 0.0895 to 0.5689.
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5 Discussion

5.1 Potential Clusters

The first aim of this study was to identify potential clusters. As shown in the results section,
we can conclude that the formation of potential clusters is not visible in summer and this is
because the summer period contains more noise (61 buildings are considered as noise) and the
results from OPTICS and DBSCAN show only 1 cluster. Meanwhile in winter we can say that
the formation of potential clusters is visible where we identified two clusters and less noise
when clustering the whole period. This can be explained due to the fact that in the winter
period the DH System is working in full mode for 24 hours and the need for heat is higher
than the summer period. On the other hand, in the summer period in Sweden, the DH system
may work only on specific days where it's relatively cold. Therefore, the winter period is
better than the summer period for performing clustering analysis.

When analyzing the data from the DH system, we can say that the time-interval is an
important factor while performing cluster analysis. If we compare the results of section 4.1.1
and section 4.1.3 we can see that if we perform clustering on the whole period, we can
identify only 3 potential clusters meanwhile if we perform cluster analysis on a weekly basis
the results show that in week 5 and 6 are identified 4 clusters due to some possible changing
on the behavior of the buildings. Therefore, clustering in a short period gives us more
information regarding the behavior when the data are saved on an hourly basis. To validate
the clusters, we have measured the silhouette index. The results shown are closer to 1
indicating that the clusters are separated from each other.

5.2 Cluster and Anomaly stability

The second purpose of this study was to identify possible anomalous buildings with the help of
DBSCAN clustering, which is basically grouping the buildings into clusters and the ones that
are not part of any of the clusters are considered as possible anomalous. If we compare the
results of section 4.3 we can conclude that performing anomaly detection with DBSCAN
algorithm in the whole period of 2 months gave us different results than performing anomaly
detection for the same period of time but on a weekly basis. In the last approach, we identified
buildings which are considered as potential anomalous in one week and they are not considered
as potential anomalous in another week. This can happen because some possible fault may have
occurred during a specific week which has changed the behavior of that specific building and
in that specific week that building has been an anomaly. But after the correction of the fault the
behavior of the building has been normalized and in the next week the building has not appeared
as anomalous.

Another way to improve the anomaly detection is by looking at the periodic transitions and the
distance of the clusters between the determined period of 8 weeks. During the 8 weeks we can
conclude that different possible clusters were formed. Since the clusters were generated
incrementally we could not compare the values of the cluster list for each week. As explained
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in section 4.2 Hierarchical Clustering was chosen to evaluate the cluster’s purity. Based on the
results of the hierarchical clustering we can conclude that there were 5 clusters that were
repeated throughout the 8 weeks which tells us an indication of a sense of stability in the
potential clusters. On the other hand, if we rank the clusters, based on the dendrogram results
we can see easily that the clusters on the left are far away from the other clusters because the
distance between the clusters based on the dendrogram data is larger compared to the other
group of clusters. Therefore, assuming that the buildings in a normal behavior would form
clusters that have relatively close distance to each other, a large distance between one cluster
and the rest of the clusters can be an early indication of anomalous behavior from one of the
buildings. Therefore, the buildings with the masked ids of 3, 24 and 59 can be further
investigated through plotting them together.
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Figure 22. Line plot of the 3 buildings identified from the hierarchical clustering

From the plot we can see that the building with id= 59 is probably an anomalous building
because the behavior of this building is quite suspicious and if we can check the list of the
anomalies we can confirm that building with id= 59 appears to be in that list. On the other hand,
the other two buildings do not seem to have anomalous behavior as they do not appear in the
anomaly list and the behavior seems to be in the range considered as normal.

Another way to validate our result is to measure the standard deviation of these buildings. After
measuring the standard deviation for this 3 buildings we have the following results:

Building |St Deviation
3 0.1863

24 0.2564

59 0.8135

Table 11. Standard deviation of buildings 3, 24, 59
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From table 11, we can see that the standard deviation in the case of the building with id=59 that
is considered as possible anomalous is much higher than the 2 other buildings which seems to
be closer to the normal behavior from the graphical interpretation. Higher standard deviation
can be another indication of an anomalous behavior. If we compare the building with id= 59
with the buildings identified as anomalous throughout the 8 weeks we can see that the behavior
is similar to them.

35
3.0
25
2.0
1.5
1.0
0.5
0.0
-0.5
-1.0
-15
2.0
-2.5
-3.0

-3.5

Figure 23. Anomalous buildings in week 1

5.3 Results discussion from a theoretical perspective

From the research we derived several results. Our approach clearly identified clusters during
the winter period and this is well in line with previous research efforts (Calikus, et al 2018;
Xue, et al 2017; Abghari, et al 2019). As Xue, et al (2017) demonstrated in earlier studies, their
approach, though different from ours, could identify clusters during the months October to
April, which includes the winter period. In our case, we chose the months in which the data was
daily decent as our eventual goal was to study cluster transitions. Xue, et al (2017) define the
mentioned months as district heating season, therefore excluding indirectly the summer period.
In comparison to Xue, et al (2017) that was focused on finding operational patterns within the
months, our research is focused on finding behavioral patterns inside one month by dividing
the buildings in different clusters.

Another result we derived from the research was the detection of anomalies. In our case we
performed a cluster analysis for 8 weeks in order to see the results of the anomalies for 8
consecutive weeks. We used DBSCAN clustering to detect anomalies which is in line with
Hanna and Swartling (2020) but we have used the OPTICS algorithm for the detection of
anomalies on time series data. They were also able to detect unexpected patterns within the data
set. The researchers have used another algorithm, Local Outlier Factor (LOF). According to the
study of Hanna and Swartling (2020) their results showed that the clustering methods and
algorithms they were using on time series data did give positive results which is in line with the
results of our study for detecting anomalies.

Calikus, et al (2018) in their research studied the heat load patterns using the K-shape clustering

algorithm which is a modified version of K-means clustering where still the number of clusters
needs to be defined upfront. Compared to Calikus, et al (2018) we used DBSCAN which can
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discover arbitrarily shaped clusters without defining the number of clusters and it is robust
towards outlier detection. Similar to Calikus, et al (2018) we have used clustering techniques
and outlier detection algorithms to identify anomalies but our study differs because it’s using
not only the outlier detection algorithm but also is studying the stability of the clusters to help
the anomaly detection.

Hanna and Swartling (2020) were not able to validate the data points they detected due to lack
of knowledge and time constraints. In our case we managed to validate our results by measuring
the standard deviation of the buildings which we got insights from related studies in order for
us to fill the missing gap.

Similar to our research, other researchers have used outlier-based approach detection to identify
anomalies in the heat profiles of the buildings (Calikus, et al, 2018; Abghari et al, 2019) or in
similar areas like water pumps (Hanna & Swartling, 2020). The time period is also an alignment
with the other researches (Calikus, et al 2018; Xue, et al 2017; Abghari, et al 2019). The
previous researchers (Calikus, et al 2018; Xue, et al 2017; Abghari, et al 2019), have used
anomaly detection techniques but none of them has used the cluster’s stability to identify the
potential anomalous behavior. Their approach has been focused on identifying the anomalies
based on the outlier-based approaches but this methodology is very sensitive because outliers
for a specific threshold value can be abnormal and for another value can be normal. Studying
also the cluster’s stability can help detect the abnormal behavior.
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6 Conclusion

The research question addressed in this study was, how can cluster membership variations be
used to identify abnormal behavior over different time windows in a time series? To answer
this question, the study will first apply an unsupervised clustering algorithm such as DBSCAN
to create clusters of buildings based energy profiles over different periods. The resulting
clustering members will be further analyzed in order to understand changes in cluster
membership. To answer this research question we have also researched and analyzed theoretical
literature related to our research to get more knowledge.

The purpose of the study has been to fulfill a dual purpose, the first is to use unsupervised
machine learning algorithms such as DBSCAN algorithm in order to identify potential clusters
of buildings in a time series dataset collected from buildings in a medium size Swedish town.
The second is to find the anomalies in two ways; firstly, by identifying possible clusters of
buildings and finding buildings which do not belong to a cluster, therefore can be considered
as possible anomalous. Secondly, by studying the clusters and the transitions between them, the
study aims to find if this can help the anomaly detection.

We have collaborated with a Swedish DH company and received datasets from the company
and used the datasets to perform unsupervised clustering algorithms. The results show that
winter is a better period for conducting the research as potential clusters were identified.
Meanwhile summer is not a good period due to the high amount of noise. On the other hand,
conducting the anomaly detection for every week separately gives us more anomalies compared
to the whole period. This can occur because some buildings may occur to have anomalous
behavior in one week but not in another week. When analyzing the whole period some
anomalies can go undetected.

We also examined the periodic transitions between the 8 weeks and the distance between the
clusters using hierarchical clustering to understand if this can be used to improve the anomaly
detection. We can conclude that the cluster’s purity level and the distance between the clusters
can be an indicator of an anomalous behavior. Clusters that can be considered as separated by
having a large distance with the other clusters can be an alert for further investigations.

6.1 Future Work

Anomaly detection is not an easy and straightforward process because there is a possibility that
some anomalies will go undetected. They can be considered as normal but in fact they are
anomalous. This is depending on the method choice since it may cause problems when you
choose the wrong feature. Therefore, another way of doing the anomaly detection is to examine
all the meaningful variables that can help us find anomaly detection with the help of a domain
knowledge expert.

The second problem with the clustering analysis is the validation of clusters. It is always hard
to evaluate clustering techniques in unsupervised machine learning because there is not a proper
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way to calculate the accuracy of the results. An alternative approach to validate our results
would be to create artificial anomalies and add them into the dataset. This would again require
domain knowledge about the normal behavior of the buildings in order to simulate an abnormal
behavior that can be detected from our experiment. The design of these artificial anomalies by
domain experts can help the validation of our results and increase the reliability of our model.
Future research can be done to examine in more detail the anomalies. In the feature vector
generation (see section 3.2.2.2) instead of using the total energy (MWh) consumed per day we
can use the minimum or the maximum values of the day. This could possibly help us find more
types of anomalies.
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Appendix

Anomalous Buildings Results

Figure 24. Cluster of buildings with normal behaviour

Figure 25. Anomalous buildings week 1
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Figure 26. Anomalous buildings week 2

Figure 27. Anomalous buildings week 3
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Figure 28. Anomalous buildings week 4

Figure 29. Anomalous buildings week 5
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Figure 30. Anomalous buildings week 6
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Figure 31. Anomalous buildings week 7
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Figure 32. Anomalous buildings week 8
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