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Abstract 
Today we live in an information society that is constantly growing in terms of the 

amount of information that are processed, stored, and communicated. Information 

security is a field that is of concern for both the individual and the society as a whole, 

as both groups are exposed to information every day. A society like this will demand 

more emphasis on information security. Previous researchers that has addressed this 

problem argues that security awareness is the most significant factor in order to raise 

the general security level. They also mention education as a solution to increase the 

security awareness and thereby achieve a secure environment. The aim of this thesis is 

to examine the differences between trained and untrained home users in security 

awareness and behaviour.  

 

The research was conducted, using a quantitative method in form of a survey research 

with the distribution of self-completion questionnaires. The study has a total of 162 

respondents that participated. The result was presented and analysed through the use of 

the software program, IBM SPSS. The results of the findings suggest that the awareness 

of the trained home users is higher than of those who are untrained home users. 

Additionally, the discussion suggests that the home users who have participated in 

awareness raising initiatives, such as education and training, does not necessarily apply 

more security measures in their home environment, than those who are regarded as 

untrained home users. Hence, this study suggests that the increase in awareness may 

not necessarily be the only factor that affects the user’s behaviour, since those who have 

not participated in awareness raising initiatives applies security measures, almost to the 

same extent to those who have. This thesis might be able to act as a foundation for 

future research within the field, considering that the research is a comparative study 

between trained and untrained home users of the variables security awareness and 

behaviour where the found results, does not fully agree with previous research. 

However, an increase in awareness is a good start, but may need to be paired with 

appropriate training from other parties, such as internet service providers (ISPs) and 

banks. Maybe the solution could be to develop and strive for a continuous information 

security culture of the Swedish society, which may result in a deeper learning and 

understanding of security issues and inspire home users to be engaged and proactive 

about their information security behaviour.  
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Sammanfattning 
 
Vi lever idag i ett samhälle där sätten vi bearbetar, lagrar och kommunicerar 

information ständigt växer och förnyas. Informationssäkerhet är ett ämne som berör 

både individen och samhället i helhet, eftersom båda grupperna hanterar mängder av 

information varje dag. Ett sådant samhälle kommer behöva mer fokus på 

informationssäkerhet.  Forskare som tidigare har relaterat till detta problem 

argumenterar för att en ökad medvetenhet av säkerhetsrisker och hot, är den största 

bidragande faktorn till att höja nivån på informationssäkerheten i samhället. Forskare 

nämner även att utbildning är en lösning för att öka säkerhetsmedvetenheten, och 

därmed uppnå en mer säker miljö över Internet.  

 

Följaktligen fokuserar denna studie på att undersöka skillnaderna mellan tränade och 

otränade hemanvändares säkerhetsmedvetenhet och beteende. För att uppnå studiens 

mål, användes en kvantitativ metod i form av en enkätundersökning där urvalet bestod 

utav 162 respondenter, och resultatet analyserades genom ett statistiskt analytiskt 

program.  

 

Diskussionen av empirin indikerar att säkerhetsmedvetenheten av de tränade 

hemanvändarna är högre än användarna som saknar träning. Fortsättningsvis, tenderar 

diskussionen att även om de tränade hemanvändarna har gått igenom en utbildning och 

träning eller initiativ som ökar säkerhetmedvetenheten, leder detta inte till en stor 

ökning av säkerhetsnivån i hemmet. Därför indikerar den här studien att en ökning i 

säkerhetsmedvetenhet inte nödvändigtvis är den enda faktorn som påverkar en 

hemanvändares beteende, eftersom resultatet visar att både de otränade och tränade 

användarnas säkerhetsbeteende är till en viss grad likvärdiga.  Studien kan möjligen 

stödja framtida forskningsarbeten inom informationssäkerhet eftersom att den jämför 

tränade och otränade hemanvändare mellan variablerna säkerhetsmedvetenhet och 

beteende som visar resultat som inte fullständigt stämmer överens med tidigare arbeten. 

 

Dock, så är en ökning utav säkerhetsmedvetenheten en bra början, men det behöver 

kanske kompletteras med ytterligare träning och utbildning från tredjeparts leverantörer 

såsom internetleverantörer och banker. En alternativ lösning som i en större skala, 

skulle kunna vara att försöka utveckla och bevara en kontinuerlig 

informationssäkerhetskultur av det svenska samhället, vilket kan resultera i en djupare 

förståelse av säkerhetsproblem och inspirera hemanvändare att vara engagerade och 

proaktiva i deras säkerhetsbeteende.  
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 Introduction 
 

In this chapter the background to this thesis will be presented along with research that inspired 

to the studied phenomena. The thesis will then extend to the problem discussion. Furthermore, 

the research question and the research’s objectives along with the target group of this thesis will 

be identified. Conclusively, definitions of terms, delimitations as well as the research outline 

will be presented.   

 

 Background 

 

Today we live in an information society that is constantly growing in terms of the amount of 

information that are processed, stored, and communicated. Information security is a concern for 

both the individual and the society as a whole. An individual´s daily life is to some extent 

influenced by information technology and both society and individuals are processing a great 

amount of information every day, which was difficult to picture just a decade ago. An evolution 

like this will demand more emphasis on information security. IT has moved from a hobby of 

people with interest in technology, to a socially accepted factor that most of us use on a daily 

basis. The dependence on information technology is bringing increasing risks for the society 

and individuals, which has clearly surfaced with the increasing incidents in frauds, spreading 

of malware and hacking (Myndigheten för samhällsskydd och beredskap (MSB), 2012). 

 

During the early days of the Internet, security breaches mostly consisted of viruses and worms 

that could show a message or advertisement on the screen, which seldom caused any harm of 

the information or on the system. There were however rare cases where attacks had the potential 

to cause damage to information such as the Friday 13th virus, where the goal was to wipe the 

information of disk drives in late 1980s. As time changed the attacks’ with capability to cause 

problems increased. Security breaches obtained an extraordinary ability to negatively impact 

businesses reputation, profitability and economic growth (Dlamini, Eloff. J, & Eloff. M, 2009). 

Because of the interconnected nature of computer systems, the impact of security breaches leads 

to larger consequences. To an individual, a security breach might result in loss or destruction 

of information (Kumar, Mohan, & Holowczak, 2008). 

 

Furnell (2005) suggests that it is important to highlight the risks that the home users might 

encounter and cause. Thoughtless behaviour from each individual can result in threats to other 

users. The author argues that a user that has an infected computer has the possibility to spread 

it through the Internet to other users or even harm organizations by having its computer 

compromised. Thus, lacking the knowledge and awareness on an individual level might pose 

danger to others.  

 

Previous research has been conducted on the subject of information security awareness and how 

we should act to enhance awareness of end users. However, a major part of those studies have 

primarily had focus on organization’s information security awareness and how they work to 

make their employees aware of the significance of this subject. Information security awareness 

is specified as one of the greatest focuses a company have regarding information security, and 

to train and educate the employees is seen as a mandatory part of the organization's information 

security policies. These studies also argue, that education is an important part to enhance the 
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home users’ awareness and understanding on the subject and how they should improve the 

security in their home environment (Kritzinger & Solms, 2010; Talib, Clarke, & Furnell, 2010). 

A limited part of studies has been conducted with focus on how aware home users are of 

information security risks in their home environment (Furnell, Bryant, & Phippen, 2007; 

Kumar, Mohan, & Holowczak, 2008). The home user is someone who for example access the 

Internet from their computer in their own home, the term is further explained in section 1.6. 

 

Furthermore, until recently the majority of the studies has solely mentioned the significance of 

raising information security awareness as the countermeasure against the existing cyber threats. 

However, there is a trend that instead of solely studying the awareness of the user, researchers 

also put emphasis on examining the behaviour of the user. There are several different existing 

theories, but the protection motivation theory (PMT) is the one that is particular highlighted in 

this study. According to Liang and Xue (2009), the PMT argues that people disregard things 

that are in general seen as a risk or something that may cause inconvenience, unless they 

perceive it as a real threat. In addition, their study further explains that in order for someone to 

realise that there is an existing threat, there are two requirements that has to be fulfilled. Firstly, 

a person need to understand the probability of “something” negative happening to them, and 

secondly they need to understand to what degree that specific “something” will affect them, in 

a negative way. 

 

The theories conducted from the behavioural approach as well as the awareness approach, were 

both of interest for this study, and it sought to examine if one or both of them are applicable to 

increase the security level in the home environment. That is the reason as to why this study 

needed to put emphasis on differences between the trained and untrained home users. A trained 

home user is referred to a home user, which have an ongoing or finished education within the 

field of information security, informatics, or IT. An untrained home user is referred to a home 

user, which haven’t participated in such an education or training (the term is explained in 

section 1.6.3 further down).  

 

 Problem discussion 

 

To inspire a change in information security behaviour, various theories solely suggests the 

enhancement of security awareness, which will lead to a change from the current risky security 

behaviour towards one that is more secure. Prior studies put emphasis on organizations’ and 

employees’ security awareness and behaviour, and the lack of research of information security 

with focus on the home user, may have led to less applied security measures and a lower rate 

of security awareness in that environment. The studies that have been conducted with focus on 

the home users have only investigated to what degree of knowledge they do possess regarding 

information security, and suggested awareness raising methods in hope to change or affect the 

problem. Furthermore, studies (Kritzinger & Solms, 2010; Talib, Clarke & Furnell, 2010) 

propose education and training as an awareness raising method in order to erase the commonly 

used statement that the end user is the weakest link in the information security chain.  According 

to Furnell and Moore (2014) there has been little success in applying these methods in practice, 

due to that research continuously shows how poorly home users utilize security measures at 

home. Such as bad password practices and risky security behaviour is still being a common 

problem for many individuals. Therefore, there is a problem in that the general home user, are 

provided awareness raising initiatives, that increases their awareness, but their behaviour is 

indifferent. More research is therefore needed in understanding this problem.      
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Additionally, a previous study conducted by Lytvynenko (2012) examined the general security 

awareness in the home environment. It was solely targeted at users without training in the area 

of information technology. In the section of future works the researcher mentioned a study on 

trained users could be of interest in order to investigate if there are any differences. Thus, this 

thesis is an attempt to extend Lytvynenko (2012)’s research and search for other relationships 

and findings, by examining the security awareness and behaviour of both trained and untrained 

home users and compare the two groups with each other. This thesis also seeks to explore if the 

trained home users have recognized changes in their behaviour after their awareness have been 

raised through education and training. This research has its focus on the home users in Sweden.  

 

 Research question 

 

Drawn from the problem discussion this thesis has an interest to examine and explore the trained 

and untrained home users’ awareness and behaviour, regarding information security in their 

home environment. This study seeks to investigate this through the following research question: 

 

What are the differences in information security awareness and behaviour between 

untrained and trained home users? 

 

This study also seeks to explore if the trained home users have recognized changes in their 

behaviour after their awareness have been raised through education and training, thereby a sub 

question have been added to this research. This study seeks to explore this relationship through 

the following sub question:  

 

How does awareness raising methods affect the security behaviour of trained home 

users? 

 

 Research Objectives 

 

This study aims to distinguish the security awareness and behaviour between trained and 

untrained home users. Additionally, the impact that education within information security, 

informatics or IT has on the behaviour is also of interest. The findings of this study might be 

able to provide the field of information security a new direction in which other researchers can 

focus on. That is, to put more emphasis on the actual security behaviour of users. By providing 

more insights of the differences between these two groups of home users, the field of 

information security could gain actual results if some of the implemented awareness raising 

initiatives has generated the results they ought to. A different perspective that compares the two 

groups of home users may provide beneficial findings as these two groups’ relations, have had 

minimal focus in previous research. Since previous researchers mainly focus on studying the 

end users in organizations, and to some extent the home users, this research in which different 

home users’ awareness and behaviour are examined and analysed, could provide new 

information and knowledge to the information security field, which is a relatively well-

researched area, by highlighting other perspectives in the field.   

 



 

[4] 

 Target group 

 

The end result of this study is aimed towards and believed to be of use for the home users, 

practitioners and academics in the field of IT security. It can possibly make the home users 

consider their responsibility of protecting their information security in the home environment 

for the reason of not causing trouble to others. The study might also be of significance for the 

researchers working in this field because of the comparison between trained and untrained home 

users’ awareness and behaviour. 

 

 Definitions of terms 

 

In this section specific terms are explained and elaborated to give an understanding of different 

topics and terms that are used in this thesis.   

 

 Home user 

 

The home user is a widely used term throughout this research. By definition, a home user is a 

citizen which can have varying age, gender, social status, culture, and technical knowledge, the 

only thing they have in common is the fact that they use Information Communication 

Technologies (ICTs) for their personal use anywhere that does not belong to their work 

environment. The home user is for example someone who access the Internet from their 

personal computer at home, and therefore have the entire responsibility of their own usage of 

their computers, mobile devices, networks, and the Internet. This means that they themselves 

have to take action in protecting these applications and technologies, including protection 

against malware, patches, updates etc., and thereby have to be aware and knowledgeable about 

which kind of security measures and practices that needs to be taken in their home environment. 

The home users are also not forced to take these kinds of security measures, and unlike the end 

user at an organization, which have standards, policies and often IT departments to rely on in 

these matters. A home user is solely responsible for all traffic, information, software, and 

hardware that exist in their home environment, and is therefore easier to take advantage of for 

hackers and other criminal offenders, existing on the Internet (Kritzinger & Solms, 2010).  

 

 Trained and Untrained home user 

 

Other widely used terms in this thesis are trained and untrained home users. In this research the 

distinction between these two groups is that this study views an untrained home user as someone 

who does not have any ongoing or finished education or training within the fields of information 

security, informatics or IT. An untrained home user can be a variety of ages, genders, social 

statuses and cultures. A trained home user is someone who has an ongoing or finished education 

or training within the fields of information security, informatics or IT, and also here the trained 

home user could be a variety of ages, genders, social statuses and cultures.  
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 IT security 

 

Information security consists of three pillars that need to be highlighted. The three pillars are: 

confidentiality, integrity and availability of data, also known as the CIA triangle, and they need 

to be protected from accidental or intentional misuse. The three security aims are to protect the 

confidentiality of the data, preserving the integrity of data and lastly ensuring the availability 

of the data for authorized use. CIA is formed by these three pillars and is the foundation of all 

security programs (Merkow & Breithaupt, 2014). 

 

 Delimitations 

 

This research generally delimits the discussion of this study to only regard aspects considered 

for the home user, and will therefore not consider the end user at organizations in any other 

sections than the theoretical framework section of the paper, and there only used to compare 

situations between the end users at organizations and the home user. This is a delimitation due 

to that end users in organizations often have access to personnel and professionals, and are 

therefore required to follow the organizations policies and standards and will therefore not 

apply to the area of which this research is focused. 

 

The home users that have an ongoing or finished education within informatics are deduced from 

the other home users, in order for this study to fulfil its aim. In this study, the theories that 

argues for that awareness raising methods increases awareness and changes or affects 

behaviour, are tested and further elaborated. In order for these theories to be tested and 

elaborated, trained home users need to be derived from the other home users to be able to 

discover differences or relations between these two groups and existing theories. Home users 

that have knowledge within the field and don’t possess an education within this field are not 

considered to be part of the trained home user group, as this will prevent the study to answer its 

research question and fulfil its aim. Additionally, another delimitation of this research is that it 

was conducted in a quantitative approach and the data collection method that was used, was 

only the use of survey´s in the form of self-completion questionnaires. As a quantitative 

research strategy was chosen, the methodologies of a qualitative research strategy will not be 

included in this thesis.    

 

 Research outline 

 

In figure 1, the structure of the thesis is presented. The figure aims to clarify and display how 

the overall structure of the thesis is presented and connected, to give the reader an understanding 

of what comes next. The thesis is first structured with an introduction part where the problem, 

research question, aims and delimitations are discussed and presented. In chapter 2, the research 

methods in which this thesis has been carried out with are presented and argued for, as well as 

techniques of how the empirical data have been collected and analysed. In chapter 3, the 

theoretical framework will be described, which provides a background as well as a structure to 

the information security domain, and illustrates other segments of the chosen topics, which are 

important to highlight. Then the study presents its results, findings and analysis, which are 

further extended into the discussion chapter. Furthermore, a discussion of the implications and 

limitations of the study are outlined. Lastly, a conclusion is presented, which summarize the 

research and its findings. 
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Figure 1 - Structure of thesis 
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 Research method 
 

In this chapter, the methods that the research has been carried out with are presented along with 

specific techniques. This study holds an approach of deductive theory which is implemented 

with a quantitative research strategy a long with a survey research. These are all elements that 

are presented in this chapter. The framework of the study will be clarified in different steps to 

provide a clear vision of how this thesis has been conducted from prior to data collection all the 

way through the analytical phase. 

 

This research is an attempt to further the previously conducted research by Lytvynenko (2012), 

where the aim was to examine the untrained end user’s security awareness. This study measured 

both trained and untrained end users in order to investigate in the differences between the two 

groups. The research was executed, using a quantitative method to collect, analyse and code the 

data, where the mission was to test the theories constructed by previous researchers in the field, 

and to determine whether their theories are applicable in the modern era. Furthermore, using a 

deductive theory accommodates what the research is trying to achieve, comparing the trained 

with the untrained end users’ security approach in the home environment. In addition, this 

research was conducted in a positivistic approach to answer the research question, through our 

data collection, which can be further extended by the intent of trying to find empirical 

regularities (Oates, 2006). According to Bryman and Bell (2015) the meaning of the 

quantitative method is to be able to quantify data and they refer to the processing of data into 

numbers that generates the results. Furthermore, by working with numbers to identify patterns 

and draw conclusions, it is possible through, statistical techniques, to determine whether the 

relations that are found, were by chance or actual reality (Oates, 2006). 

 

The reason for selecting a quantitative approach as opposed to a qualitative one is because the 

former alternative, is a more optimal approach in order to answer the research question. A 

quantitative strategy was chosen as the research follows the deductive approach in testing 

theories. Additionally, due to that this study is a comparative study that investigates the 

differences in information security awareness and behaviour between untrained and trained 

home users, a larger sample was needed to be able to find differences, patterns and relationships, 

hence a quantitative research strategy was chosen before a qualitative one. Quantitative 

research, surveys in particular, accommodates the capability of collecting great amounts of data 

to be analysed. Additionally, since a quantitative approach and a survey method goes hand in 

hand and with the study’s research question: “What is the differences in information security 

awareness and behaviour between untrained and trained home users?” it is the preferable choice 

over qualitative method (Recker, 2013). The ultimate reason for applying a quantitative strategy 

is because of the ability of measurement. Although, it is possible to differentiate between people 

in extreme categories using qualitative strategies, finer distinctions are much more complicated, 

hence a quantitative strategy was more suitable. Measurement provides a consistent basis for 

making these distinctions and relates to our ability to remain consistent over time and with other 

researchers. It gives a foundation for more accurate estimations of relationships between 

concepts, through statistical analysis (Bryman and Bell, 2015). 
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 Research strategy 

 

The research design which was applied in this research was a non-experimental design and it 

differs from that of an experimental one because of the researcher’s inability to deliberately 

manipulate or change the studied phenomena. Thus, it is appropriate in situations where there 

is no interest in these changes. The design is generally used with the intent of explaining or 

understanding a phenomenon. Furthermore, it is frequently used to evaluate the pattern between 

two or more variables, often referred as a correlation study. The classic procedure is to start off 

by having either a conceptual framework or theory which basically gives indication of having 

an idea of possible contexts or variables, which generally occurs from prior studies (Robson, 

2011). Subsequently, this research is based on and have originated from an iterative process of 

literature reviews and examination of prior studies, Lytvynenko (2012) has served as a 

foundation for the main idea of the research. This is in accordance with what Robson (2011) 

states, that there exists contexts and variables that this research if not entirely taken, has at the 

very least received inspiration from. This particular section is a good example of where this 

study has obtained its shape from prior studies, especially on which approach it wanted to utilize 

in the form of survey method but also self-completion questionnaires and the content within. 

 

When applying a non-experimental design, accumulating data, and measuring it over a short 

period of time, it often refers to a cross-sectional design. The design is frequently used in 

combination with the survey method where the idea is to identify patterns or causal 

relationships. Thus, there is a need to predetermine the variables that might be of interest which 

in turn, are the ones that are pivotal in order to answer the research question (Robson, 2011). 

Furthermore, cross-sectional design is often referred as a design to gather a body of quantitative 

or quantifiable data and it is considerable advantage that it allows the researcher assemble data 

that contains a consistent benchmark (Bryman & Bell, 2015). Because of the harmony between 

cross-sectional design and survey research, considering that the objective is more or less to 

evaluate the pattern between two or more variables, cross-sectional design is a good 

complement in this thesis, for answering the research question. 

 

This study strived to find empirical regularities through the use of surveys which were 

distributed to both trained and untrained end users. A survey can be explained as when 

information is gathered about different aspects, such as characteristics, perceptions, actions, 

attitudes, or opinions of a large group of people (Recker, 2013), through systematic and 

standardized operations (Oates, 2006). A survey research can be used for three different 

purposes, for exploration, description or explanation research. When an explanatory survey has 

been chosen for the study, the researchers asks about the relations between variables which is 

typically based on theoretical expectations about why and how variables are related. This survey 

method typically includes theory factors of cause and effect, not only on assumptions made 

about the relationship between the variables but also in which direction those relationships are 

(Recker, 2013). According to the description above an explanatory survey research was 

considered suitable for this study. 

 

The common way of conducting a quantitative research is through the deduction of hypotheses 

from theory which are tested, typically through experiments. The testing of hypothesis is 

typically connected with experimental research designs. However, there is a great amount of 

quantitative research that do not contain a hypothesis. In these cases, theory act more as sets of 

concerns in which the research is related to, and relates to the way the researchers collect data 

(Bryman & Bell, 2015). This thesis has chosen to create and deduce two different hypotheses, 

which is further explained and argued for in section 2.5. 
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 Literature review 

 

In order to create a well-rounded survey research and improve the overall quality of the data 

collection of this study, a thorough literature review was conducted (see section 3 theoretical 

framework). Additionally, the theoretical foundation was essential for finding a collection of 

relevant theories for generating the hypotheses that would thereafter be deducted with the help 

of the analysing process and discussion. Pursuing a literature review is important, due to that 

this process establish the design of the research project as well as the research question itself 

(Robson, 2011). Through this literature review a solid conceptual framework was created, 

which resulted in improvement of quality in the continued research. The literature helped to 

establish and ensure the themes and concept which the survey later was based upon, and 

provided theoretical ground and framework for the chosen research topic. The literature areas 

that has been studied are information security, information security awareness, baseline security 

practices, such as; malware, authentication, backups, mobile devices, privacy data and leakage, 

safe internet access and web browsing, secure networking, software updates, and information 

security behaviour. University of Borås’ database of scientific research, called Summon, and 

the search engine Google Scholar was used to identify legitimate information sources. The 

study’s theoretical framework is based on scientific articles, books, scientific conference 

articles, and popular science articles.  

 

 Sampling method 

 

Sampling is an important step in the research process where one has to carefully consider the 

time and resources one has at their disposal. In addition, the need of selecting a sample that is 

representative, in other words more or less generalizable, can be rather difficult. This factor 

often depends on what method the researcher use whether it is probability or non-probability 

sampling. Probability sampling is essentially a collection of methods that reduces the 

researcher's bias and are therefore more generalizable. Meanwhile non-probability is every 

other method that does not follow the guidelines that probability samples provides (Bryman & 

Bell, 2015). 

 

The sampling method that has been chosen for this study is non-probability sampling method. 

This method is often used when the researchers do not know the sampling frame, such as who 

or how many, or when time and costs are limited (Oates, 2006; Robson, 2011). The time and 

money the study had to its disposal was limited and the decision of creating a survey resulted 

in time consuming activities and required a lot of hard work. Due to these aspects a non-

probability sampling method was chosen.      

 

The non-probability sampling methods that were carried out was a combination of convenience 

sampling and quota sampling. Convenience sampling means that the researchers chose the 

nearest and most convenient respondents to answer the survey, and the process of collecting 

data is proceeding until a determined sample size is reached (Robson, 2011). In this research, 

convenience sampling was used to collect respondents from both trained and untrained home 

users. Quota sampling means that the researchers chose respondents deliberately, in order to 

meet the purpose of the study and be able to answer the research question. This type of sampling 

is also used for sample proportions of respondents with desired characteristics for the research, 

such as specific gender, ethnicity, socio-economic groups, and many more (Bryman and Bell, 
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2015). In this research, quota sampling was used to fulfil the quota of trained home users, and 

thereby have the characteristics of a finished or ongoing education within the areas of 

information security, informatics or IT. The quota sampling was also used to ensure that the 

group of trained home users was large enough, as the convenience sampling method was 

believed to not be sufficient in collecting these types of respondents.   

 

Problems with convenience samplings is that you cannot state that the findings are 

representative of a population, and it is also likely that biases and influences can affect the 

respondent (Robson, 2011). Other problems that are related to convenience sample is that it is 

often hard to generalize the findings, due to unawareness of which kind of population the 

sample would be representative of (Bryman & Bell, 2015). In this research, the factors that have 

had a major focus, is the differences in security approaches taken by the trained or untrained 

home user in their home environment. It is not believed that these security approaches will shift 

from many different kinds of universities and may therefore to some extent be generalizable. 

The convenience sample allows the research to focus more on the analysis of the results. 

However, it is not the ideal sample because of demographical and cultural factors might affect 

an individual's security approach, but due to limited time and resources it would be very difficult 

to find people whom are educated with other demographical and cultural aspects. These 

problems result in that the research may not be able to draw generalizations from the findings, 

but could provide a spring-board for future research to ensure or explore the findings to a more 

generalizable population and sample.        

 

Criticism that have been directed against quota sampling is that because the researcher chose 

the respondents, the sample cannot be representative (Bryman & Bell, 2015). An attempt has 

been made to avoid this in this study as the researchers do not choose the specific respondents 

themselves. Only the characteristics of the quota was stated, and thereafter all students with 

these specific characteristics were approached through University of Borås educational 

platform pingpong.hb.se where the respondents decided for themselves if they wanted to 

participate in the survey or not. However, benefits that can be drawn from quota sampling is 

that it is a quick and inexpensive way in approaching respondents and easier to manage (Bryman 

& Bell, 2015). Further, drawn from these aspects are the reasons of conducting a quota sampling 

method.                

 

The survey was distributed through the Internet to be able to reach as many respondents as 

possible. It was published through both researchers’ Facebook accounts and it was also 

distributed through the University of Borås educational platform; pingpong.hb.se. There, the 

questionnaire was distributed to preselected students, which are conducting an education within 

information security, informatics, or IT. By distributing the survey over the Internet the 

possibilities of reaching a large number of respondents in an inexpensive and quick way is 

increasing (Oates, 2006). In this study the respondents were asked to visit a specific link to a 

website, there the survey was presented as a web form where they participated and answered 

the survey. Limitations to using an online based survey is that the respondents may view it as 

spam and thereby choose not to participate. Another limitation is that some people do not have 

access to the Internet, and therefore this will restrain the findings from representing the 

population (Oates, 2006). However, in Sweden as many as 93 % of the entire population have 

Internet access (Findahl & Davidsson, 2015), therefore this study considers the possibility, of 

that the findings will not represent the population, to be minimal. Another limitation to this 

research is that due to that the research seeks to represent the home users, a fairly high rate of 

variety of the responses need to be collected in order for the sample to avoid homogeneity. Due 

to the choices of sampling methods in this study it is impossible to guarantee a heterogeneous 
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sample because of the lack of a sampling frame. A response rate is the percentage of the sample 

frame that actually ends up participating in the data collection. Due to the lack of a sampling 

frame, this research will have no possibility on reporting the response rate, and will therefor 

only report the total number of respondents that have participated.                 

 

The students that were preselected by the researchers were conducting their second, third or 

fourth year of studies and studied majors in Business Informatics with specialisation in 

international marketing and IT, Computer and Systems science, IT Technician, System science, 

and Business informatics, which is a total of five different degree programs at the University of 

Borås. These students were selected for the study for the reason of catching respondents, which 

could represent the trained home user in the survey. All these educational programs have 

relation to information security to some extent. A limitation with the selection of these specific 

educational programs is that the education of information security they have been provided in 

courses have a major focus on security aspects regarding organizations and not specific 

information and focus on the home environment and the home user. However, even courses 

with focus on organizational aspects of security, to some extent provides information about 

security risks and threats, security measures an end user and an organization need to take, and 

also information about awareness and behaviour regarding information security. Furnell and 

Moore (2014) also states that many of the security practices that organisations apply is just as 

relevant for the home users. Therefore, this study considers that the related courses within 

information security, informatics, and IT, covers topics that should lead to increased awareness 

of how the end users could protect themselves in the home environment even if the main focus 

of the courses are directed at organizations.   

   

 Sample size 

 

According to Bryman and Bell (2015) the decision of how big or how small the research sample 

size should be, is not straightforward. This is an aspect that depends on numerous considerations 

and have no definite answer. Two factors that are the most prominent ones in affecting the 

decision of the sample size is time and money. Therefore, sample sizes of studies are a 

compromise between those two factors. Additionally, this study’s sample size was also a 

compromise of time and money, and it was also affected by the constraint that this study does 

not address any sample frame. The target sample size that was set by the research with the time 

and money constraints in mind were therefore set to 150 respondents, which seemed as an 

appropriate target to reach in the number of weeks this research had at its disposal. The survey 

managed to generate 162 responses and therefore the target sample size was reached with a 

small margin. This enabled the researchers to generate grounded relationships and findings.   

 

 Sample characteristics 

 

Figure 2 shown below, illustrates the distribution of the respondents age and gender. The data 

collection have been conducted in Sweden and with swedish respondents. The distribution of 

women and men who have answered the self-completion questionnaire is 78 (48,1%) women, 

and 84 (51,9%) men. The distribution of the respondents age shows that 134 (83%) out of 162 

respondents are in the ages between 18-34 years old.   
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Figure 2 - Age and Gender characteristics of the respondents. 

 

The pie chart shown in figure 3 below, illustrates the distribution of trained and untrained 

respondents. With respondents who have answerd “Yes” to this question are viewed as trained 

home users, and those who have answerd “No” are viewed as untrained home users. The 

distribution of trained and untrained home users who have responded to the self-completion 

questionnaire is 75 (46,3%) untrained home users, and 87 (53,7%) trained home users.  

 

 
Figure 3 - Distribution of trained and untrained respondents 
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 Self-completion questionnaires 

 

Because of the limitation in resources, mostly time and money of this research there was a 

requirement of a method that could assemble data and ultimately code it in a rapid manner. 

Seeing that previous researchers has frequently utilized self-completion questionnaires and 

after reflecting over the advantages and disadvantages, the decision to utilize a self-completion 

questionnaire seemed natural for achieving the purpose and answering the research question of 

this research. In this study a self-completion questionnaire was distributed through the Internet 

to be able to investigate the differences in information security awareness and behaviour 

between trained and untrained home users. This data collection method was chosen, in order to 

determine the values and relations between constructs and variables (Recker, 2013).  

 

The self-completion questionnaire is frequently mentioned in conjunction with the survey 

strategy. It is assembled by using pre-defined set of questions put in a predetermined order.  

The purpose of this method is to allow the respondents to answer the questionnaire themselves 

without letting them be affected by the presence of the researchers, thus saving time and 

moreover not allowing any bias from the researchers, that would affect the results. The 

responses are later analysed and the researcher searches for empirical regularities and tries to 

generalize the results beyond the sample (Oates, 2006; Bryman & Bell, 2015). 

 

For this specific research the self-completion questionnaire was the ideal tool for practice 

because of the ability it grants, to reach a broader audience in an efficient way. Furthermore, 

the questionnaire was created, dispatched and returned through the Internet which was an 

advantage because of the data remaining in electronic form throughout the research, thus 

removing the possibility of errors of inserting the data manually into the analytic software 

program (Oates, 2006). Although, there are other existing techniques that are frequently used 

in the quantitative approach, such as structured interview, it was a bad fit for this particular 

study because of the aim to compare untrained and trained users. Using interviews would allow 

for deeper understanding of the users but would at the same time prevent this study from 

comparing the two cases because of not having a large enough sample size, to provide the 

necessary data to generate findings and draw conclusions. 

 

The questionnaire from this research was created using an online software tool offered by the 

University of Borås, called SUNET Survey & Report. There was not any special evaluation 

behind this choice other than that the software tool was offered by the university, offering 

unlimited responses in comparison to other free software programmes offers online like Survey 

Monkey and lastly because it provides a step-by-step manual which simplified the overall 

learning process of effectively utilizing this programme.  

 

The questionnaire was created with the idea of measuring the three parts that the theoretical 

framework consists of, information security awareness, baseline security practices and 

information security behaviour. The reason behind this was to make sure that the questionnaire 

is based on theory and that every part and question serves the purpose of either testing prior 

researchers’ theory, deduce hypotheses, or to contribute in answering the study’s research 

question. The first part, information security awareness, seek to measure each respondent’s 

information security awareness by asking them to rate themselves of their knowledge about 

general information security related terms involving threats and solutions. The second part is 

baseline security practices which is meant to identify how the end users protect themselves in 

the home environment. Lastly, the third part is information security behaviour which connects 

both information security awareness and baseline security practices, and the goal is to 
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distinguish how the end users behave, meaning to what degree they protect themselves in the 

home environment, and to what degree awareness affect the degree they protect themselves.  

 

The first and second parts, information security awareness and baseline security practices, 

received its influence by research done by Lytvynenko (2012) and Furnell and Moore (2014) 

where their surveys were analysed and this questionnaire extracted some of the questions from 

these researches that appeared to be appropriate to include in the survey. The last part, 

information security behaviour, was mostly derived from a previous study made by Liang and 

Xue (2009) and was the main influence to the questions that appear in the questionnaire. In 

short, the questions were designed to ultimately answer the research question with prior theories 

in the field of information security, as a foundation. 

 

All the questions in the questionnaire were closed questions and the reason is because they 

provide pre-defined answers which the respondents are forced to choose from. The questions 

are in general more time consuming to design because of the need of formulating an 

understandable question but also creating response alternatives that cover the wide range of 

possible answers. Although, the phase of constructing the questionnaire can be a worry at first, 

it usually pays off in the analytical phase where the pre-coded questions are much quicker to 

analyse because of the possibility of assigning the questions and answers with a numeric value 

which allows for a fast statistical analysis. However, they are sometimes criticised for not 

having the appropriate answer which the respondent is looking for, or the other way around, 

having responses that was not initially thought of by the respondent. Another negative factor, 

which closed questions might cause, is the allowing of respondent to answer in a fast pace which 

might end up in responses which are given without thorough reasoning behind them (Oates, 

2006).  

 

Some questions in the survey was designed, using the Likert scale and in this study both four 

and five-scales were used. The difference between the two, is that, odd scales offer some kind 

of middle ground where the user does not have to choose between standpoints, while even scales 

does the opposite. The former was used for the questions which measured the general 

information security awareness of the users and the latter was used for examining the behaviour 

which, for this study was believed to be a requirement, in order to generate sufficient empirical 

data in that particular area. According to Busch (1993) an odd number of categories is not 

preferable because neutrality can lead to indecisive data. Thus, the respondents had to take 

stance and were forced to choose between sides at the end of the survey. 

 

Something that is worth mentioning is that the questionnaire has a few more questions at the 

end, for the trained users. The purpose of these were to find out about the trained users’ actual 

behaviour, which is to answer the sub-research question. Additionally, the last questions 

distinguish and measures the difference in behaviour prior to, and after the users’ started or 

finished their education and training. The questionnaire was coded to reveal specific questions 

to the users that answered “Yes” on the question: Q4: “Do you have any ongoing or completed 

education after high school that is in the area of information security, informatics or IT?”. 
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 Pre-test of self-completion questionnaire 

 

According to Oates (2006), a questionnaire´s content can be shown to people whose expertise 

is either in the field connected to the research or in questionnaire design in general before a pre-

test for evaluation. The author also states that it might be wise to pilot the questionnaire before 

the actual launch where a selected group of people answers the questionnaire.  

 

This questionnaire went through two test phases in order to gather intel and feedback of the 

questionnaire to ensure that the real launch would end up successful. The first test phase was 

made by sending the questionnaire to an expert within the field of information security. The 

expert that was selected was the supervisor of this thesis who has many years of experience in 

the field. The expert helped to improve and ensure the questionnaire’s themes and subjects in 

order for the questionnaire to correspond to the study’s theory and research question. The 

second test phase was made by distributing the questionnaire to respondents which matched the 

characteristics of the respondents that the questionnaire would be sent to later on. Furthermore, 

the respondents who were used for the piloting contained both trained as well as untrained users 

to receive a full view of the pros and cons in the questionnaire. After the respondent conducted 

the pre-test the researchers interviewed them and let them evaluate the questionnaire as well as 

suggest modifications. The second test phase helped to improve and ensure the questionnaire’s 

language, questions, and understanding, and also to get input on general thoughts on the 

questionnaire from the respondents. Additionally, the researchers themselves also pre-tested the 

questionnaire in order to detect errors and correct mistakes. 

 

 Hypothesis development 

 

For this research two hypotheses were created, in order to generate deeper and more powerful 

statistical analysis of the collected data, and to provide a stronger statistical foundation for the 

findings. The hypotheses that were created were based on existing theories, which this study’s 

empirical data would test. Additionally, hypotheses were created to elongate the investigation 

of the study’s research questions, as an attempt to generate results, analysis, and answers to the 

research questions.  

 

As the main research question of this study, is to examine and investigate into what the 

differences are in information security awareness and behaviour between trained and untrained 

home users, further investigation was made to analyse if trained home users have a higher level 

of awareness than the group of untrained home users. Kritzinger and Solms (2010) argues, for 

that education and training within information security awareness is one of the most important 

factors to be able to improve information security. Additionally, Talib, Clarke and Furnell 

(2010) argues that in order to counteract the increasing risks and threats end users are exposed 

to, education and training are needed for the enhancement of the security awareness. From these 

theories this study draws a hypothesis that tests if IT-education affects security awareness. 

Thereby, the hypothesis created was: 

 

H1: IT-education has an impact on information security awareness.   

 

As the sub-question of our research focus on investigating how awareness raising methods 

affect the security behaviour of trained home users, further examination was devoted to analyse 

if there was a relationship between security awareness and security behaviour. Prior studies 

argue for that awareness raising methods, will affect end users’ risky security behaviour, and 
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improve information security within in the specified context (Kritzinger & Solms, 2010; 

Shepherd, Archibald & Ferguson, 2014). Additionally, other studies argue for that, the best way 

to work with people when attempting to alter their beliefs, attitudes and behaviours for the cause 

of enhancing the security through social psychology, is to highlight the significance of 

understanding (Hazari, Hargrave, & Clenny, 2008). In other words, these studies argue for that, 

an increased level of security awareness will have an impact on security behaviour. From these 

theories this research draws a hypothesis that test if security awareness affect security 

behaviour. Hence, the hypothesis created was:  

 

H2: Security awareness has an impact on security behaviour. 

 

The theories that the hypotheses are drawn from are further elaborated and discussed in the 

theoretical framework chapter of this thesis.  

 

 Data Analysis 

 

At some point in time the data that have been collected in the research project needs to be 

interpreted and analysed. To analyse after all the data have been collected, is the typical way of 

conducting an analysis when you are pursuing quantitative research. In order to generate 

findings and understandings, data needs to be analysed, and it is this analytical process that 

produce a base for the interpretation (Robson, 2011). 

 

When analysis is conducted the major focus is to look for patterns and relations in the data and 

draw conclusions. A simple analysis is conducted by using easy and clear ways in displaying 

the data and variables. It is often shown through tables, graphs and charts, which enables the 

reader and researcher to actually see patterns (Oates, 2006). According to Robson (2011), 

simple descriptive figures or tables are often all that this kind of analysis actually needs. 

Furthermore, Cohen (1990) states that “less is more” and “simple is better” when it comes to 

statistical analysis of collected data. These factors in accordance with the lacking knowledge of 

statistical analysis of the researchers, have resulted in that a simpler descriptive analysis 

approach have been conducted in this process. Furthermore, the analysis techniques that have 

been chosen for this research are data analysis through creation of statistics, tables and visual 

displays that generate patterns and relationships between different variables. In addition, a few 

more advanced statistical analyses were applied, to some degree reject or accept the hypotheses 

and finally answer the research questions. 

 

The analysation phase of this study have been conducted through the software program SPSS. 

The software program IBM SPSS is one of the most widely used computer software for analysis 

of quantitative data in social science. Version 23 of the software program was used to conduct 

the analysis of this research. 

 

During the analysing process data have been inserted into SPSS from the used survey program, 

SUNET Survey & Report. Thereafter a combination of exploratory and confirmatory analysis 

has been conducted, in order to try to understand what the data indicates and to establish if the 

created research question has been answered, and the hypotheses have been deduced, by the 

empirical data. Exploratory data analysis explores the data and tries to understand it and what 

it addresses. Confirmatory data analysis on the other hand strives to determine whether the data 

that were collected, actually indicates what it was expected to indicate. Confirmatory data 
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analysis has had the major focus of this research, and it is often the case in quantitative studies 

and statistical analysis (Robson, 2011). 

 

Exploration of relationships between untrained and trained home users and their awareness and 

behaviour have been a major factor that has been analysed during this process. The relationship 

between education and training, within the fields of information security, informatics and IT, 

and a home user’s awareness and behaviour have also been explored in this process. 

Furthermore, emphasis was also put on examining if the trained home user’s behaviour has 

changed due to that their training or education have raised their awareness. 

 

When the security awareness of trained and untrained home users was measured, the initial 

measuring scale of the awareness variable were set to five different response alternatives; very 

low, low, average, high, and very high. These alternatives were given to the question Q5: “To 

what degree would you rank your knowledge of the information security related terms down 

below”, and also to the question Q8: “To what degree would you rank your knowledge of how 

to use the information security measures down below” (Both questions are further visualized in 

the attachment in section 9.1 in this thesis). During the analysis of these two questions the 

category, average, was not included. As this research seeks to investigate in the differences 

between the two groups of home users, it was believed that this particular category was of no 

account for the results. The analysis was done in the form of tables, illustrating the frequencies 

of the home users' responses in the questions which sought to examine their awareness. 

 

Before conducting the deeper analysis there were two requirements this study had to fulfil, in 

order identify patterns and correlations between the variables. The first requirement was that 

there was a need to group the questions together by calculating the mean. The inserting of the 

data from SUNET Survey & Report to SPSS divided the Likert scale questions to an individual 

form which prevented the analysis of them grouped together. This study received help from two 

experts in statistical analysis which was much needed. The experts guided us to grouping them 

by computing the variables from the Likert scale to the mean of the variables. Furthermore, for 

the last requirement the study had to ascertain the inter-item consistency which measures the 

reliability between the variables among the scales concerning awareness and behaviour and this 

was done with, Cronbach´s Alpha. This was a requirement in order to do further analysis and 

measure the relationships and identify the patterns between the home users, since reliability of 

a scale shows the possibility of it being free from random error. The Cronbach´s alpha test 

measures how well the items in each scale are related. Otherwise the results that are generated 

would be meaningless because of the items not measuring what they are intended to (Pallant, 

2005).  

 

Additionally, in order to be able to use the variables, there was a requirement of the Cronbach’s 

Alpha being 0.7 or higher (Foster, 2001). The questions that required analysis were, Q5: “To 

what degree would you rank your knowledge of the information security related terms down 

below”, Q8: “To what degree would you rank your knowledge of how to use the IT-security 

measures down below”, and Q9: “Do you use any of the IT-security measures stated down 

below”. The reason for selecting these particular sets of questions was because of them all being 

related to awareness or behaviour, and fulfilled the previously discussed requirements, which 

made the later analysis more convenient to conduct. The study ignored some questions because 

of the difficulties of analysing them together in a group because of the low reliability, which is 

a result of the different response categories. The questions regarding passwords is such an 

example. 
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After ensuring that there was an inter-item consistency, chi-square tests were performed on the 

aforementioned questions to examine if there existed a relationship between them. It is 

according to Foster (2001) used to compare the cases involved and the probability of each case 

to fall in a cell of the table with the expected frequency if there would be no association between 

the used variables. The authors also describe that if three specific conditions are met, the results 

which the chi-square test shows, are valid. The three conditions are, the significance level has 

to be 0.05 or lower, less than 20% of the cells has an expected frequency count which is lower 

than 5 and that the respondents can only be represented once in the table. If these conditions 

are not met, it means that the data which has been collected, is insufficient. If the percentage 

happens to surpass 20% there is a requirement of including the likelihood-ratio and fisher exact 

test. 

 

 Ethical considerations 

 

Ethics exists to shape a foundation that seeks to handle questions about morality where concepts 

such as good, bad, wrong and right, justice, and virtue are included. Ethics defines what is 

considered right or wrong in a community or profession and it may act as a guide for free moral 

agents in how they should behave (Recker, 2013).  

 

This study utilized a self-completion questionnaire where the respondents has total anonymity. 

Bryman and Bell (2015) states that there are methods that require more emphasis on ethical 

considerations than other alternatives, such as different kinds of observations which need higher 

consideration in contrast to questionnaires or overt ethnography which sometimes receives the 

impression of being immune to ethical problems. These impressions are not without basis, 

especially when considering the four main areas: harm to participants, lack of informed consent, 

invasion of privacy and deception. Observation as method allows a higher chance of causing 

these problems because of the researcher’s need to be in the nearby vicinity where in contrast 

self-completion questionnaires does not.  

 

In the case of this study there are some choices that might appear as unethical for example, 

while the questionnaire itself is not mandatory, all the questions in it, is. This might cause a 

reaction because some of the questions are very personal. But this is in a way countered by the 

fact that the questionnaire is anonymous which allows the questions to some extent, be more 

personal. In addition, there was information on the first page of the survey which described 

what the aim with the survey is and also contact information of the researchers in case there 

were any questions regarding the survey. 

 

 Theoretical framework 
 

In order for this thesis to thoroughly examine the stated problem and ensure the quality of the 

research, a solid theoretical framework needed to be created, which the other aspects could be 

based upon. The importance of such a theoretical framework and literature review was 

discussed in the previous chapter. In this chapter, the theories which the study has used as a 

foundation will be presented along with related concepts. The major parts of the theory compose 

of information security awareness, baseline security practices, and information security 

behaviour. These parts construct the base, on which other theories will be presented. The theory 

is further based upon information security awareness related to the end user, and is essentially 
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focused on the end user in its home environment. Several parts of the theory are related to what 

the end users’ needs to be aware of, why the end users’ needs to be aware, and how the end 

users will reach awareness of information security. The theory also presents important aspects 

of the way an end user acts and behave, with special focus on how attitudes and motivation 

changes behaviour. An illustration of how the different parts of theory are connected will be 

presented in figure 4. 

 

 

 
Figure 4 - Theory model 
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 Information security awareness  

 

Hänsch and Benenson (2014) discuss three different meanings of information security 

awareness from how most researchers have viewed it. The researchers have tried to define 

information security awareness as a concept and came to the conclusion of these three meanings 

in which you can have a viewpoint from. The three meanings are: 

 Security awareness as perception 

 Security awareness as protection 

 Security awareness as behaviour 

 

Security awareness as perception contains the views of researchers which concludes that 

information security awareness means that users should know that threats, dangers and risks 

exists (Hänsch & Benenson, 2014). “If an individual perceive the threat, that individual can be 

described as having awareness of a threat.” (Johnston & Warkentin 2010, cited in Hänsch & 

Benenson 2014, p. 326). This statement defines the meaning of security awareness as 

perception. End users responds individually to different security threats and the response is 

decided by which kind of perception the individual have of that specific threat. Security 

awareness as perception also relates to the degree an end user thinks something is secure or not 

(Huang, Rau, & Salvendy, 2010).  

 

Security awareness as protection contains the views of researchers which demands that the 

users should be aware about which threats, dangers, and risks exists, and the users should also 

be aware of which kind of measures they can apply to protect themselves. This meaning of 

security awareness is about users’ attentions on security and how well they recognize IT 

security problems and concerns, and how they should respond (Hänsch & Benenson, 2014).  

 

Security awareness as behaviour contains the views of researchers that concludes that the main 

reasons of information security awareness is to reduce security hazards effectively. This is 

reached when users know which kind of security measures they can use to protect themselves 

and how to deploy and maintain software applications. This meaning of security awareness 

focuses on how users act and think regarding information security, and the degree of which you 

can transfer knowledge of different factors in information security that may influence the way 

a user acts or behave (Hänsch & Benenson, 2014). 

 

 Information security awareness of users 

 

If you look at the characteristics of an end user’s computing habits and skills, they can differ 

immensely between a home user and an end user at an organization. Factors of computer 

security may be heavily monitored and accounted for at an organizational level, and therefore 

protect their end users automatically. A home user is more exposed and vulnerable because they 

lack technical and managerial controls. For this reasons the home user need to gain knowledge 

of these technical and managerial aspects, in order to maintain an effective information security 

environment. In most organizations there is staff and personnel that will maintain the 

information security and have responsibility of the security on several levels. Furthermore, a 

home user is entirely and solely responsible of all the factors in their home environment when 

it comes to information security, and it is this aspect that is the weakness that hackers often take 

advantage of (Hazari, Hargrave and Clenney, 2008).  
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With increasing information security threats for individuals and the society it also becomes an 

increasing concern for security and privacy of information that exists for an individual in its 

home environment (Kumar, Mohan, & Holowczak, 2008; Furnell, 2005; Talib, Clarke & 

Furnell, 2010). Home users as a group segment will increase even more as more people will be 

able to have broadband connection (Furnell, Bryant & Phippen, 2007) and execute more daily 

activities online. Even if users today may recognize some of the security threats in their home 

environment, their actual understanding of what it is, what it can do and how they should protect 

themselves against it, are something that end users need more knowledge and awareness of 

(Furnell & Moore, 2014). Talib, Clarke and Furnell (2010) also argue that an increased focus 

has been given to the need of educating and training end users and their security awareness, to 

be able to counteract the increasing risks and threats for individuals.  

 

The fact that end users need more knowledge and awareness about their security measures at 

home are suggested by Furnell (2005) as he discuss, that end users often use security 

technologies badly. Classic examples of this is the lack of or poorly maintained anti-virus 

protection, and bad practices when it comes to passwords. The researcher also argue that end 

users often think that they understand the meaning of the security measures they use at home, 

but often find them hard to use, and therefore may not be able to protect themselves properly. 

In order for software technologies to work they rely on the end users’ ability and understanding 

in using them (Talib, Clarke & Furnell, 2010). 

 

All of this leads to the enhancement of the security awareness of the end user, and according to 

Kritzinger and Solms (2010), the education and training of information security awareness is 

one of the most important factors to be able to improve information security of end users. When 

it comes to enhancing the information security awareness in the home environment, home users 

have no help to obtain awareness, education or training, and apply these practices, compared to 

end users following policies and restrictions in an organization (Kritzinger & Solms, 2010). In 

the home environment the home users are solely responsible for their own practices and systems 

to be secure, and they may often lack the ability and knowledge to be able to protect themselves 

against security risks and threats (Furnell, Tsaganidi & Phippen, 2008).  

 

End users are the part of the information security chain that are the weakest, and therefore the 

most vulnerable and exposed to security threats (Furnell, 2005; Kritzinger & Solms, 2010; 

Furnell, Tsaganidi & Phippen, 2008; Howe, Ray, Roberts, Urbanska & Byrne, 2012; Talib, 

Clarke & Furnell, 2010). Multiple researchers seem to be sharing the same view of this and 

therefore heightening the general awareness is a crucial factor towards reaching a safer 

environment over the Internet. According to Furnell (2005), it is important to consider the risks 

users might face and pose. Reckless behaviour from each individual can result in damage that 

are caused to many others. He argues that users that are affected by e.g. malware or phishing 

can amplify problems to an incredible amount of people or even organizations through spam or 

taking part in a denial of service attack through a botnet. Thereby, meaning that the lack of 

knowledge and awareness from an individual can potentially harm others unintentionally. 

 

Evidence of users’ recklessness regarding their information can be shown through the 

experiment that organizers of Infosecurity Europe conducted in London’s Waterloo station. 

Infosecurity Europe is Britain’s biggest IT security exhibition, and they conducted an 

experiment where they asked commuters to give away their office computer passwords, in 

exchange for a free pen. As many as three quarters of the participants gave away their passwords 

immediately and an additionally 15 % gave away their passwords after gentle persuasion. 
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Studies like this indicates that humans are the weakest link within information security 

(Merkow & Breithaupt, 2014 pp. 24).    

 

If you search for online resources with information on IT-security, there is an extensive amount 

of material which can provide this kind of knowledge regarding information security in the 

home environment. Websites such as informationssäkerhet.se (SE), dinsäkerhet.se (SE), msb.se 

(SE) and other sources have been available for years. Even if there exist resources where users 

can find the right information, this may not be the source where home users look for it, and as 

Talib, Clark and Furnell (2010) argue that the majority of the learning of information security 

are received from the workplace, and there the users were more willing to adopt awareness 

initiatives regarding information security that were stated by the organization. The researchers 

also argue for that the knowledge and skills end users at an organization were taught, in most 

cases made the end user to bring this new knowledge and skills with them home and apply new 

security practices there. 

 

Information security awareness as a research field has been given increasingly important focus 

over the years, and has become a well-researched area. The focus of researches lies in the view 

of information security awareness of organizations and their end users, and how they should 

promote, protect and work with security awareness (Furnell, Bryant & Phippen, 2007; Arcy, 

Hovav & Galletta, 2009; Kritzinger & Solms, 2010). This has then led to that the academia, 

government and the industry has developed and implemented numerous information security 

awareness programmes (Kritzinger & Solms, 2010). According to Talib, Clarke & Furnell, 

(2010) researches focus has also been on how and what to educate end users in, at organizations. 

Furthermore, in order to ensure that education leads to practice, researchers has identified that 

it is important to measure how effective the organization's security awareness training really is. 

 

Another interesting aspect is that there is also research within the academia that suggest that 

simple awareness initiatives that educate employees about specific security factors through 

traditional means, (e.g. class-room based training, poster/email campaigns and online 

education) are not the best way to maintain security practices long-term. An increasing part of 

research is suggesting that there is a need to develop and uphold a continuous information 

security culture within the organization. This will result in a deeper learning and understanding 

of security practices for the end users, and inspire them to be engaged and proactive about their 

security behaviour (Talib, Clarke & Furnell, 2010).   

  

 Baseline security practices 

 

The 1990’s is classed as the decade when attacks and threats over the Internet went from being 

harmless messages and advertisements that would flash upon the users’ screens, into more 

sophisticated attacks. The primary reason for this was that computers and the Internet was at 

this time also moving into peoples’ homes and weren’t only directed against and used by 

organizations. As the use of the Internet intensified, previously secured networks disappeared 

and security attacks and threats thereby increased. The increased attacks forced 

countermeasures to be made, and that is when the software design and security practices entered 

the picture (Dlamini, Eloff. J, and Eloff. M, 2009). 

 

Nowadays, almost everyone is a potential target because of how accessible people are, and it 

increased with the addition of smartphones that make everybody connected to the Internet 
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almost 24 hours a day compared to computers which occasionally are shut down. Another 

problem however, is that many peoples’ security practices are outdated which renders them less 

useful at this day of age. However, it is still possible to protect the home environment by 

minimizing the holes and barriers, in order to prevent an easy access from the attackers (Maule-

ffinch, 2015). 

 

Today individuals have a clear place on the Internet, many are connected to it at least once a 

day. All ranging from conducting business to have their entire social lives on the internet, and 

this can result in major problems. According to Shepherd, Archibald, and Ferguson (2014), 

there are several security risks and threats, that everybody that are present on the Internet can 

be subjected to. They argue for that there are users that are active on the Internet solely to 

conduct criminal activities and for breaking the law, however normal users are also exposed to 

these activities. Users does easily put their self and their systems at risk when they download 

illegal files, such as software, music and movies, as well as they have a risky security 

behaviour.     

 

Furnell and Moore (2014) discusses the need for a baseline security practice framework that 

home users, organizations and governments can follow to enhance the security of end users, 

especially in the home environment, in order to protect users and societies. They argue that in 

order to equip users with the right security measures in the right way, there is a combination of 

“what users should know about”, and “what users should be able to do”, to be able to protect 

themselves properly. In the researchers’ study they argue for the importance to have some kind 

of “baseline security practices” that will work as a framework with the key aspects of what a 

user should know about and be able to do when it comes to IT security. The framework they 

created includes basic knowledge, topics and skills where security is needed, and therefore 

something that users should know about. The concepts ranging from Malware to Software 

updates are based on this framework 

 

 Malware 

 

Xavier and Patio (2012) describes malware as a malicious software that often is resided within 

free software which threatens a server or a system. According to Jang-Jaccard and Nepal (2014) 

malware is the most common tool to perform malicious intent on the internet, which is 

accomplished by exploitation of existing vulnerabilities or the use of new technologies. 

Malware is a concept including different attacks which infect your software. Typical attacks of 

malware include spyware, Trojan horses, viruses, worms and bot executables. Malware can be 

implemented and infect systems in a numerous way, for example by tricking users to open 

infected files, attracting users to visit infected websites, or generation of infected machines. 

Another risk with malwares is that it may load itself onto a USB-drive which is inserted into a 

device that already is infected with malware, which then will result in the USB-drive infecting 

other devices it will be inserted to. Harshly said, malware can be distributed through all kinds 

of equipment that possesses embedded systems and computer logic. Malware can affect a wide 

variety of victims, all from network devices, end user systems, servers and process control 

systems (Jang-Jaccard & Nepal, 2014).  

 

All of these different sorts of malware are risks that exist over the Internet and encountered by 

people on a daily basis. Therefore, it is of high importance for users to be aware of them and 

understand the impact of these malwares. They need to be able to know how to protect 

themselves through an appropriate anti-virus software, anti-malware software, or a firewall 



 

[24] 

installed within systems that detects and prevents intrusion (Jang-Jaccard & Nepal, 2014; 

Furnell & Moore, 2014: Shepherd, Archibald & Ferguson, 2014). 

 

 Authentication 

 

When it comes to the basic security practices, an end user needs to be aware and knowledgeable 

about authentication. This can refer to many aspects, such as password practices, passwords 

maintenance and what can happen if this is not followed, to just mention a few. In this topic a 

user should be able to understand which kind of role authentication methods have in denying 

unauthorized people or other entities, access to their devices or information. A user should also 

be able to use and choose proper passwords as well as follow good methods when it comes to 

managing them (Furnell & Moore, 2014).  

 

When you look at the Swedish population’s knowledge of choosing good passwords and 

managing them, as many as 59% have never changed their passwords, and 36% uses the same 

passwords across several systems (Myndigheten för samhällsskydd och beredskap (MSB), 

2015). This shows that the overall security practices when it comes to passwords are not upheld 

in Sweden, which makes the people and systems in Sweden an easy target, and thereby leaves 

a door open for unauthorized to take advantage of the situation.  

 

A study made by Furnell and Moore (2014) investigated the differences of password practices 

between young and adults. The study shows that password practices gets better with age as the 

younger respondents of their study stated that they were more inclined to reuse the same 

passwords across different systems and websites, and also more inclined to choose good 

passwords when it comes to length and complexity of characters. Their conclusion was that 

even if password practices improve with age, it is still a worrying factor that the generation that 

have grown up with computers and Internet do not apply secure practices in password creation 

and maintenance. 

 

The statement that people are the weakest link in the society is a theory that is further elaborated 

with the statistics about Swedish people’s passwords practices that are explained above. When 

people are responsible for creating and managing their own passwords, problems will occur. 

When people creates their own passwords they will choose the ones that is easy to remember 

and therefore also easy for others to guess. Examples of common created passwords are pet 

names, names of persons or relatives, hobbies, phone numbers, birthdays, and other related 

subjects. If a person would go to a dictionary for examples of passwords, it would also be an 

unacceptable choice of a password because of its absence of uniqueness, and also due to the 

simple way of cracking them through a dictionary attack. There are several programs available 

for free, that anyone can use in order to crack passwords, for an example through a dictionary 

attack. These programs circle fast through words, phrases and common constellation of them, 

to be able to crack passwords to be used either for themselves or for others such as criminal 

organizations in order for them to use this information in the future (Merkow & Breithaupt, 

2014; Shepherd, Archibald & Ferguson, 2014).  

 

Organizations often have more secure ways of creating and managing passwords than 

individuals. Computer-generated passwords are one way in which organizations lay their effort 

when it comes to improving information security in passwords for their employees. However, 

these computer-generated passwords are often very problematic if not even impossible to 
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remember. The issue of passwords that are hard to remember results into that employees writes 

these passwords down, for an example on a sticky note attached to their keyboard, their mobile 

devices or other places. This behaviour makes the organization’s initiative in computer-

generated passwords worthless, and compromises the security of the entire system. A problem 

with passwords is that compared to a written signature there is no way, in which you actually 

can prove the identity of the one that has used the password. It is impossible to know if a person 

has shared his or her password, or if an unauthorized person has possession of the password 

(Merkow & Breithaupt, 2014; Shepherd, Archibald & Ferguson, 2014). 

 

Good passwords are hard to crack using software tools and are easy to remember. The best way 

to create password is through using two or more small and unrelated words in combination with 

numbers and special characters. In this way the password will be hard to crack and easy to 

remember (Merkow & Breithaupt, 2014 pp. 186-188). 

 

 Backups 

 

We have earlier mentioned some risks that one might encounter in the form of malware and 

using Bot as an example. With these kind of malwares, it has the ability gain full control of a 

device externally (Takemura, Takagi & Komatsu, 2013). The attacker can then possibly wipe 

all the data in the computer resulting in loss of files that are of high importance or meaning to 

the user. It may be a document like this that a user has spent months writing and losing it would 

be rather unfortunate. 

 

However, a solution to prevent this particular case could be the use of backups which can 

maintain the availability of the data. Another significant factor that should not be overlooked is 

the maintaining of the infrastructure or equipment used to reach the data as well, and not only 

the data itself. There are different types of methods of constructing a backup for example by 

replicating data from one device to another through the Internet, copy the data from the device 

to a storage media like a USB, or an external hard drive (Andress, 2014). 

 

Furnell and Moore (2014) stresses the importance of security awareness and believes that the 

user must understand the effect a data loss has and the risks to systems and devices that may 

occur. The authors also mention that users should be able to apply a suitable method when 

performing a backup on the data and devices and save it on a different device or location from 

that of the original copy. 

 

 Mobile devices 

 

The use of mobile devices has skyrocketed in the recent years and are now used on a daily basis 

both in the home and work environment. In 2013 it was predicted that the purchase of mobile 

devices would surpass personal computers as the most general device to access the Internet, 

with a total of 1.2 billion mobile devices (Harris, Furnell & Patten, 2014). 

 

However, with the increased use comes increased threats when attackers try to take advantage 

of this relatively new technology where users are unaware of how to defend themselves against 

the threats. In 2013 the malware targeting shifted from personal computers towards android 

phones in USA considering the fact that all of the top 100 applications for androids had fake 
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applications, whereas IOS apps had 92 out of the top 100 that contains malware (Arxan, 2012 

cited in Harris, Furnell & Patten, 2014). 

 

To reach an acceptable level of security concerning mobile devices it is pivotal for the user to 

realise the threats that may be encountered in both the physical and technical aspect. They need 

to utilize security measures available for them and be cautious of the physical environment 

when moving around. But as it seems of right now the security is often neglected, especially 

from the younger generation for those under 18. Their behaviour differs in a negative way but 

mainly in their uncertainty of anti-virus protection, reusing of passwords and their care for 

software updates. Despite growing up in this digital era only 17-18% of the respondents had 

some kind of authentication on their mobile device employed which shows low sense of security 

literacy. The statistics in their study are in a way artificially lowered because of the fact that 

Apple users have no possibility to use any protection because of the platform the company 

provides. Whereas the Android users have no real excuse for not using software protection on 

their mobile devices because of the availability, but also because of 99% of the malware threats 

are targeting that specific area (Furnell & Moore, 2014). Furthermore, the risks increase when 

a user access an unknown or other home networks (Dodge, Carver & Ferguson, 2007). 

  

There are many things to consider in order to reach a safe behaviour when using a mobile device 

to access the Internet. According to Harris, Furnell, and Patten, (2014) there are things that 

should and should not be done, and shown below is a list taken from their report on different 

ways a user could improve the security on their mobile devices: 

 Install antivirus protection on Android devices. 

 Install firewall protection on Android devices. 

 Do not jailbreak or root the device. 

 Try to avoid unknown wireless networks. 

 When able to configure Wi-Fi access points, use 20+character passphrases with WPA2. 

 Perform timely software updates. 

 Do not install illegal or unauthorized software. 

 Do not install software from untrustworthy markets. 

 Back-up data. 

 Avoid clicking on unknown links. 

 Avoid storing usernames and passwords on the device or in the browser. 

 

 Privacy data and leakage 

 

When it comes to the basic security practices, an end user needs to be aware and knowledgeable 

about the privacy of their data and possible leakage. The users should understand how valuable 

and sensitive their own data is and how it differs between different kinds of data. A user should 

also understand in which ways their data could be misused and how it can be troublesome for 

them if their data get into wrong hands. A user should also be able to configure settings 

regarding privacy matters in situations where the user shares the most data with others (e.g. 

within cloud services, in social networks, or between apps), and therefore also be able to make 

knowledgeable decision of when and where to make restrictions of your data (Furnell & Moore, 

2014).     
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If a user is not aware of attacks that are made solely to rob them on their personal data, they 

will easily become a victim. Attacks through email, chats or by hackers to extract personal data 

and banking information is an easy way in overcoming the security measures a user have 

applied. This can be done by sending spam e-mails and asking for personal information and 

situations where they need your banking username and password and therefore ask for it 

through e-mail. Another common matter of concern when it comes to privacy data is cookies. 

Cookies are a way for websites to save your authentication information so that when you visit 

that website again your authentication information will be added automatically. If an 

unauthorized person or entity get a hold of your computer, they can therefore easily access these 

websites where you have accepted cookies, and at the same time then also be authorized to 

control your data. Cookies are often only used by organizations or developers for legitimate 

reasons, but it may and can also be used by, for an example, hackers (Xavier & Patio, 2012). 

 

Internet is a place where people who want to take advantage of others, eventually will find 

methods to do so, and as security measures evolve the more effective methods they will have 

to access your information and money. Criminals and networks on the Internet can take a great 

advantage by the fact that organizations share their own and their customers’ data with other 

organizations through Internet and systems. Data like credit card numbers, social security 

numbers, PINs, authorization information for accessing online bank accounts, dates of birth, 

mother’s maiden names, full addresses, and much more data that are exchanged between 

organizations and networks are operations that criminals can take advantage of (Merkow and 

Breithaupt, 2014 pp. 282).   

 

 Safe internet access and web browsing 

 

The user is arguably one of the weakest link in the system concerning security because they 

themselves, dictates not only the securing of it in terms of hardware, but the way the user 

behaves has more impact on the safety than that of the hardware, meaning that it does not matter 

what hardware the user have if they do not act secure themselves (Xavier & Patio, 2012). By 

looking at the data of behaviour science from the report of Informationssäkerhet - Trender (SE) 

(MSB, 2015) it showed that humans are eager to share their personal information over the 

Internet, which can result in two different attacks. The report discusses that there are still many 

existing sites where a user can recover their password with the help of personal information. 

Another problem which can occur by this reckless behaviour over the Internet might be an 

increased chance of becoming a target of social engineering. The theory is supported by 

Shepherd, Archibald and Ferguson (2014) and they mention that the sharing of information 

through social networking sites has the possibility to reveal their home or workplaces which 

makes the targeting of them much easier. The authors also argue that users generally are 

unaware of the risks that are the outcome of websites which has coding vulnerabilities. In 

addition, by visiting these websites there is a risk that the user becomes vulnerable to attacks 

that probes them give away personal information such as session hijacking and cross-site 

scripting attacks. 

 

A very common use of social engineering is through Phishing, which basically means that an 

email is sent to someone disguised as someone or something else, for example an organization 

or company. The goal with phishing is to probe the subjects to hand out personal information 

being disguised as someone or something else. According to the report Informationssäkerhet - 

Trender (MSB, 2015), the phishing methods has changed since 2013 in Sweden. Although the 

amount of receivers and e-mails have declined for each attempt, the time spent on every receiver 
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has risen. The research also mentions that people are ignoring the security measures by entering 

sites and handing out personal information even if they know the risks that results from it. The 

extended use of Phishing that are narrowing its target instead of attacking a larger population, 

is called Spear phishing where there is a specific user or users that the attack is meant for. This 

type of attack has risen in a fast pace over the years and has even received the attention of the 

FBI causing them to alert people of this threat (Shepherd, Archibald & Ferguson, 2014). 

 

There are no precise ways to actually counter this problem except learning and gaining 

knowledge since the problem generally lies within the user's behaviour over the Internet. The 

users themselves have to realise that there are existing threats like phishing, malicious sites and 

unsafe downloads. They also have to put emphasis on learning the characteristics of a secure 

and trustworthy website and in contrast be able to detect social engineering and patterns of 

scams (Furnell & Moore, 2014). 

 

 Secure networking 

 

When it comes to the basic security practices an end user needs to be aware and knowledgeable 

about regarding secure networking, a user should understand which risks that exists by using 

unknown or unprotected networks. Users should also be able to assure themselves that their 

own networks actually are protected, and also make knowledgeable decision about how and 

when they can connect to others in a secure way (Furnell & Moore, 2014). 

 

Mobile operators and Internet Service Providers (ISPs) in Sweden encourage their customers 

to conduct secure networking practices and behaviours by following a few basic steps. These 

are: to never share personal information by text message or email, to not answer on suspicious 

emails or text messages, to not click on suspicious Internet links, to use functional anti-virus 

software and activated firewalls, and to update software programs (Telia, 2015; Tre, 2015; 

Bredbandsbolaget, 2011). This shows that organizations also take their responsibility in trying 

to enhance the home users’ awareness.      

 

How well a user can utilize its own home network is a key for adoption of new or other 

applications in their home. When it comes to managing and securing a home network, 

difficulties and problems can arise, especially for a home user who feel insecure or who lacks 

knowledge and awareness in this specific area. Problems that can arise may result in only minor 

frustrations and dissatisfactions of the network for the user, but it can lead to more severe 

results, such as threats to individual privacy and lost opportunities in adopting new or next-

generation applications. In many cases users do not possess technical training or motivation to 

deal with possible problems of the network. Ordinary users are often confounded by how their 

network behaves, and are unable to take adequate actions when problems arise, than just 

rebooting the network. They are also often unaware of the capabilities their network actually 

possesses (Edwards, Grinter, Mahajan & Wetherall, 2011).  

 

A home network today is something very different considered how it was ten years ago. The 

home network is not solely about connecting to the Internet and sharing printer anymore. New 

devices and applications (e.g. smartphones, media streaming, and game consoles) as well as 

new connectivity opportunities (e.g. faster versions of Ethernet and Wi-Fi), are now common 

features that are connected to the home network. The expectation of a home user’s privacy 

requirements is different from an organization’s views of their end users’ privacy requirements. 
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The focus on an end user’s privacy is not a major part in an organization’s network, and 

companies do not often expect that their end users need or want privacy (due to the presence of 

the IT department or policies). However, when it comes to home users, privacy matters are very 

important. In a home network, home users want to restrict certain parts or the whole network 

from other persons or other parts of the network. (Edwards et al., 2011). 

 

If home users were to be allowed to control more settings and interact more with their networks, 

it would put the user in a situation where they may feel uncomfortable, due to lack of technical 

vocabularies and inabilities to actually configure the settings in the way they want to. This can 

result in that the network will be misconfigured by the home user and therefore the network 

may be exposed to potential attacks. The security constraints of the network can also be at risk 

when home users want to configure controls, and result in that the security goals of the network 

will be impossible or difficult to uphold (Edwards et al., 2011).  

 

There are different technologies by which a user could protect their home network. Components 

which they can use includes firewalls, routers, intrusion detection systems (IDSs), and intrusion 

prevention systems (IPSs). A firewall is a protection application and technology that protect the 

home network from other networks by using different controls of request and access restraining 

and permitting. The firewall generally monitors the network to be able to detect threats and 

protect the network. A router is the technology that manage the traffic of the network, and it is 

operating between the subnetworks and helps routing the traffic. The router also enables some 

security features, such as preventing malicious network activities that can harm the users of the 

network. This is done by the router which is for example accepting, rejecting, and logging the 

traffic of the network. The router therefore works as a gatekeeper for the traffic of the network 

and do not allow malicious traffic into or out of the network. An Intrusion Detection System 

(IDS) is a technology which detect if an intrusion has occurred on the network, or if a user is 

misusing the network and system resources. This technology is constantly operating and 

working in the background of the network. If it detects something which it considers illegal or 

suspicious, it will notify you. This system work primarily to catch inside intruders, which may 

be more necessary and common in securing an organizations network. Another technology 

similar to IDS is intrusion prevention systems (IPSs), which goes one step further than IDSs. 

This technology exists to add an additional layer of security which will analyse the traffic of 

the network (Merkow & Breithaupt, 2014 p. 234-248).      

 

When it comes to methods that protects a user’s network, a firewall is one of the most effective 

ways in protecting the network and the computer it is installed on, and it is the most common 

used factor in protecting a network in an organization. However, when it comes to the use of 

firewalls in the home environment it is not frequently used. One of the possible reasons of this 

is that it could create some difficulties for a user who feel insecure or who lack knowledge in 

this topic to perform the maintenance and utilization a firewall actually needs, compared with 

software and antivirus applications. These applications are more complex and more challenging 

to use because of the repeated maintenance they need. In different situations the firewall may 

need additional configuration to be able to satisfy the user’s need, and this may be beyond the 

user’s knowledge. Even if firewall applications and technologies has become more user friendly 

and improved in several ways, users still think that firewall applications are more difficult to 

use than antivirus applications (Kumar, Mohan, & Holowczak, 2008).                 

 

If researchers and computer scientist succeed with enhancing the state and the field of home 

networking, opportunities will arise for new technologies and applications to move from the 

lab and corporate world into every person’s home environment. Technologies and applications 
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within the fields of social media, entertainment, and health and wellness are just a few examples 

of areas that in the future will require a functioning, right configured, manageable, and secure 

home network. If barriers of the home network are removed or diminished, it will generate 

potential for more creation of innovative technologies (Edwards et al., 2011). 

 

 Software updates 

 

Software defects has the possibility to cause vulnerabilities in operating system which is why 

companies like Microsoft has operating system patches released frequently to prevent and 

protect these vulnerabilities. The updates are only offered towards the real customers and not 

the people with fake or pirated versions of the software which makes them more exposed to 

threats and thereby more vulnerable. Furthermore, with the increased usage of the Internet it is 

crucial for the user’s safety to distinguish and release updates to prevent these vulnerabilities 

(Xavier & Patio, 2012). 

 

The steps towards a secure information security in the home environment regarding software 

updates is for the user to comprehend the significance of updating to the latest patches. In 

addition, to be able to manage the updates in a befitting fashion, it is important to do this through 

an accurate configuration of the system (Furnell & Moore, 2014). 

 

 Information security behaviour 

 

Reckless security behaviour over the Internet has the chance of compromising an end user's 

devices and data. Despite of the big variety security tools available for protection, they can't 

hinder the users themselves from having a risky security behaviour. Therefore, it is indicated 

that there is a need to modify the users’ behaviour, in order for them to be more aware and 

motivated to consider the consequences of their actions online (Shepherd, Archibald, & 

Ferguson, 2014).  

 

Furthermore, a good way to work with people when attempting to alter their beliefs, attitudes 

and behaviours for the cause of enhancing the security through social psychology, is to highlight 

the significance of understanding (Hazari, Hargrave, & Clenny, 2008). Attitude is according to 

Solomon, Bamossy, Askegaard and Hogg (2014) a lasting general evaluation of people, objects 

advertisement or other issues. They serve as a function for a person and are decided by their 

motives. In other words, it is something a person thinks and the authors further argues that it is 

not a trustworthy predictive variable for a person's actual behaviour. 

 

The refusal of the change in attitude and behaviour might depend on several reasons. Howe et 

al., (2012) argues that the users do not often perceive security as a necessity or do not find the 

cost related to what the outcome provides. The authors also mention that the security practices 

might be too burdensome for the users. For example, in order to follow the security policies 

around authentication it would require a user to remember a great amount of passwords which 

might scare them and have the opposite effect and cause them to loose determination towards 

acting secure. In addition, researchers discuss that people perceive security consequences as 

hard because of them being abstract and strictly hypothetical. Humans have limited time and 

mental capacity and this may be a part of the reason as to why they interpret security as 

something of low significance (Howe et al., 2012). 
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There is clearly a trend by looking at the previous researches conducted in the field that 

behaviour is an important factor to consider when trying to understand to what degree people 

utilize the existing security practices. In a study conducted by Stanton, Stam, Mastrangelo, and 

Jolton (2005), 110 technical professionals, managers and employees were interviewed in order 

to create a taxonomy of information security behaviour of end users. The result was a six-

element taxonomy of different security behaviours that related to two different dimensions: 

intentionally beneficial and technical expertise. The intentionally beneficial dimension includes 

the views of behaviour that is affected by different intentions, such as intentionally beneficial, 

intentionally malicious, or somewhere in between the intentions to help or harm. The dimension 

of technical expertise includes the views of behaviour that is affected by knowledge, and to 

what degree a user need computer and technology knowledge, in order to be able to perform 

certain security behaviour. The six categories that were generated as taxonomies in this study 

is: Intentional destruction, Detrimental misuse, Dangerous tinkering, Naïve mistakes, Aware 

assurance, and Basic hygiene (Stanton et al., 2005). 

 

The first category, Intentional destruction, is related to malicious intention, and is described as 

an example of when an employee tries to break into another employee’s protected files to be 

able to steal information. This behaviour requires technical knowledge united with the 

intentions to actually do harm to others, such as persons or organizations. The second category, 

Detrimental misuse, is related to malicious intentions, and can be described through when an 

individual uses the company’s email to deploy SPAM messages to be able to market another 

business or organization. This behaviour does not require a high level of technical knowledge 

but it includes the intentions to actually harm the victim through rule breaking, harassment or 

annoyance. The third category, Dangerous tinkering, can be described through when a user 

configures a wireless network and unintentionally allow public access to the network. This 

behaviour requires a high level of technical knowledge, but is not united with harmful intentions 

to harm the victim. The fourth category, Naïve mistakes, can be described through when users 

have bad password practices and therefore chooses bad passwords. This behaviour has no 

technical knowledge and is not united with intentions to harm others. The fifth category, Aware 

assurance, is related to beneficial intentions, and can be described through when a user makes 

him or herself aware of malicious programs on their own computer. This behaviour requires 

technical knowledge and are united with a powerful intention to protects data, information and 

resources. The sixth category, Basic hygiene, is related to beneficial intentions, and can be 

described through when a user prevents him or herself from being a victim of social engineering 

or phishing. This behaviour requires no technical knowledge, but consists of powerful 

intentions to protect data, information and resources (Stanton et al., 2005). 

 

In the article by Padayachee (2012) the researcher has created a taxonomy for information 

security behaviour. The aim of the research is to classify different information security 

behaviours from an end user’s perspective. The taxonomy is based on three types of motivations 

an end user can have in relation to their security behaviour: 

 Intrinsic motivation: Relates to when a user  performs an activity due to basic interest 

or for entertainment.  

 Extrinsic motivation: Relates to when a user  performs an activity due to that it leads to 

other results.  

 Amotivation: Relates to a state in which users lack intentions to perform an activity, 

which results from not feeling competent enough to execute the activity or from 

neglecting the activity.  
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An individual’s personality, habits and skills are all aspects that can affect the intrinsic 

behaviour. Good password practices are an example of good habits of a user. This is referred to 

as etiquette and competence in the taxonomy. Researchers argue for that if end users have the 

knowledge and skills to be able to perform and maintain security controls it will improve their 

competence, and if the users have the right competence it is more likely they will implement 

and adopt good security practices. When it comes to extrinsic behaviour and factors that affect 

this behaviour, good examples are avoidance controls or when a person is being rewarded for a 

specific behaviour. Other aspects can also be when people are pressured to perform specific 

behaviours, or when behaviours are demonstrated by family and friends and thereby affects the 

behaviour of the user. Amotivation may be derived from incompetence or by that a person may 

be neglecting the value of an activity. Amotivation basically means that an individual is 

unmotivated to take actions of information security measures, and is the motivation that could 

affect behaviour that are the least desirable state in which an educator wants the user to end up 

in (Padayachee, 2012). 

 

When mentioning IT security, it is usually to protect oneself against a feared or undesired 

outcome. Protection Motivation Theory describes how the change of behaviour are caused by 

fear. It involves three different parts: Perception of the severity of the threat, susceptibility of 

the threat and probability of occurrence. After the evaluation of the threat a person considers 

the efficacy of the recommended response towards the threat and self-efficacy for the protective 

actions in order to minimize the threat (Anderson & Agarwal, 2010). This is further extended 

by Liang and Xue (2009), where they discuss an example with an IT-user. The example argues 

that a perceived threat within the cybernetic framework illustrates the proximity between the 

user's current state and undesired end state. Thus, the authors describe perceived threat as the 

dangerous malicious IT, and based on health psychology and risk analysis they mention that 

threat perception is shaped by two antecedents: Perceived severity and perceived susceptibility. 

Perceived susceptibility is the probability of the malicious IT having a negative impact on the 

user, and perceived severity is the perception of how the malicious IT will affect the user in a 

negative way. A user will perceive a threat when they realise that they themselves are vulnerable 

to the malicious IT and that the outcome of being attacked is serious. 

 

When a threat is identified and evaluated the coping appraisal begins where the user search for 

options to deal with the threat. Therefore, the user must first realise that there indeed is an 

existing threat in order to cope with it, which makes cope appraisal an action born from the 

threat appraisal. There are two types of coping that can be carried out to handle a threat: 

problem-focused and emotion-focused. The first mentioned, problem-focused coping involves 

people that takes the threat seriously and adapt its behaviour in order to change the objective 

reality. It solves the threat by directly dealing with its core, which in this case would be to install 

appropriate software protection or behave in an IT-secure manner. After the cope they will do 

an evaluation of the situation and realise that the distance between the current state and 

undesired end state has grown, thus the threat has been reduced. Emotional-focused coping 

however, is built on the user creating a false perception of the environment in order to mitigate 

the negative emotions that are the outcome of the threat for example stress or fear. This type 

does not actually try to solve or change the threat but only reduce the emotions by modes like 

religious faith, fatalism, denial or helplessness (Liang & Xue, 2009). 

 

The relation between severity, susceptibility and threat are validated by the risk analysis 

literature and health psychology. Previous research on health protective behaviour has argued 
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that perceived probability of the threat will turn up if there is no response and the perceived 

severity of the threat are two main factors of health threat (Weinstein, 2000). The health belief 

model and protection motivation theory joint together, has proved that these two factors in the 

case of a health threat will cause people to take action and protect themselves. Furthermore, the 

risk analysis method declare that two critical elements of risks are the probability of a threat 

occurring and the cost or loss resulting from the threat (Liang & Xue, 2009). 

  

When a threat occurs, the risk analysis method is described as being calculated by multiplying 

the probability of loss with cost of damage. Health psychology theories propose that there is a 

relationship between perceived severity and perceived susceptibility. Thus, if any of the 

variables is zero, there would be no relationship with perceived threat. For example, some 

people know the danger of AIDS but do not understand it as a threat because they cannot think 

of any possibility of receiving it. The same case applies to the security practices, if the user 

finds it very unlikely for an IT threat of occurring, it would be very unlikely for the user to take 

precautions against it, no matter what the consequences might be from receiving it. The same 

goes the other way, if the user believes that a threat is insignificant it would be almost 

unreasonable to defend against it (Liang & Xue, 2009). 

 

Risk tolerance refers to the highest degree of uncertainty one accepts when making a financial 

decision. However, even if it is a finance concept, researchers believe that it does not matter 

what kind of setting it is, but individuals often have the same responses during risky situations. 

Furthermore, other studies have argued that risk tolerance is a personal trait that can be related 

to demographic variables concerning age, gender, religion etc. (Liang & Xue, 2009). The 

authors also suggest that risk tolerance might therefore also have an impact on IT users’ 

reactions towards IT threats, and that social influences have a higher effect on the avoidance 

behaviour regarding IT threats. In addition, the users’ behaviour is ultimately influenced by 

other people because humans almost always have some interaction or association with a group, 

an organization or a society. The adoption of innovations is also affected by social influence 

where interpersonal networks and mass media are critical factors of convincing the public for 

higher usage. Similarly, the social environment also has an impact on the end user's threat 

avoidance behaviour. The authors argue that there are two types of social influences, 

informational influence and normative influence. Informational influence help users understand 

malicious IT and security practices the social environment provides them with information. 

This is particularly important in order to heighten the general knowledge of IT threat avoidance 

for the users without, or less experience. Furthermore, Kelman (1974) argues for that the 

normative influence is generated from the social environment through three processes: 

identification, internalization and compliance. Identification is how an individual defines the 

relation with another group or person. Internalization is about balance between the persons own 

and a group's shared goals. Compliance refers to the requirement of receiving approval, 

acceptance, rewards, or the fear of punishment. The outcome of these three processes suggests 

that a person would behave in a socially fitting manner, a good example is that a user might be 

required to avoid IT threats because it is demanded by the organization that the person works 

for, even if there are no perception of the threats. In short, Liang and Xue (2009) argue for that 

information and normative pressures are put on the IT users by the social influence. Although, 

the informational influence is mediated by appraisals of threat and coping, the normative 

influence directly impacts the avoidance motivation. 
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 Results & Analysis 
 

In this chapter the result will be presented and can also be seen as the part that drives the study, 

meaning that it describes the data that have been collected in order to address the research 

question. Thereby, the results should be displayed in such a way that relates it to the theory. 

The result section should only contain a description of the findings, which means appropriate 

statistical tests or other analyses. The statistics and graphs should be presented as simply as 

possible (Recker, 2013). 

 

 Information security awareness & Baseline security practices 

In this section the results that relates to the theory sections of information security awareness 

and baseline security practices will be presented.   

 

In the self-completion questionnaire that was created to collect data, respondents were asked to 

answer an awareness related question that asked about information security related terms. The 

respondents were asked to rate to which degree they felt their knowledge level were, according 

to the stated security term. The question proposed was: Q5: To what degree would you rank 

your knowledge of the information security related terms. The stated terms were virus, adware, 

spyware, phishing, hacker, firewall, identity theft, worm, and Trojan. The different degrees in 

which a respondent could rank their knowledge were very low, low, average, high, and very 

high. However, the respondents that answered average were not included during the analytical 

process and the very low and very high were merged with either the variable low or high. 

 

In table 1 the respondents who answered low or high about their knowledge related to security 

terms are presented. In addition, the differences between trained and untrained home users are 

also shown. The table illustrates that there is a higher amount of untrained respondents, who 

have identified themselves as having low awareness regarding the stated security related terms 

as opposed to the trained respondents. 

   

 
Table 1 - Awareness of security terms and distribution between the groups 

 Low High 

Security Terms Trained  Untrained Trained Untrained 

Virus 3 (2,6%) 15 (13,1%) 65 (57%) 31 (27,2%) 

Adware 22 (17,3%) 45 (35,4%) 46 (36,3%) 14 (11%) 

Spyware 21 (15,9%) 44 (33,3%) 50 (37,9%) 17 (12,9%) 

Phishing 18 (13,1%) 55 (40,1%) 52 (37,9%) 12 (8,7%) 

Hacker 5 (4,3%) 22 (19,1%) 59 (51,3%) 29 (25,2%) 

Firewall 5 (4%) 20 (16%) 63 (50,4%) 37 (29,6%) 

Identity theft 11 (8,3%) 40 (30,5%) 57 (43,5%) 23 (17,5%) 

Worm  20 (15,5%) 52 (40,3%) 46 (35,6%) 11 (8,5%) 

Trojan Horse 6 (4,8%) 35 (28,2%) 59 (47,6%) 24 (19,3%) 
 

 

The respondents were also asked to rate to which degree they felt their knowledge level were 

according to how to use security measures. The question proposed was: Q8: To what degree 
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would you rank your knowledge of how to use IT-security measures. The different security 

measures stated, were anti-virus, anti-spyware, anti-spam, firewall, software updates, secure 

password practices, backups, and security measures on mobile devices. The different degrees 

in which a respondent could rank their knowledge were very low, low, average, high, and very 

high. However, the respondents that answered average were not included during the analytical 

process. Furthermore, the respondent categories very low and very high were merged with 

either low or high. 

 

In table 2 the respondents who answered low or high about their knowledge related to security 

measures are illustrated. The differences between trained and untrained home users are also 

presented. The table shows that the majority of the untrained respondents have a low awareness 

in contrast to the trained respondents that identify themselves as having a higher awareness. 

The percentages shown in this table, represent the percentage of the total amount of 

respondents.  

 

 
Table 2 - Awareness of security measures and distribution between the groups 

 

 

 Information security behaviour 

 

In this section the results that relates to the theory sections of information security behaviour 

will be presented.   

 

Furthermore, the self-completion questionnaire was also created to collect data about 

behavioural aspects regarding information security. In that section of the questionnaire, 

respondents were asked to answer behaviour related questions, which asked about if they apply 

different security measures in their home environment. The respondents were asked to answer 

if they used the stated security measures at home. The question proposed was: Q9: Do you use 

any of the IT-security measures stated down below. The stated measures were anti-virus, anti-

spyware, anti-spam, firewall, software updates, secure password practices, backups, and 

security measures on mobile devices. The respondents could choose from three different 

response alternatives, which were: yes, no, and I don’t know. However, the categories No and 

I don’t know were merged together due to that if you don’t have awareness about if you have 

applied a specific security measure or not, that still indicates on risky security behaviour and is 

clearly related to a negative behaviour. Therefor this category was merged to the groups that 

have stated that they don’t apply the specific security measure. 

 Low High 

Security Measures Trained Untrained Trained  Untrained 

Anti-virus 6 (4,9%) 18 (14,8%) 66 (54,1%) 32 (26,2%) 

Anti-spyware 19 (14,7%) 45 (34,9%) 50 (38,8%) 15 (11,6%) 

Anti-spam 16 (15,2%) 41 (39%) 29 (27,6%) 19 (18,1%) 

Firewall 6 (4,9%) 23 (18,7%) 63 (51,2%) 31 (25,2%) 

Software updates 3 (2,4%) 19 (15,3%) 69 (55,6%) 33 (26,6%) 

Secure password practices 3 (2,4%) 16 (12,6%) 69 (54,3%) 39 (31%) 

Backups 7 (5,6%) 26 (12,9%) 64 (51,6%) 27 (22%) 

Securing mobile devices 18 (17,1%) 29 (27,6%) 39 (37,1%) 19 (18,1%) 
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In table 3 the respondents who answered Yes, is in this table shown as those who apply and the 

ones that answered No or I don´t know are illustrated as don´t apply regarding the security 

measures. Additionally, the differences between trained and untrained home users are also 

presented. The table demonstrates that the trained and untrained home users’ responses, does 

not differ as immensely as in awareness. The percentages presented in this table, represents the 

total amount of respondents in each categories, apply and don’t apply, in order to more clearly 

illustrate the differences between the two groups of home users. 

 

 
Table 3 - Behaviour and distribution of the groups 

 Apply Don't apply 

Security Measures Trained Untrained Trained Untrained 

Anti-virus 69 (56%) 54 (43,9%) 18 (46,1%) 21 (53,8%) 

Anti-spyware 43 (63,2%) 25 (36,7%) 44 (46,8%) 50 (53,2%) 

Anti-spam 43 (58,9%) 30 (41%) 44 (49,4%) 45 (50,5%) 

Firewall 77 (57,4%) 57 (42,5%) 10 (35,7%) 18 (64,2%) 

Software updates 84 (57,1%) 63 (42,8%) 3 (20%) 12 (80%) 

Secure password practices 61 (55,9%) 48 (44%) 26 (49%) 27 (50,9%) 

Backups 61 (58%) 44 (41,9%) 26 (45,6%) 31 (54,3%) 

Securing mobile devices 47 (55,9%) 37 (44%) 40 (51,2%) 38 (48,7%) 
 

 

The respondents who were also regarded as trained home users were asked an additional 

question. They were asked to rate to which degree they agreed or disagreed about different 

statements, regarding their change in behaviour of information security awareness and 

measures. The question proposed was: Q20: To what degree would you agree about the 

statements mentioned down below about how the ongoing or finished education within the 

fields of information security, informatics, or IT, have changed your security awareness and 

behaviour. The different degrees in which a respondent could rank their agreement of, were; 

totally disagree, partly disagree, partly agree, and totally agree. 

 

In figure 5 the trained respondents’ answers regarding how they disagree or agree of mentioned 

statements of the change in their security awareness and behaviour are presented. The categories 

disagree and agree are both summed up by their respective category that they lean towards.  The 

diagram illustrates that the trained home users’ responses differ quite a lot on some statements, 

and the differences are minimal in the other statements. 
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In order to make stronger scientific statements, there was a need to deduce the hypotheses with 

the help of more complex statistical analysis. This chapter shows the results of the analysis that 

were needed, in order for, to some degree, reject or accept the hypotheses. 
 

Before trying to identify a relationship between different variables in the Likert scale questions, 

it was essential to ensure that every item within the Likert scales had a high reliability, and this 

was done by testing if the inter-item consistency was high. The test which was used in order to 

examine this particular requirement was, Cronbach´s Alpha. The examination was used on three 

different Likert scale questions and is shown below. 
 

Q5: To what degree would you rank your knowledge of the Information security related terms 

down below? 
 

Table 4 - Cronbach's Alpha for Q5 

Reliability Statistics 

Cronbach's 

Alpha N of Items 

,951 9 
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Figure 5 – Trained respondents’ standpoint of their change in awareness and behavior.  Figure 5 - Trained respondents' standpoint of their change in awareness and behaviour. 
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Q8: To what degree would you rank your knowledge of how to use the IT-security measures 

down below?  

 
Table 5 - Cronbach's Alpha for Q8 

Reliability Statistics 

Cronbach's 

Alpha N of Items 

,946 8 

 

 

Q9: Do you use any of the IT-security measures down below? 

 
Table 6 - Cronbach's Alpha for Q9 

Reliability Statistics 

Cronbach's 

Alpha N of Items 

,799 8 
 

The degree which the Cronbach’s Alpha needs to exceed in order to ensure a high inter-item 

consistency is 0.7, and all of the tests are well above that limit.  

 

Before creating a 𝐶ℎ𝑖2-test that tested hypothesis (H1), a Crosstabulation of the two variables 

were made in order to identify differences or regularities between the variables. In table 7, the 

Crosstabulation between the variables of security awareness and IT-education is presented. 

Awareness is presented on a scale from 1 to 5 which represents the answers which the 

respondents could define their awareness by. Those answers were: very low (1), low (2), 

average (3), high (4), and very high (5). Trained and untrained respondents are defined by if 

they have answered “Yes” or “No” on Q4: “Do you have any ongoing or completed education 

after high school that is in the area of information security, informatics, or IT”. This variable is 

defined in the crosstabulation as “IT-education”. Table 7 shows that there is a greater amount 

of untrained respondents that have answered very low (1) or low (2) awareness, than the trained 

respondents. The table also shows that there is a higher amount of trained respondents how have 

answered very high (5) or high (4) awareness, than the untrained respondents. 
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Table 7 - Crosstabulation for Security awareness * IT-education 

Security Awareness * IT-education Crosstabulation 

 IT-education Total 

 Yes No  

Awareness 1,00 Count 1 6 7 
  

% within Awareness 14,3% 85,7% 100,0% 
  

% within IT-education 1,1% 8,0% 4,3% 
 

2,00 Count 5 28 33 
  

% within Awareness 15,2% 84,8% 100,0% 
  

% within IT-education 5,7% 37,3% 20,4% 
 

3,00 Count 27 18 45 
  

% within Awareness 60,0% 40,0% 100,0% 
  

% within IT-education 31,0% 24,0% 27,8% 
 

4,00 Count 32 20 52 
  

% within Awareness 61,5% 38,5% 100,0% 
  

% within IT-education 36,8% 26,7% 32,1% 
 

5,00 Count 22 3 25 
  

% within Awareness 88,0% 12,0% 100,0% 
  

% within IT-education 25,3% 4,0% 15,4% 

Total Count 87 75 162 
 

% within Awareness 53,7% 46,3% 100,0% 
 

% within IT-education 100,0% 100,0% 100,0% 

 

 
After examination of the differences in the crosstabulation a 𝐶ℎ𝑖2-test was made to establish a 

confirmation or a rejection of the first hypothesis (H1): IT-education has an impact on information 

security awareness. In table 8, the result of the chi-square test is illustrated, and it is the first 

row of the table, named Pearson Chi-square, that is of interest. The degree of freedom (df) in 

this test is 4, and the value that needs to be exceeded with a statistical significance level at 

0.05%, in order for the chi-square test to be valid is 9,488. The value of this test is 37,930 and 

thereby reach the limit. The column “Exact sig. (2-sided)” measures the statistical probability 

of the hypothesis outcome. This test shows that with this sample and these variables it has a 

probability of 100% of that IT-education has an impact on security awareness.   
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Table 8 - Chi-square test of hypothesis 1. 

Chi-Square Tests 

 Value df 

Asymptotic 

Significance 

(2-sided) 

Exact Sig. (2-

sided) 

Exact Sig. (1-

sided) 

Point 

Probability 

Pearson Chi-Square 37,930a 4 ,000 ,000   

Likelihood Ratio 41,666 4 ,000 ,000   

Fisher's Exact Test 39,633   ,000   

Linear-by-Linear 

Association 
32,034b 1 ,000 ,000 ,000 ,000 

N of Valid Cases 162      

a. 2 cells (20,0%) have expected count less than 5. The minimum expected count is 3,24. 

b. The standardized statistic is -5,660. 
    

A crosstabulation between the two variables of security awareness and security behaviour was 

also created, in order to identify relationships between the two. In table 9, the crosstabulation 

between security awareness and security behaviour is presented. The awareness variable is 

presented in the same way as in the previous crosstabulation in table 7. The security behaviour 

of the respondents is defined by if they have answered “Yes” or “No” in question Q9: “Do you 

use any of the IT-security measures stated down below”. The answer “Yes” is in this table 

defined as a 1 and the answer “No” is defined as 2. In the questionnaire the respondents were 

also able to answer “Don’t know” to Q9, and in this table the respondents whom answered that 

are merged together with those who have answered “No”. Thereby, the number 2 under 

behaviour is representing both the respondents who have answered “No” and “Don’t know”. 

The reason for this was explained earlier in the results section. The security behaviour variables 

in this table is defined as behaviour. Table 9 shows that those who applies security measures at 

home have a 2,3, or a 4 in awareness, that meaning, low, average, or high awareness. It also 

shows that those who do not apply security measures at home are widely spread among the 

awareness categories.        
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Table 9 - Crosstabulation of security awareness and security behaviour. 

Awareness * Behaviour Crosstabulation 

 Behaviour Total 

 1,00 2,00  

Awareness 1,00 Count 2 5 7 
  

% within Awareness 28,6% 71,4% 100,0% 
  

% within Behaviour 2,2% 7,0% 4,3% 
 

2,00 Count 15 18 33 
  

% within Awareness 45,5% 54,5% 100,0% 
  

% within Behaviour 16,5% 25,4% 20,4% 
 

3,00 Count 29 16 45 
  

% within Awareness 64,4% 35,6% 100,0% 
  

% within Behaviour 31,9% 22,5% 27,8% 
 

4,00 Count 35 17 52 
  

% within Awareness 67,3% 32,7% 100,0% 
  

% within Behaviour 38,5% 23,9% 32,1% 
 

5,00 Count 10 15 25 
  

% within Awareness 40,0% 60,0% 100,0% 
  

% within Behaviour 11,0% 21,1% 15,4% 

Total Count 91 71 162 
 

% within Awareness 56,2% 43,8% 100,0% 
 

% within Behaviour 100,0% 100,0% 100,0% 
 

 

In order to establish if there is relationship between security awareness and security behaviour 

a Chi-square test was made. The test was also made in order to establish a confirmation or 

rejection of the hypothesis (H2): Security awareness has an impact on security behaviour. In 

table 10, the chi-square test between those two variables are illustrated, and it is the row of the 

Pearson Chi-square that is also of interest here. The degree of freedom (df) is also here 4, with 

a statistical significance of 0.05%, and thereby also needs to exceed the value of 9,488. In this 

test the value exceeds that limit, as the value of the chi-square is 10,232. The column “Exact 

Sig. (2-sided)” illustrates that there is a 96,5% probability of that security awareness have an 

impact on security behaviour, with this sample and these variables, thereby confirms the 

hypothesis.      
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Table 10 - Chi-square test of security awareness and behaviour. 

Chi-Square Tests 

 Value df 

Asymptotic 

Significance 

(2-sided) 

Exact Sig. (2-

sided) 

Exact Sig. (1-

sided) 

Point 

Probability 

Pearson Chi-Square 10,232a 4 ,037 ,035   

Likelihood Ratio 10,304 4 ,036 ,044   

Fisher's Exact Test 10,063   ,037   

Linear-by-Linear 

Association 
,541b 1 ,462 ,473 ,254 ,044 

N of Valid Cases 162      

a. 2 cells (20,0%) have expected count less than 5. The minimum expected count is 3,07. 

b. The standardized statistic is -,736. 
 

 

 Discussion 
 

In this chapter of the thesis the findings that was presented in the previous chapter will be 

analysed, interpreted, and discussed. The discussion section of a research, is where the findings 

become clear, as a result of that the researchers explore what the findings actually indicates, 

and give information about the relation to the theoretical framework (Recker, 2013). 

 

The summarisation of the findings indicates that the trained home users have higher awareness 

than those who are untrained home users, regarding both, security related terms and security 

measures. The findings also propose that the differences between the trained and untrained 

home users’ behaviour, regarding which security measures they apply at home, does not differ 

immensely. 

 

 Information security awareness and Baseline security practices 

 

As mentioned in the theoretical framework (see chapter 3), an end user’s awareness of security 

risks and threats is important in order for them to actually protect themselves in their home 

environment. For the end user to deal with the increasing risks and threats they are exposed to, 

they need to have the understanding and knowledge of how to use software technologies and 

apply security related measures in their home. Due to the importance of the end user’s 

awareness, it was the first factor examined in this research and our findings are discussed further 

down.    

 

In table 1, it can be seen that there is a higher number of untrained respondents, who have 

identified themselves as having low awareness of the stated security related terms, than those 

who are trained respondents. This indicates that the untrained respondents have lower 

awareness of security related terms, than the trained respondents. In addition, the table further 

illustrates that there is a higher number of trained respondents, who have identified themselves 

as having high awareness of the stated security related terms, than those who are untrained 

respondents. This suggests that the trained respondents have higher awareness of security 
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related terms, than the untrained respondents.   

 

In table 2, it shows that there is a higher number of untrained respondents, who have identified 

themselves as having low awareness of the stated security measures, than that of trained 

respondents. This suggests that the untrained respondents have lower awareness of security 

measures they can apply in their home environment. Additionally, in the same table, it can be 

seen that there is a higher number of trained respondents, who have identified themselves as 

having high awareness of security measures, in contrast to untrained respondents. This shows 

that the trained respondents have higher awareness of security measures that they can apply in 

their home environment. 

 

Table 7 also strengthen the argument of trained home users having a higher awareness in 

contrast to the untrained home users. The table suggests that 62.1% of the trained home users 

have a high or very high awareness compared to the untrained home users where only 30.7% 

considered themselves as having a high awareness. 

 

Furthermore, table 8 illustrates that there is 100% chance that there is an association between 

IT-education and security awareness meaning that it is 0% chance for this to be a coincidence 

of this study’s particular sample. Thereby, this study deduces the stated hypothesis 1 “IT-

education has an impact on information security awareness, accordingly. The hypothesis can to 

some degree be accepted and the reason for not being able to fully accept it despite the 

significance level being 100%, is primarily because of the study´s use of non-probability 

sampling. This sampling method prevents the full acceptance of a hypothesis because it is not 

generalizable to a certain population.  

 

Both table 1 and 2 concerning awareness in security related terms and security measures 

indicates that the awareness of the trained home users is higher than the untrained home users. 

These findings are in accordance with what previously have been stated and discussed in the 

theoretical framework, meaning that it shows that education and training within the fields of 

information security, informatics, or IT is a factor that raise the awareness of the home user. As 

Kritzinger and Solms (2010) argues, education and training within information security 

awareness is one of the most important factors to be able to improve information security. 

Additionally, Talib, Clarke and Furnell (2010) argues that in order to counteract the increasing 

risks and threats end users are exposed to, education and training are needed for the 

enhancement of the security awareness. The results of table 1 and 2 together with the support 

of table 7 and 8, generated from this thesis regarding information security awareness thereby 

confirm existing theories within the field. Hence, this thesis serves as a supporting argument to 

already defined theories presented in the theoretical framework, as this adds theory on that 

awareness actually differs between these two segments. This means that the suggested 

awareness raising methods, education and training, have been tested in this thesis, and thereby 

the results indicates that education and training as awareness raising methods serves their 

purpose. 

 

 Information security behaviour 

 

Table 3 demonstrates that the trained and untrained home users’ responses do not differ 

immensely, considering the fact, that they don’t apply or do not know if they apply security 

measures in their home environment. This indicates that when it comes to not applying security 

measures in your home environment, awareness raising methods doesn’t affect the behaviour, 
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as the behaviour is quite similar of both trained and untrained home users. Additionally, the 

table also demonstrates that the trained and untrained home users’ responses do not differ 

immensely in the category concerning that they do apply security measures in their home 

environment, although it is a greater difference than of those stating that they do not apply 

security measures. This indicates that when it comes to applying security measures in the home 

environment, awareness raising methods may not affect the behaviour, since the result of that 

the behaviour of both trained and untrained home users is quite similar.  

 

Furthermore, from table 9 it can be seen that a large portion of those who apply security 

measures, have a high security awareness. However, an interesting point that is worth 

mentioning is that category 5 shows that this is not always the case, since more of the 

respondents with very high awareness (5) did not apply security measures in their home 

environment in contrast to those who did. Additionally, what we can derive from table 10, is 

that there is indeed an association between security awareness considering that the significance 

value is 0.035 which is lower than the minimum level of 0.05, making it significant. This allows 

the study to some degree accept the hypothesis 2: “Security awareness has an impact on security 

behaviour”, and the reason for not being able to fully accept this hypothesis is the same reason 

as mentioned before, the use of non-probability sampling.  

 

In figure 5, the diagram illustrates that the trained home users’ responses differ quite a lot on 

some statements, and the differences are minimal in the other statements. The statement; “My 

security awareness has increased regarding risks & threats over the Internet”. Where the trained 

respondents could agree or disagree, was the statement that had the greatest differences, since 

there were more respondents who agreed that this statement was correct in contrast to those 

who disagreed. A total of 57 respondents agreed upon the fact they recognize themselves as 

having increased awareness after the ongoing or finished education within information security, 

informatics, or IT, and as many as 30 respondents disagreed with the fact that their awareness 

had increased. The interesting aspect is also the fact that in two other statements there are a 

higher level of the trained respondents who disagreed with statements regarding their change 

in security behaviour. The statements were: “I have started making backups or make it more 

often now”, and “I have increased the number of security measures, in order to have a safe 

home environment”. Even if the differences aren’t major, they still suggest that various 

behaviours haven’t been affected, to a great extent, by awareness raising methods, at least not 

in such a way that provides indication for the majority of the sample. The differences between 

the categories, agree or disagree, of their change in behaviour maybe should have been greater 

as they have participated in awareness raising methods. Additionally, indications that can be 

drawn from these findings is that it could be other factors affecting the behaviour of the trained 

home user, other than the increasing of awareness through awareness raising methods. The other 

factors that can affect the behaviour of the home user, is however not included in this research. 

Conclusively, the most interesting aspect that can be generated from this diagram, is the fact 

that the overall difference of those who agreed and disagreed, actually isn’t as great as it should 

be. After awareness raising methods have been initiated, one would believe that clearer 

differences in behaviour would be the result of those methods. However, this diagram suggests 

that education within the fields of information security, informatics, or IT doesn’t affect the 

trained home users’ behaviour as much as it ought to. Furthermore, this diagram may not contain 

all aspects regarding information security, thereby not reporting on a fully adequate picture of 

the actual behaviour of the trained home user. However, an increase in awareness is a good 

start, but may need to be paired with concrete training from other parties, such as internet 

service providers (ISPs) and banks. 
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The analysis of security behaviour and awareness furthers the indication of that awareness 

raising methods, and thereby increased awareness, may not completely affect or change the 

behaviour of the end user. Prior studies, presented in the theoretical framework, argue for that 

education and training will affect end users’ risky security behaviour, and improve information 

security within in the specified context (Kritzinger & Solms, 2010; Shepherd, Archibald & 

Ferguson, 2014; Hazari, Hargrave & Clenney, 2008). Through this research’s findings, the 

study to some degree, confirm those theories, as a result of that the hypothesis 2 has been 

accepted. However, even if an acceptance of the hypothesis 2 and existing theories have been 

made, there can be other aspects drawn from the different diagrams and tables. 

 

What can be derived from this is that the differences between trained and untrained home users, 

and the application of security measures, indicates that it does not vary immensely. There is a 

difference, and that is probably what affects the acceptance of the hypothesis 2. However, by 

examining table 9, which illustrates that a risky security behaviour is widely spread among all 

categories of awareness (very low – very high), and in addition, also examine figure 5, which 

illustrates that there is not a great difference between those who agree or disagree about their 

change in security behaviour, it can be derived that awareness affects behaviour, but not to such 

an extent as you may think. Thereby, this research carefully accepts the hypothesis 2, as other 

tables and diagrams are pointing to another direction, but cannot be scientifically proven.  

 

The direction in which the other factors point, suggest that the increase in awareness may not 

be the only factor that affects the users’ behaviour, since those who have not participated in 

awareness raising initiatives applies security measures, almost to the same extent to those who 

have. This implication has been suggested by other researchers, but have not been tested 

empirically, as done in this thesis. Studies conducted by Furnell and Moore (2014) and Talib, 

Clarke, and Furnell (2010), both suggest that the solution of a change and a bettering in security 

behaviour of end users, perhaps shouldn’t be in the responsibility of the user at all, in order to 

increase the overall security of information and the Internet. Thus, this part of the research’s 

findings and results serve as a supporting argument to the discussed theories, and also carefully 

serves as a supporting argument to other theories as the findings, which cannot be scientifically 

proven, points in another direction and at other factors.  

 

 Implications and limitations 
 

This study examines the differences between trained and untrained home users in the categories 

security awareness which is the most discussed in the field, and compared it with the category 

behaviour.  Thus, opportunities exist for other researchers to focus on different categories and 

examine if they can increase the security level for users in their home environment. 

 

Other researchers could extend our approach and strictly put emphasis on behaviour, but still 

within the context of trained and untrained home users, to either further examine the differences 

and see if the results are consistent, or on a deeper level examine what the possible triggers 

might be, in order to cause a change in their behaviour. Further work could now extend this 

work and examine how to affect the home users to perceive the security risks as a real threat 

with the help of the protection motivation theory (PMT), which is discussed in detail by Liang 

& Xue (2009). 
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Furthermore, providers of training and people in charge of information security can through 

this study be informed about considering human behaviour as a possible obstacle that needs to 

be influenced in order to establish a safe information security environment. The results of this 

study suggest that despite trained users having a higher level of security awareness, their 

behaviour does not vastly differ from the untrained users. Thus, it might in practice be fruitful 

to implement constructs that not only raise the awareness but also change the behaviour and not 

only for the trained users but also including the untrained home users. 

 

Possible limitations to our study will be that the results will not be generalizable, due to the use 

of convenience and quota sampling which are both non-probability sampling methods and may 

therefore not represent a totally accurate frame of educated users. The generalisability is 

lowered by the fact that the study does not include any personal information such as where the 

respondents live, and also due to the fact that the thesis does not address a specific sampling 

frame to which the sample can be generalized to. Furthermore, as the collected sample inhibits 

a total of 132 (83%) respondents within the age of 18-34, the research results will not be able 

to generate findings, analysis or conclusions that illustrates a fair picture of the security 

awareness and behaviour of those older than 34, as those age categories only contains of 30 

respondents.   

 

 Conclusion 
 

In this study, we contribute to the field of information security by providing theoretical and 

empirical analysis that distinguish between trained and untrained home users’ security 

awareness and behaviour. The study indicates, based on previous theoretical work and the 

empirical data collected, that information security awareness and education, might possibly not 

be the only factors that are worth considering for a solution, in order to raise the security 

standards and change the behaviour of home users. This study's findings can assist in an 

understanding about why the home users’ security practices still have not reached an ideal level.  

As prior studies mainly focus on researching the security awareness, future research can put 

more emphasis on researching the security behaviour of the home users, to extend the field of 

information security. In summation, this research provides data which can give a contextualized 

understanding of the differences between the trained and untrained users. The empirical data 

collected through the survey, further suggests that increased security awareness alone, is not 

necessary the only factor that is sufficient enough of triggering an increase in security 

behaviour. There may rather be other existing variables and concerns that needs to be considered 

and attended in order to successfully raise the bar of the security standards to a higher level. A 

solution in a larger scale, could be to try to develop and uphold a continuous information 

security culture of the Swedish society, which may result in a deeper learning and understanding 

of security issues and inspire home users to be engaged and proactive about their security 

behaviour. 
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 Attachments 
 

 Attachment 1 – Self-completion questionnaire 

 

Q1: Age 
Under 18 

18-24 

25-34 

35-44 

45-54 

55-64 

Over 65 

 

Q2: Gender 
Man 

Woman 

 

Q3: What is your highest completed or ongoing education? 
Primary education 

Secondary education 

Post-secondary education 

 

Q4: Do you have any ongoing or completed post-secondary education that is in the area 

of information security, informatics or IT? 
Yes 

No 

 

Q5: To what degree would you rank your knowledge of the information security related 

terms down below? Measured in a scale with the categories (very low, low, average, high, 

very high). 
Virus 

Adware 

Spyware 

Phishing 

Hacker 

Firewall 

Identity theft 

Worm 

Trojan horse 

 

Q6: Spyware and adware are malicious code that processes in the background of your 

computer, and can generate pop-ups or other advertisement. Based on this description, 

do you think that you currently have any spyware or adware on your computer? 
Yes 

No 

Do not know 
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Q7: A phishing attack means that someone is trying to generate personal information 

from you, for example when you log in on a webpage, or sign a form on a webpage (eg. An 

appealing message on Facebook or e-mail). Based on this description do you think that 

you have been exposed to a phishing attack? 

Yes 

No 

Do not know 

 

Q8: To what degree would you rank your knowledge of how to use the IT-security 

measures down below? Measured in a scale with the categories (very low, low, average, 

high and very high). 
Anti-virus 

Anti-spyware 

Anti-spam 

Firewall 

Software updates 

Secure password practice 

Back ups 

Security measures on mobile devices 

 

 

Q9: Do you apply any of the IT-security measures stated down below? Measured in a scale 

with the categories (yes, no and do not know). 
Anti-virus 

Anti-spyware 

Anti-spam 

Firewall 

Software updates 

Secure password practice 

Back ups 

Security measures on mobile devices 

 

Q10: Do you have any files saved on your computer that you are afraid of losing? 
Yes 

No 

Do not know 

 

Q11: Do you regularly make backups on files to another saving device or use any cloud 

solutions (e.g. Google drive, One drive or ICloud)? 
Yes 

No 

Do not know 

 

Q12: How many different passwords do you have in total, in order to access different 

webpages/platforms/programs? 
1-5 

6-10 

>10 

 

Q13: How often do you change your passwords? 
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Every month 

Every quarter 

Once every half year 

Once a year 

Never 

 

Q14: Does your password contain any personal information? 
Yes 

No 

Do not know 

 

Q15: How many characters does your password contain? 
0-5 

6-8 

9-12 

>12 

 

Q16: What does your password consist of? (You may choose more than one alternative).  
Capital letters 

Lowercase letters 

Numbers 

Special characters (eg. # * /)  

 

Q17: Are any of your passwords saved on for example paper, e-mail, or phone? 
Yes 

No 

Do not know 

 

Q18: Does anyone know one or more of your passwords? 
Yes 

No 

Do not know 

 

Q19: To what degree do you agree about the statements down below about your security 

awareness and behaviour regarding IT-security risks and threats? Measured in a scale 

with the categories (totally disagree, partly disagree, partly agree and totally agree). 
I feel aware of them and protect myself in my home environment 

I do not feel that it is my responsibility to protect myself from them 

I feel that the problems that can be generated from them, are not of significance 

I do not feel the need to protect myself because I will not be exposed to them 

I do not use security measures because I feel that they make my computer slower 

I am aware of the risks but do not feel that they are worth the time for achieving a safe home 

environment 

I am aware of the risks but do not feel that they are worth the cost for achieving a safe home 

environment 

I do not understand how I should use the security measures to achieve a safe home environment 

I do not understand why I should use security measures in my home environment 

I do not understand how I should protect my computer 

I do not understand the existing risks and threats 

I do not know which the existing risks and threats are 
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Q20: To what degree do you agree about the changes stated down below after your 

education? (The education does not have to be completed). Measured in a scale with the 

categories (totally disagree, partly disagree, partly agree and totally agree). 
I have increased the amount of different passwords 

I have increased the complexity of my passwords 

I have started making backups or do it more frequently 

My security awareness has increased regarding risks and threats over the Internet 

I have increased the number of security measures in order to have a safer home environment 

I have a better understanding of my anti-virus programme's functions 

 

Q21: To what degree do you agree about the following statements about your security 

awareness and behaviour after or under your education within IT-security, informatics 

or IT? Measured in a scale with the categories (totally disagree, partly disagree, partly 

agree and totally agree). Even after or during my education in IT....  
I feel aware of them and protect myself in my home environment 

I do not feel that it is my responsibility to protect myself from them 

I feel that the problems that can be generated from them, are not of significance 

I do not feel the need to protect myself because I will not be exposed to them 

I do not use security measures because I feel that they make my computer slower 

I am aware of the risks but do not feel that they are worth the time for achieving a safe home 

environment 

I am aware of the risks but do not feel that they are worth the cost for achieving a safe home 

environment 

I do not understand how I should use the security measures to achieve a safe home environment 

I do not understand why I should use security measures in my home environment 

I do not understand how I should protect my computer 

I do not understand the existing risks and threats 

I do not know which the existing risks and threats are 

 

 

 

 

 
 
 
  



 

 

 
University of Borås is a modern university in the city centre. We give courses in business administration 

and informatics, library and information science, fashion and textiles, behavioural sciences and teacher 

education, engineering and health sciences. 

 

In the School of Business and IT (HIT), we have focused on the students' future needs. Therefore, we 

have created programs in which employability is a key word. Subject integration and contextualization are 

other important concepts. The department has a closeness, both between students and teachers as well as 

between industry and education. 

 

Our courses in business administration give students the opportunity to learn more about different 

businesses and governments and how governance and organization of these activities take place. They may 

also learn about society development and organizations' adaptation to the outside world. They have the 

opportunity to improve their ability to analyse, develop and control activities, whether they want to engage 

in auditing, management or marketing.  

 

Among our IT courses, there's always something for those who want to design the future of IT-based 

communications, analyse the needs and demands on organizations' information to design their content 

structures, integrating IT and business development, developing their ability to analyse and design business 

processes or focus on programming and development of good use of IT in enterprises and organizations. 

 

The research in the school is well recognized and oriented towards professionalism as well as design and 

development. The overall research profile is Business-IT-Services which combine knowledge and skills in 

informatics as well as in business administration. The research is profession-oriented, which is reflected in 

the research, in many cases conducted on action research-based grounds, with businesses and government 

organizations at local, national and international arenas. The research design and professional orientation is 

manifested also in InnovationLab, which is the department's and university's unit for research-supporting 

system development. 
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