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Abstract 
The development of IT-resources today has reached a level towards making companies, 
especially B2B-companies, depend on the use of IT-resources to a certain level.  
This contributes to a large scope of important data being used on a daily basis, as a result this 
data becomes an important factor that can help a company succeed or lead them the other 
way. The use of IT-risk planning becomes a great factor that can help direct the company in 
the correct route. Nevertheless, the amount of time that is put on IT-risk planning today is 
quite high due to the development of IT-resources. Still there are some human factors that 
continually get forgotten about that could help make this IT-risk planning even more 
righteous. Underlying reasons to why every company within B2B slows down their processes 
when handling a crisis varies pretty often and there is really no consensus to which the main 
reasons are.  For this cause we’ve had the intent to study the most important factor within 
every business, the human factor e.g. the employees of the business. Thus this study treats the 
subject of B2B-employees information security awareness. This work intends to research if 
B2B-companies follow information security frameworks that have been developed in the 
subject of information security awareness. The aim is to summarize existing theory and create 
an understanding of different key elements that are needed for an operative business and see if 
these key elements can be recognized within B2B-companies. To be able to investigate this 
area an empirical study has been created and conducted with six different B2B-companies. 
The primary data consists of semi-structured interviews with employees within both Swedish 
and European B2B-companies. The collected theory comes from published materials and 
previous studies done about IT-risks and employees awareness. Comparison between theory 
and empiricism will give answers about B2B-employees information security awareness and 
what can be improved. As result of the research findings it was concluded that there are some 
key elements developed about how to improve IT-risk awareness. It has also been empirically 
proven that B2B-employees have lack of knowledge about how to handle IT-risks and 
majority of the key elements in information security framework have not been adapted in the 
interviewed B2B-companies. 
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1. Introduction 
The introduction chapter includes the background that introduces IT-security awareness and 
previous research within this area. This is followed by the problematization where the reason 
behind the choice to focus on B2B-companies will be explained. To sum up the introduction 
the thesis main questions and delimitations will be discussed as well. 

1.1. Background and previous research 
The interest towards IT-awareness within business-to-business companies (B2B) was 
provoked by a previous class that had a main focus towards Information Security in a global 
world. In a greater part of the class risk awareness and security awareness were discussed. A 
company is exposed to different types of dangers today, these include intimidation, natural 
disasters and effectiveness failure. In agreement with the class we took, many of these things 
can disrupt the operations of a business, affect the customers, and compromise business 
reliability and the organizations profits. According to Chun and Moody (2009) the main 
problem isn’t whether companies are more inclined to risk then they were before, they argue 
that it is rather the environment of risk and impact that has come to evolve over time as a 
result the business continuity is changing to match the development. It is our depletion that 
stable and reliable information technologies have become the required minimum for several 
companies. However, it is hard to develop and deliver a single and complete outline of a good 
recovery plan because companies tend to differ deliberating to their information technology 
architectures and their delivery of information technology services (ibid.). 
  
Acknowledging the fact that businesses can face a wide variety of catastrophes, each of the 
catastrophes are supposed to be addressed within an organizations business continuity plans 
which should emerge from the business continuity management. Strategic information 
security is a big part of the business continuity planning and is also used as a tactical tool 
within organizations for increasing the risk management devotion from employees as well as 
senior management (Anttila et al., 2004; Wylder, 2004; Lindström, Samuelsson and 
Hägerfors, 2010). However, it is often not cared for properly and therefore considered to be 
useless in some extent (Kajava et al. 2006).  The business continuity planning methodology 
has been under development since 1970, therefore there is a bigger percentage that has 
already been written about information security in different types of frameworks and some 
authors argue on how to consolidate and progress the business continuity within an 
organization (ISO/IEC 27001/27002, 2005; Swedish Emergency Management Agency’s, 
2006; Swanson et al., 2002; Lam, 2002). Nevertheless what is not mentioned in these articles 
are how the actual security behaviors of the end-users (i.e. employees) fits into the business 
continuity management plan for the overall security planning and how lack of awareness can 
impact an organization company, especially within B2B-companies. 
  
Previous research shows that even if risk planning is vital to a company, the communication 
between top management and the sub-level employees is far more important. Most employees 
as well as the top management in an organization often lack the awareness and the 
understanding of their organizations business recovery and risk plans (Lindström, 2012). This 
becomes a very big issue in situations where normal routines of a work day are interrupted of 
an upcoming/ongoing crisis or risk. Both Kajava et al. (2006), Lempinen (2002) as well as 
Wylder (2004) and Leveque (2006) distinguish that there is a need of devotion from senior 
management towards a company’s information security and towards the employee’s 
awareness for information security.  
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The shown commitment would pave the way towards an overall understanding of information 
security as well as introducing the employees to the information society. Another important 
aspect that was aroused was the importance of having awareness within any given 
organization especially with the employees (ibid.). 

1.2. Problem area 
The use of IT-resources today is an essential topic for companies. As a result IT-solutions are 
being adopted to solve problems and make business more effective (Doyle, 2000).  But with 
the implementation and use of new IT-solutions comes along new risks that need to be taken 
into consideration. Stamp (2006) writes that Information technology users have the ability to 
destroy the best laid security plans. For example if a person wants to purchase an item on the 
web, the enforced security mechanisms will issue a warning if an attack happens during the 
transaction. However, the person can simply ignore the warning, which has the effect of 
defeating the security system. Another example is that users usually want to choose easy and 
memorable passwords, which makes it easy to guess and crack the passwords.  
A survey within IT-risk security was conducted by Kaspersky Lab (2014) in collaboration 
with B2B International which indicated that the main external threat to the organizations were 
different types of spam. The assessment had 3900 respondents from 27 countries representing 
different companies of all sizes. This survey also showed that 94% of the companies that 
participated not only encountered spam but also experienced different types of cyber security 
issues. Kaspersky Lab’s survey publicized that a recovery mission from one data security 
incident with one of the participating companies was estimated to cost roughly around 
$720,000. The survey did not only reveal how much companies are exposed to different risks 
but it also showed how much a mistake can cost. Even though previous research has revealed 
that there is plenty of frameworks and studies that have investigated this particular area, it 
doesn't seem to be much written about how information security frameworks are adapted in 
reality and how much is actually followed by organizations. 
 
As a result of the found gap this thesis will focus on the bound between reality and theory and 
how this is reflected upon the companies’ information security awareness. To further narrow 
down the scope of this problem area, this thesis will focus on B2B - companies as they are 
inclined to aggrandized risks (Kaspersky Lab, 2004) and as Balocco et.al. (2010) argue that 
information technology has become an important part of the B2B-companies different 
processes. B2B-processes such as supply chain management, product development and 
commercial transactions today often is based on electronic data interchange (e.g. EDI). So if 
the use of information technology is essential for B2B-companies and in the same time they 
are exposed to vast IT-risks, it could be of importance for companies to be prepared when IT-
issues occur. For a company this means that they need to have employees that are prepared if 
something unpredictable would happen (ibid.). Moyer (2007) describes that employees are the 
greatest resource of any organization. It is important to make employees aware and prepare 
them for how to act if a disaster happens. Therefore, an important question to consider is 
whether B2B-companies follow the information security frameworks that have been 
developed to improve the employees IT-risk awareness and if so, to what extent have they 
chosen to follow them? This becomes the crucial part in the explanation to why employees act 
as they do and what improvements can be made. 
 
We find that previous studies show a lack of discussion concerning this specific question 
therefore, we find it relevant to research this problem area as it is an important part of 
information security concept.  
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1.3. Purpose and research questions 
The purpose with this study is to investigate if B2B-companies follow information security 
frameworks that have been developed in the subject of information security awareness. The 
aim is to summarize existing theory and create an understanding of different key elements that 
are needed for an operative business and see if these key elements can be recognized with 
B2B-companies that participate in the empirical study. The figure below (1.3) is a roughly 
sketched out purpose which is in main focus throughout the whole study. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 1.3: Research structure 

 
 
As described, a comparison between theory and empiricism will give answers about B2B-
employees information security awareness and what can be improved. Henceforth, given the 
problem area in 1.2 and the specific aim with the intended study a main question was 
developed: 
 

To what extent do B2B-companies follow the information security frameworks that 
have been adapted to improve employees IT-risk awareness. 

 
To help us create a better understanding of our purpose the main question was divided into 
two more specific topical questions:   
 

- How crucial is the use of IT-resources in a B2B-company and does IT-usage impact 
the employees to become more aware of the risks? 

 
- Do B2B-companies implement any key-elements from existing theory to improve 

employees IT-risk awareness? 
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1.4. Delimitation 
To accomplish the purpose of this thesis both empirical and theoretical material have been 
used. The focus has been aimed at the employee’s perspective therefore it is not discussed in 
this research how the interviewed companies top-management team contemplates at the 
answers the employees have given. 

1.5 Target group 
The main goal with this study is to give insight into information security risks and how this 
occurrence is taken by the individuals whom currently use different types of IT-resources. As 
a result, this study is primarily aimed towards companies within the B2B-sector and the 
employees at different levels of these B2B-companies. The study is also meant to have an 
enlightening effect towards the lack of knowledge for when it comes to IT-awareness overall. 
Moreover, this study also complies with those whom possess a position within senior 
management to help prove a point, the importance of having people whom adequately 
understand the different risks that may occur within B2B-companies, the importance of IT-
risk awareness and the significance of having educated employees. 
  
In order for further research, this research paper will act as a starting block for future 
researchers within informatics and will hopefully give inspiration and act as basis for how this 
can be conducted. The intention is also to enable the thesis's academic findings and 
conclusions as a support and contribution for the B2B-companies IT-risk management plan. 
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2. Method 
This chapter presents and reason the manner in which the data for this thesis has been 
collected. The following sections describe the research approach, scientific method, data 
collection, selection and analysis model. Moreover, the last section reviews the method and 
discusses the method criticism. 

2.1 Research approach  
This scientific research within informatics is grounded in a social science perspective. Recker 
(2013) describes social science as the study of people and their behavior. The challenge with 
social science is that measurements are often vague, imprecise, ambiguous and non-
deterministic. In this thesis the bound between theory and reality will be examined, with a 
specific focus on whether B2B-companies follow the information security frameworks that 
have been developed to improve the employees IT-risk awareness and if so, to what extent 
have they chosen to follow them. To help us answer this specific question interviews with 
employees will be done in such manner to help contribute the further apprehending about the 
role and complexity of information security and employees IT-usage in B2B - companies.  
 
As a result, the theoretical framework will play an important part in this thesis when 
answering the research questions and analyzing the empirical results. Articles from other 
authors will be analyzed to get a better understanding of the subject area. Therefore, this 
thesis is partly influenced by a hermeneutic approach. Bryman & Bell (2011) argues that the 
hermeneutic approach was devised in relation to the understanding of texts. The central intent 
with hermeneutics is that the analyst of a text must seek to bring out the meanings of a text 
from authors perspective. Hermeneutics is seen as a strategy that has potential in relation both 
to texts as documents and to social actions. Patel & Davidsson (2013) writes that hermeneutic 
approach is used to analyze the empirical collected data with support from the theoretical 
framework. 

2.2 Scientific method 
The purpose of the thesis indicates that it has both a qualitative and explorative character. 
Patel and Davidsson (2003) describe that a qualitative research is based on verbal analysis and 
interviews are therefore less structured. These types of interviews are best suited for a more 
explanatory and interpretive answers. The sub - research question about employees IT-usage 
are supposed to be answered through semi-structured interviews to get a deeper understanding 
and knowledge in relation to the questions. Considerations have been made if a quantitative 
approach would be a suitable choice. Bryman & Bell (2011) define the quantitative approach 
with entailing the collection of numerical data and as exhibiting a view of the relationship 
between theory and research. Classical quantitative instrument are questioners with given 
alternatives to be chosen by the respondents. But since the purpose of this research is to 
provide a great deal of descriptive details, a data collection in the shape of a qualitative 
approach seems more suitable. The purpose of the study is to contribute with detailed 
information about B2B-employees IT-usage and the IT-risks that accompanies, so to use a 
poll instead of in depth-interviews would lead to the risk that not enough insights into the 
problem would be uncovered. As a result, the use of a qualitative approach seemed to be a 
more suitable choice for conducting this research study. 
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2.3 Data collection process 
The data collection approaches that have been used for this qualitative research involves 
primarily two qualitative methods; interviews and the use of scientific articles (Bryman & 
Bell, 2011). Both primary and secondary data have been combined in this thesis. Primary data 
is considered to be information and knowledge that are collected specifically for the research. 
It can for example be interviews and/or questionnaires. Secondary data is classified as both 
scientific articles and books. Secondary data is information that is often written for other 
purposes than the actual research (Björklund & Paulsson, 2003). For this thesis primary data 
will be gathered through semi-structured interviews with employees within B2B-companies to 
acquire knowledge about employees IT-usage. Secondary data will be collected from 
published material and previous studies that have been made about IT - risks and employees 
IT - awareness. 

2.3.1 Data collection design for theoretical framework 

With an ample review of the literature in the study field of employee’s information security 
awareness, behavior and business continuity management, the purpose of this research paper 
is to determine whether existing information security frameworks have been fully adapted 
within B2B-companies. As a result, existing research and frameworks have had an important 
part in the process of comparing the empirical study with the theoretical framework to find 
important key elements that might be missing in B2B-companies.  
Recker’s (2013) practical suggestions have been used when creating the theoretical 
framework. According to the author (ibid.) the chosen theories should be well argued for with 
the assistance of solid arguments and logical conclusions. It is also important to iterate 
between theory and data. Under Recker’s (2013) influence the approach towards the 
theoretical framework consisted of a process to firstly read and when have read, applied, 
evaluated etc., the process should then be revised to see if some parts can be complemented. 
In order to present a synoptically overview of the applied theories that have been used in the 
variety of the reviewed literature, an orderly search process was conducted on several 
keywords. The keywords that lead us to the theoretical framework we have built up are 
presented in the figure below (2.1)   
  
  
  
  
  
  
  
  
  
  
  
  
  
  
 
  
  
  
  

Figure 2.1: Keywords 
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To select the most relevant publications in the research field of IT-risks, awareness, business 
continuity and risk-management planning we chose not only to focus on high-qualitative 
literature such as different books but also conference proceedings and journals of minor 
relevance. However, the theoretical framework is chiefly based upon scientific articles 
obtained from a library search engine (i.e. Summon) that includes articles, conference 
proceedings and theses. Google Scholar provides a broadly search for scholar’s literature and 
has also been used to find articles.  The purpose with this was that many of these journals and 
articles were specialized in the field of Information Security (IS) and pinged for several of our 
keywords. 
  
The findings of the literature review can be rediscovered in chapter 3 – “Theoretical 
framework”. 

2.3.2 Data collection design for empirical research 

The empirical study has been focused on interviewing different employees within B2B - 
companies. The intention with conducting these interviews was to investigate B2B-employees 
usage of IT-resources and their awareness of IT-risks. The interview questions for the 
empirical study were created in accordance to Bryman & Bell’s (2011) semi-structured 
interview method. This means that the respondent had the opportunity to express their 
subjective opinion. The chosen interview method applied well since the IT-awareness issue 
that is discussed during the interview requires the freedom to discuss and express the 
respondents’ views in their own terms. Moreover, Recker (2013) mentions that when 
respondents are interviewed personally and in a conversational rather than structured manner 
they are more inclined to discuss sensitive issues. This was also one of the determinants to 
why we chose semi-structured interviews. The theoretical framework has been used as a base 
for formulating the interview questions, as a result it will be easier to see the bound between 
theory and empiricism later on.  
 
The thesis is written in English but the respondents could choose to answer the questions in 
either Swedish or English. Six interviews were conducted with employees located at diverse 
B2B-companies, the employees that participated in the empirical study were also employed at 
different levels giving the empirical study a greater review. Before the actual interview all of 
the respondents were contacted by e-mail with an introduction letter (see Appendix). They 
answered by email or called which resulted in picking out specific dates for when we could 
conduct the interviews.  All of the respondents could not meet in person, therefore two of the 
interviews were realized through the use of a telephone. All of the respondents were also 
asked if it was alright to email or call them with follow-up questions if needed.  
 
With allowance from the respondents, all of the interviews were recorded. After the 
interviews the files were translated to English and transcribed. The result from the interviews 
are presented in Chapter 4. 

2.3.3 Selection 

In this thesis a strategic selection has been done when choosing respondents. Trost (1997) 
describes that a strategic selection means that the researcher first choose variables that are 
important for the research question and then uses these variables to find suitable respondents. 
This thesis focus is on employees within B2B-companies. The first two companies that were 
contacted didn’t want to be interviewed because of their IT - policy which state that 
information regarding IT- issues and security should not been discussed outside the company. 
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Because of the confidentiality issues we encountered with the first companies, a precaution 
was made with the following ones.  
 
As a result the next eight Swedish and European B2B-companies which were contacted were 
offered to be anonymous in this study. This suited six of the eight companies’ well, so the 
respondents in the six conducted interviews have been named with other names than their real 
ones and the company name has not been mentioned. However, their job role within the B2B-
company is revealed as well as gender and age. In the choice of B2B-companies, an important 
aspect was to get different types of B2B-companies but it was also quite important that they 
were of different sizes. It was also essential to have respondents of different ages and genders. 
Regarding the question about how many to interview Kvale (1997) writes that one should 
interview as many as it requires to get the questions answered. Since interviews are time-
consuming researcher have to confine the conducted interviews. Trost (1997) argues that it is 
better to make few well performed interviews then many intermediate interviews. In this 
thesis six interviews seemed enough in the view of time. Each interview took approximately 
around forty-five minutes. The data that was collected after the six interviews was considered 
to be respectable enough to be able to present a result and to conduct an analysis in regard to 
the research questions. 
 
The respondents that were part of this study agreed upon a confidentiality clause, therefore 
have their real names been disguised with new ones and new company names have been 
made-up as well. Nevertheless to give a better overview of the participating respondents a 
summarized outline is presented in table (2.1) below. 
 

Table 2.1: Presentation of respondents at the chosen B2B companies 

 

Name & Company Gender Age Job Role 

Sarah, 
Company A 

Female 30 Selling staffing and recruitment services. 

Göran, 
Company B 

Male 45 Seller medical instruments. 

Hans, 
Company C 

Male 62 Seller and product developer within chemicals 

Elin, 
Company X 

Female 23 HR & recruitment administrator. 

Rasmus, 
Company Y 

Male 24 Warehouse worker. 

Helena, 
Company Z 

Female 53 Sales manager. 

 

2.3.4 Interview Guide 

The interview guide was written with inspiration from Bryman & Bell’s (2011) guidelines in 
Business Research Methods. For example it is important to consider how to formulate 
interview questions in a way that will help answer the research question (ibid.).  
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Therefore, four main topics were created so it would be easier to clarify that the research 
question about B2B-employees IT-awareness were fully answered. It was also important to 
create a question of a general kind (age, gender, job role) because such information is useful 
for contextualizing people’s answers. To sum up the interview, it was also asked if it would 
be alright to contact the respondents and ask follow-up questions if necessary.  
 
In the table (2.2) below the interview questions is presented.  
 

Table 2.2: Outline of interview guide 

 

  
IT-use when performing work assignments 

 In what context do you use IT when performing your work assignments? 
 Do surf the web at work? If so, are you aware of risks, such as computer viruses? 

 
Keep data safe 

 Do you know if the information you handle when performing work assignments is stored (for 
example in databases)? 

 Do you think a major data loss puts your organization at risk? 
 Do you need to use any passwords when you login the IT-applications?   

   
If IT stops working 

 Do you think it is possible to perform your work assignments without using any IT-
resources? 

 Have you ever had a situation at work when IT-resources you use stop working? 
 How did it affect you working assignments? 

 
Actions if IT incident occurs 

 Does the company have any help desk for incident reporting and tracking? 
 Do you know if the company has an IT-risk plan, so you know what to do if IT stops 

working? 
 If the company has an IT-risk plan, how have you been informed about the IT-risk plan? 
 Have you had training to ensure that you know what to do if an IT-incident happens? 

 

 
 

2.5 Method of Analysis 
According to Jacobsen (2002) it is often difficult to separate the connection between data 
analysis and data collection. As a result, the analysis was performed continuously in an 
iterative process. Recker (2013) describes the iterative process as a constant comparative 
analysis where theory and data are constantly compared to one another. Research questions 
will be answered by firstly conducting a thematically summary (Bryman and Bell, 2011). 
Furthermore, a form of categorization has also been created when conducting the theory 
where the importance of the different key-elements have been emphasized.  
 
When analyzing the empirical results, both theory and IS-frameworks have been used as a 
base for finding foundational key-elements that in accordance with the theoretical framework 
need to be existent. Recker (2013) describes this kind of analyzation as a conceptual analysis. 
In a conceptual analysis text materials are examined to uncover the presence of dominant 
concepts. Results from the empirical study are presented in the four groups that the interview 
questions have been divided into. Each of the four groups have a specific theme related to the 
research questions and are derived from the theoretical framework. 
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The conceptual summary has then been used to conduct a comparative analysis that is 
described by Denk (2002). This means that the theoretical framework has been used to 
compare if the theory is accordant with the reality that is presented in the empirical study. The 
conducted interviews have been analyzed to see if employees within B2B-companies fulfill 
the different steps that are needed to reach IT-risk awareness that are described in the 
theoretical framework.  

2.6 Action and Time Plan 
Choosing the research area is an important step into the research project and needs to be taken 
in serious matter (Bryman & Bell, 2011). This study is mainly based on a correlation between 
the empirical results and the theory which will help create the right circumstances for the 
analysis and will later on contribute to the study’s result. Furthermore this study will also 
demonstrate a conclusion and what kind of contributions can be made for further research. A 
quick overview of how the study is disposed is presented in figure (2.2.) below: 
 
 
  
                                                                                                                   
  
 
 
 

Figure 2.2: Action plan 

  
Bryman and Bell (2011) argue that all research is constrained by time and different resources. 
However, many of the common mistakes can be avoided by conducting a timetable for the 
different tasks, with a specific start and finish date. Before this study was conducted, Bryman 
and Bell’s (2011) suggestions of creating a timetable was taken in serious matter. As a result a 
Gantt chart was created and followed during the study (see Appendix). However, due to the 
fact that a research project isn’t always considered to be a linear project makes it hard to only 
follow a specific timetable. 
  
Recker (2013) himself believes that a research paper also consist of three other things, 
ambition, dedication and commitment. Due to different changes made in the pre-disposed 
plan an additional plan was created, to show the amount of time spent on each chapter. The 
figure 2.3 below shows how much time i.e. days were spent in each moment of the study 
instead of a full-on timetable for each specific task. This kind of planning suited our study 
better as changes constantly were done due to the arrangements and commitment that needed 
to be performed for this research study. 
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Figure 2.3: Time plan 
 

2.7 Criticism and Assessment of the Selected Method 
In general there is a common criticism against using the qualitative method as a research 
method. Bryman and Bell (2011) discuss that the most collective criticism against using a 
qualitative research method is that it is seen to be unscientific and biased. The investigation 
that is conducted under the research study with a qualitative approach is commonly seen as 
unstructured, doesn’t follow standardized process, is habitually dependent on the researcher’s 
ingeniousness and based upon the researchers own affinity of what is seen as significant 
towards the given subject. Consequently the qualitative research method is as discussed by 
Bryman and Bell (2011) seen to be inflexible when it comes to the replication of the study due 
to these causes.  Additionally, as the researcher possess a central part in the research study as 
well as in the data collection an obstruction towards the replication of the study is also present 
because of this. The result that the qualitative research provides the study with is also 
reflected to be hard to specify, due to the fact that a qualitative approach postulates a smaller 
and more limited selection to a population size. Criticism is therefore directed towards the 
limited population size and the reliability of the result (ibid.).  
 
On the other hand Brinkmann and Kvale (2009) decided to meet the criticism conflicting the 
use of a qualitative approach. If a study that is based on the use of qualitative methods is 
firstly laid as a foundation to help explain a phenomena or a concept that arises from 
interviews it can help generate valid results to the study. Nevertheless if the study is laid as a 
basis for a generalization amongst other studies then validation towards the study becomes a 
part of questioning, controlling and interpreting the theoretical framework as well as the given 
result on regular basis for a more valid result to the study (ibid.). Therefore is the criticism 
towards qualitative interviewing methods an interpretation question based on the number of 
people. Where some critics believe that the use of qualitative methods cannot generate valid 
result because of the limited population size, whereas others believe that the number of the 
population size varies according to the purpose of the study.  
  



 

[12] 

The following criticism that has been appointed towards the qualitative research approach has 
been reflected upon throughout the process of the study.  
The study has been reappraised within the scope of the criticism. However, with the exception 
that reliability has been replaced with criteria of transferability due to detail of the possible 
transferability to other environments. To partly counter the given criticism within reliability in 
qualitative research methods, the materials as well as the interview materials used in this 
study have been structured in a likewise manner to enhance the replicability in the study. 
  
To evaluate and assess the study’s quality the alternative criterions of a qualitative approach 
has been used according to Bryman and Bell (2011). The study has been valued according to 
the following criteria’s of credibility, transferability, dependability, and objectivity. 

2.7.1 Credibility 

The criteria of credibility focuses on the particular findings and demands that there research is 
carried out according to the rules and norms of good practice. As well as submitting the 
research findings to members of which have participated to assure that the investigators have 
correctly understood what was said during their gatherings (Bryman & Bell, 2011). To 
enhance the credibility of the research study, we sent out our initial questions to the 
informants before the actual interview so they had a chance to review the questions and be 
able to give as an appropriate answer. According to Bryman and Bell (2011) two techniques 
could be used to enhance the credibility, respondent validation and triangulation. We choose 
to apply both techniques, the interviews were recorded and transcribed later on. We also did a 
cross-check with the informants after the interview to see if we had written down and 
perceived everything according to their thoughts and the current context. 

2.7.2 Transferability 

A qualitative research typically involves intensive study of a small group where the main idea 
is sharing certain characteristics of a subject. Bryman and Bell (2011) discuss that the theory 
and findings should be transferable to other environments. However, this is something that is 
considered hard to achieve within qualitative research because the concern is depth rather than 
scope of the findings. Since the study assess the extent in which B2B-companies follow the 
information security frameworks that have been developed in order to improve employees 
awareness, focus has been on revealing if the theoretical framework that that has been 
developed in the subject IT-awareness corresponds with the use of the frameworks in reality. 
As a result the study will therefore be applicable to more companies within B2B. However, as 
Bryman and Bell (2011) argue it is something that the reader can acknowledge as relevant to 
their environment or not. 

 2.7.3 Dependability 

This necessitates that the researchers should adopt an “auditing” approach where all records 
of the research process are kept in a reachable manner. Associates would then be able to act as 
auditors during the research to establish how far procedures have been followed (Bryman & 
Bell, 2011). To try and fulfill the following criteria’s the researchers tried to document the 
interview as well as other details that can be of importance to the study very thoroughly as 
well as discussing the context with other parties. Bryman and Bell (2011) discuss the option 
of letting a colleague review the study nonetheless pointing out that the vastness of doing such 
of a task is rather pointless. 
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2.7.4 Objectivity 

The criteria objectivity has a main focus on ensuring that the researcher acts in good faith and 
that the research is done in an objective manner. It is also important that the researcher 
doesn’t let personal values or theoretical inclination affect the study (Bryman & Bell, 2011). 
Considering that there is a hermeneutic approach that is taken throughout the study the human 
factor cannot be taken out of the equation.  The researcher’s subjectivity will shine through 
during the course of the research study meaning that the researcher will be having a hard time 
staying objective and keeping focus. According to Repstad (2007) there is an ideal image that 
is both used and created when using a hermeneutic approach towards a study, the image that 
is being portrayed uses creativity and fantasy in combination with the researchers own 
knowledge.  However, it is important to strain these features because if not done so the study 
can be infiltrated solely by the researchers own values and exclude the result that has aroused 
in the empirical study. Even though it is hard to remain subjective when interpreting data 
because of the fact that the researchers own values and thoughts influence the analysis of the 
empirical study at a certain degree. However, by acknowledging an open viewpoint towards 
both the subjectivity and the empirical result the study can be affected in a positive way. The 
researchers have continuously tried to reflect upon their own subjectivity by revising and 
analyzing the collected data to assure that their own subjective values don’t take over. 
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3. Theoretical framework 

This chapter presents the theoretical framework. The different approaches are introduced to 
give the reader an insight into IT- risks and IT - awareness. The different approaches that will 
be described are divided in two perspectives - employee’s usage of IT-resources and user 
awareness. The chapter ends with a theoretical summary of the presented approaches. 
 
One of the main purposes with this study is to find out whether B2B-companies follow the 
information security frameworks that have been developed to improve the employees IT-risk 
awareness and if so, to what extent have they chosen to follow them (see chapter 1.3). To 
solve this problem this chapter will summarize existing research and different frameworks 
within information security awareness. There are generally two approaches on of how to 
improve information security. One of them relies on the usage of IT-resources and the other 
on improving security awareness among the users (Eyong, 2005). For that reason this chapter 
will focus on these two specific aspects. The conclusions that can be drawn from the existing 
theories will then be used to analyze the results from the empirical research to see if some of 
the theoretical approaches are being adapted or miss-adapted by the B2B-companies and if 
there is room for improvements. 

3.1. The business continuity management standard 
The scope of the business continuity management (BCM) involves and ensures that all key 
resources within the business are required to support the business activities should the 
organization have uninterrupted availability to their information. In the absence of an 
acceptable BCM standard two different ideals have been published; the British Standard 
25999 and the International Organization of Standardization standard 22301. Evidently, both 
standards analogous to one another and have a main focus on introducing metrics for business 
continuity management as additional emphasis for BCMS operational planning and setting 
controls. The main purpose is to acknowledge a basic understanding, development as well as 
implementation of business continuity management within an organization. But also to 
provide confidence to organizations when dealing with customers and other firms (ISO 
22301:2012). 
  
BCM has recently been defined by the British Standard: 
  

[A] holistic management process that identifies potential threats to an organization 
and the impacts to business operations that those threats, if realized, might cause, and 
which provides a framework for building organizational resilience with the capability 
for an effective response that safeguards the interests of its key stakeholders, 
reputation, brand and value-creating activities. 

(British Standards Institution, 2006, p. 1) 
  
Theoretically the business continuity management replicates and summarizes the ongoing 
literature within the subject crisis management that has blossomed since the 1970. The BCM 
reflects on a much wider crisis management and according to Herbane (2010) BCM show its 
roots from crisis management and disaster recovery and the continuity problems that may 
arise with organizations matures from different causes such as the supply chain, customers, 
employers as well as amenities.   
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Studies from authors like Gallagher (2003), Pitt and Goyal (2004) and Swartz, Elliot and 
Herbane (2003) have been able to make a distinction of different phases of crisis management 
in organizations. Philanthropic siding the cause into a focus within prevention, decision 
making and socio-technical systems (Herbane, 2010). BCM is unsurprisingly a part of 
information security. However, it can also be measured to be a part of the general information 
system risk. Herbane, Elliot and Swartz (2004) explored the four different standpoints of 
BCM: 
  
1.      Human resources 
2.      Business continuity planning and processes 
3.      Communications and structures 
4.      Attitudes and ownership 
  
Conferring to Herbane, Elliot and Swartz (2004) emerging a BCM-team is founded to affect 
the range of how much business and information technology representatives choose to involve 
their own subdivisions in the given process. The communication within BCM refers to 
training, exercises as well as crisis communication and structures. All of these factors 
contribute to acknowledge if there are any formal structures of BCM present within the 
organization. Nevertheless Herbane, Elliot and Swartz (2004) point out that the final 
determinants of the BCM structures lies within the attitudes and ownerships with employees, 
showing how much the individuals are committed to continuity and value preserving. 
  
Conversely there is also a greater scope of literature that attempts to apply existing behavioral 
models to the area of information security.  According to a literature review done by Lebek et 
al. (2013) on employee’s information security awareness and behavior the most frequently 
used theories were; Theory of planned behavior (TPB) and Theory of reasoned action (TRA), 
both of the theories would fall into the greater category of behavioral intentions. Behavioral 
intentions guide the external motivations for workforces to perform a particular achievement. 
The intentions are determined by three constructs; attitude towards behavior (ATT), 
subjective norm (SN) and perceived behavioral control (PBC) (Ajzen, 1991). Setting the 
behavioral intentions in the framework of security information risk management, the 
employee’s intent to perform any kind of act under the given circumstance would be 
dependent upon the overall evaluation of the normative principles towards  the feeling of 
reflected control over the actions (Lebek et. al., 2013). On the other hand according to 
Karjalainen (2011), many of these previous studies that have been reviewing different types 
of behavior models on the subject of information security management are merely focused 
verifying theory or validating results to a study. Therefore these studies can conclude a rather 
predisposed viewpoint of the area that is of interest. 
  
Because information security among employees has such a broad scope, the measurement of 
the studies that were done within behavioral theories only assess the variables that were 
considered to be important during the investigation may have overlooked other aspects that 
could be important to the subject.  Vroom and Von Solms (2004) places the interest of 
information security to a much broader scope than only behavioral theories, placing the 
emphasis on the fact that an employee's behavior is more likely to be influenced by other 
factors such as personality, the organization and their culture. Even though theories within 
behavioral intentions have successfully prophesied the purpose on how to use security 
technologies (Davis, 1989; Mathieson, 1991) within an organizational scenery. However, the 
verdict may not capture the convolution of the problem.   
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Fundamentally, much of the previous research has not sufficiently reflected over the 
inimitable complexity of information security within an organization. 
 
Employees often work in a complex environment, where there is essentially enough support 
from both colleagues as well as senior-management to provide assistance. The organizational 
environment is also considerably monitored therefore there is not so much room for error and 
responsibility is often demonstrable.  In most cases every organization also has their own IT-
personnel set up whom ensures that every computer is equipped with the necessary protection 
and sees to that data is regularly backed up.  Therefore it is not always necessary for 
employees to be aware of these things, their behavior is more likely to cause a breach in the 
security system such as being unaware of suspicious emails and not choosing strong 
passwords. However, it is not necessarily connected with the alteration of a specific 
technology (Ng, Kankanhalli & Xu, 2009). 

3.2. Situation awareness and security positive environment 
Employees of an organization are considered to be individuals that are a part of the 
information society within the company. The aim of the individuals is to avert or by any 
extent minimize the damage that can be bestowed upon personal property by taking measures 
against the threat.  Considering an organizational context the business continuity management 
(BCM) has taken a role where the process helps to identify how exposed an organization is 
towards threats, both internally and externally. The BCM also helps with the assessment of 
hard and soft assets of the organization towards effective prevention and recovery. However, 
they key success to BCM is concluded through understanding the extensive range of the given 
threats and effectiveness in response which will be determined by the employees behavior 
during the recovery process.  To exploit employees behavior during a recovery process 
complete situational awareness (SA) will be needed as it is a part of the employees’ behavior 
towards a threat (Webb et. al. 2014). McCumber (2005) argues that education, training and 
awareness is sought out to be an organizations most prominent security measure. Conversely 
he manages unsuccessfully to define what awareness is and how it can impact an 
organization. Hansche (2001) argue that the goal of security awareness is to amplify the 
importance of having systems within information security and to understand the possible side 
effects that may arise with a security breach or failure.  As well as the Information Security 
Forum (ISF) (2003) chooses to define security awareness to the point that every member of 
the staff understands the importance of information security, the appropriate levels of 
information security within an organization and their individual security responsibilities as 
well as their acts. Furthermore, Endsley et.al. (2003, p.13) labels situation awareness to: 
  

“SA is being aware of what is happening around you and understanding what that 
information means to you now and in the future. This awareness is usually defined in 
terms of what information is important for a particular job or goal. The concept of SA 
is usually applied to operational situations, where people must have SA for a specific 
reason, for example, in order to drive a car, treat a patient, or separate traffic as an 
air traffic controller.” 

  
Situation awareness appears to be associated with the perception of different elements in a 
given environment within an organization; volume of time and space, comprehension of its 
meaning and the projection of their status in the future (Endsley et al. 2003). Based on 
previous definitions and how different elements seem to perceive Endsley, Bolte and Jones 
(2003) divided situation awareness into three comprehensive levels: 
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1. Insight of components in an environment that are important for present objectives and     
responsibilities 
 
2. Understanding of their meaning for the given objectives and responsibilities 
 
3. Forecast of what will happen to the components in the future and how the state of affairs 
will mature 
  
Consequently situation awareness is not only based on one character's understanding of a 
situation, it can also be collective or circulated amongst a bigger group such as within team 
members or an organization (Gryszkiewicz & Chen, 2012).  The operative manner within 
information security management and security awareness requires a mixture of both technical 
and procedural controls to help manage information risks. The importance of these specific 
controls frequently depended on the people that help implement them and use them to some 
extent. One would think that this would not apply in the technological world. However, within 
information security this is not any different. These controls can be easily bypassed or abused 
by employees who chooses not respect the policies and procedures within a company. 
Consequently the implementation of these controls can have a high impact upon helping 
create a security positive environment, where each person understands and participates in the 
actions that are expected of them (Von Solms & Von Solms, 2004). Nevertheless the 
transition to a security positive environment is not always smooth and painful. According to 
Henderson (2009) employees today maintain a technical control with assistance from 
helpdesk. They can be located in same office or any of offices nationwide. Helping employees 
solve IT-related problems helps create a security environment.  
  
Conversely the impression is given that there is plenty material written about how to help 
organizations establish a proper security awareness program for their employees and how to 
unsurpassed enhance and influence the employees positivity towards the subject, such as 
Information Technology – Code of Practice for Information Security Management (ISO 
17799, 2000), The Standard of Good Practice for Information Security (ISF, 2003), Leach 
(2003), Furnell, Gennatou and Dowland. (2002), Hansche (2001) and Spurling (1995). The 
National Institute of Standards and Technology (NIST) released a special publication; 800-50, 
where a more summarizing interpretation of security awareness was presented “designed to 
change behavior or reinforce good security practice”. According to NIST a security awareness 
programs primal objective is to spread important and relevant information to characters within 
an organization about information security related topics.   The idea is that the program is 
structured in a manner that it will change an employee’s perception and behavior, increasing 
the probability that when a security breach occurs the appropriate response will occur within 
minutes (Wilson & Hash, 2003). 
  
As information security and risk management thrives through their dynamic changes so does 
security awareness because of the changes a “risk” undergoes. As a result any awareness 
program needs to be endlessly measured and changed according to the changes that occur 
within risk profiling. To keep employees and other staff members refreshed and in the 
currency of the current awareness program, it must be integrated in such manner that it is a 
part of the organizations culture. The strategic plan to succeeding in security awareness is to 
keep the message both relevant and consistent whilst having variation in how you deliver the 
message to keep each person interested.  
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Schlienger and Teufal (2003) express that this is the point where security awareness and 
employees training programs lead from “grow into be aware” to “stay aware” and finally ends 
up in “be aware” which can change an organizations security culture ultimately.  
Security awareness covers two different but equally important parts. The first part 
comprehends the broadcasting of correct, up-to-date and suitable knowledge of information 
security policy to individuals. 
 
The policies task is to explain to the employees the threats they need to be aware of as well as 
the suitable actions to take upon when encountering a threat. The second part of security 
awareness is the approach of delivering the policy in a method that persuades an individual to 
change their behavior. Conclusively both of the parts are equally as important because 
without one, the other is highly ineffective. 

3.3. IT - security awareness among the users  
Business survival depends on several factors one of them being the assured continuity of core 
business activities and the supporting services within an organization. The motives behind 
why an organization chooses to cultivate business continuity plans is to make sure that they 
have a plan in place, prior to a disaster taking habitation. Nevertheless a plan is only as good 
as the talent it takes to implement it well and the skill to do so is highly dependent on the 
employees and how well they are prepared to understand the business continuity plan and the 
task that come with it. Business continuity plans can be made into different levels of 
complexity, nevertheless each plan has its own series of difficult and mutually dependent 
tasks that need to be completed during stressful conditions. For the period of a demanding 
time-frame it is hard to expect that employees read and evaluate themselves of the plan for the 
very first time. It is also hard to expect that employees get acquainted with every little detail 
of the business continuity plan even though that would be the dream scenario of many 
organizations. (Gneist et al. 2009; Stanton, R, 2005; Costello, 2012; Nollau, 2009; Schultz, 
2005; Bishop and Frincke, 2004) 

3.3.1 The learning process 

The power of communication is the vital ingredient in any successful endeavor. According to 
Wilson and Hash (2003) learning should be seen as a continuum, something that evolves over 
time and can only be built upon. Different individuals learn in different ways, the learning 
approach is often a function of previous experience in learning style and education. An 
organization consists of unique individuals, where every character has an individual learning-
style. Some will do better learning information or a concept through visual reading, others 
prefer to attend an auditory learning while some need to participate in a tactile learning 
process( Hartman, 1995). To maximize the learning process of each individual, developers 
and trainers of information security training programs should address the target audiences 
previous education and experience and adjust their content as well as presentation accordingly 
(Wilson & Hash 2003). 

3.3.2 Awareness & scenario training 

Grimalia (2004) addresses the fact that that individuals need to be trained on information 
security to be able to comprehend the technical, social and political skills that are needed. 
Therefore the natural statement is created that employees can’t be tested for their knowledge 
until they receive training. Training is in general about helping individuals to learn by 
capability and to be able to work more effectively. Training within the Business Continuity 
Management should be conducted with strictly set aims and objectives.  
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The training aim of Business Continuity must be a strong statement of the overall intent that 
the organizations wishes to compete with the Business Continuity Planning. In order to meet 
the aim of the organizations BCM, objectives i.e. milestones should be set up for the 
employees (Morwood, 1998). There is also another set of goals called enabling objectives, 
these objectives are the individual skills that are mandatory to guarantee the accomplishment 
of the terminal objectives. These objectives are important to set up for employees because 
they are the foundations of the training program that needs to take place. The training 
program will help to create awareness of the surrounded practices for both the external users 
as well as senior management. Andersson (1994) accentuates that while training must carry 
on to teach people things they are not aware of, at the same time it must also build upon the 
knowledge that is already there. 

3.3.2.1 Awareness Training 

A greater deal of security experts have been debating the cause of having information security 
awareness amongst employees nonetheless many organizations still don’t invest enough in 
improving it (Gordon et.al. 2004). The same study performed by Gordon et.al (2004) 
indicated the importance of security awareness in the area of information security while 
indicating that the least valuable asset were security architecture, investigations, legal issues 
and cryptography. Thompson and Solms (1998) addresses that awareness training should be 
tailored fit into different groups within the organization such as direct and indirect users of the 
continuity plan as well as distinguishing the different role of different employees such as top-
management, IT-personnel and end-users. Morwood (1998) divides the awareness training 
into two parts; introduction and detailed awareness training. 
  
The introductory awareness training is pitched towards the staff members that don’t have a 
direct role in the execution of the business continuity plan. This part of the awareness training 
covers the organizations structures, policies and procedures that are important in the business 
continuity plan. The training includes administrative responsibilities, key alliances and tasks, 
emergency clearing actions, passage of information procedures, media and emergency 
services liaison procedures and major administrative support procedures. The detailed 
awareness training is directed towards the staff members that have a direct role in executing 
the business continuity plan. The detailed awareness training covers the introductory part but 
has more detailed information about responsibilities and distinguishes more precise roles.  It 
also covers which groups will support the major activities during the execution of the business 
continuity plan. 
  
However, NIST (2003) does not see awareness as a mean of training. Instead they address the 
fact that the purpose is to simply focus on security and to allow staff members to recognize 
the security concerns and respond accordingly. Effective security awareness should be 
planned in such a manner that individuals should run through a tuning-out process, 
acclimation (Hartman, 1995). Awareness training should be created to be creative and 
motivational, with the focus on the individuals’ attention towards making a conscious 
decision making. Also called assimilation, where a character incorporates new experiences 
into an existing pattern. 

3.3.2.2 Scenario training 

Building upon the awareness training from the previous section, an amount of scenario 
training sessions should also be adapted. Scenario training should help individuals on how to 
behave in a certain way, regardless of their attitude, knowledge or emotional feelings to the 
subject (Eyong, 2005).  
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The scenarios training sessions should involve those whom are directly involved with the 
business continuity plan. However, training that regards evacuation procedures should involve 
all staff members. Scenario training involves practical exercises where the staff members 
understanding of the business continuity plan is being addressed. Morwood (1998) gives a 
few examples of different types of exercises within scenario training; 
  
1. Desktop exercises – exercises that are conducted within the office environment where the 
participants asses and comment on how they would respond and react to different events and 
exercises within the scenario. 
  
2. Call-out exercises – used to practice the call-out procedure that involves to support the 
initial responses to a crisis situation. 
  
3. Operational exercises – full on procedure exercises that require that the whole process of 
the business continuity plan are intact. Here are participant required to physically implement 
all aspect of the tasks they are assigned to as according to the continuity plan. 
  
If organizations cannot afford the costs that come with full scenario training there is an 
alternative. A prototype tool for information security was developed (Furnell, Gennatou & 
Dowland, 2002) where the specific aim is to provide an interactive environment to help 
improve the understanding of IT-security by allowing the individuals to conduct 
investigations of available security measures in combination with scenario-based training and 
support. Morwood (1998) addresses four different key phases that should be included in the 
development and execution of scenario training; 
  
1. Planning- phase 
Here are objectives and evaluation criteria used for different exercises set. It is also important 
to obtain approval from top-management for the resources that are require to support the 
training. However, the main objective is to develop a scenario that will help accomplish the 
objectives of the exercise. 
  
2. Warning –phase 
Warnings are distributed to those that may be affected by the exercise it is also important to 
plan ahead and give a notice for when the exercise will occur so that business routines can go 
one. 
  
3. Execution-phase 
Briefings of the exercise are provided to the participants such as safety aspects, time-limits for 
the activity and general conduct and objectives that need to be reached. It is also important to 
monitor and control the exercises and to provide validation forms obtain feedback from the 
participants. 
  
4. Validation and review- phase 
Reviewing all of the validation forms and drafting an exercise report are done during this 
phase. This will help amend the training regime and help develop some lack of uncertainties 
with employees that occur with the business continuity plan. 
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3.3.4 Education 

As presented previously communication is vital to an organization as the current stakeholders 
are to the company. However, it is as equally important for every staff member to be aware of 
their role and responsibilities.  
 
New staff members that are acquired to the organization should have business continuity 
management training as well as awareness training and scenario training incorporated as a 
part of their introduction and existing staff members should have a re-orientation training 
executed every 6-12 months to refresh their memory of the existing procedures that are 
relevant and when new systems and procedures have been implemented (Gibb & Buchanan, 
2006). 

3.4 Employees usage of IT-resources 
The complexity of modern information systems makes it very important to be prepared 
(Retelle, 2008). Bulgurcu, Cavusoglu and Benbasat (2010) points out that organizations’ 
today rely fully on the information systems (IS) that they work with and this requires that 
employees can manage the risks associated with those systems. There are different methods to 
make the employees aware about the different IT - risks. One aspect to consider is the 
technical arrangements that can be used by the employees. These arrangements include 
activities such as creating backup copies of data and software, acquiring alternative 
technologies, and developing ways of resuming services (Kadlec & Shropshire, 2009). IT-
resources are an important and diverse tool that can help the employees understand the 
different aspects that it can be used with. Svetcov (2004) declares that when it comes to 
security many people don't know what we don't know. The lack of knowledge that exists 
places many of the business networks in danger. For example an administrator who leaves her 
password taped under her keyboard creates a security danger. As a result, the study of the 
different theoretical frameworks complied different activates that can be used by the 
employees within B2B-companies to reduce the IT-risks. Some of the more common 
technical solutions will be presented and described below to give an indication of the more 
conjoint slipups that need to be taken in reconsideration. 

3.4.1 Passwords 

In a study conducted by Weber et al. (2008) it is described that passwords have become very 
important because they often control the access to the different systems and the applications 
may host digital information that may be of importance. Passwords are often used to gain 
access to websites that store confidential information. For that reason it is important that 
employees use strong passwords to help increase the IT-security. Then again what type of 
factors help influence the quality of a password, making it strong or weak? Wakefield (2004) 
describes that employees use to have passwords in plain sight or have them written down in a 
nearby drawer. Since the password becomes so easily accessible, this indicates that the 
password is weak. Passwords must be memorized and frequently changed. To help aid their 
memorability of a password employees often also include a part of a phone number, family 
name, Social Security number, or birth date. Even if this helps make the password more 
notable it also becomes a characteristic of a weak password.  Personal information is often 
available through databases or by a simple search on the web. Those whom want to crack a 
password are well aware of how to access this stored data. Different methods have been 
created to help users develop good passwords that are hard to crack.  According to 
Yalamanchili and Pandarinath (2013) users create their passwords so they are easy to 
memorize, but this leads to relatively weak passwords. 
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People have difficulty remembering complex or meaningless passwords. Cipresso (2012) 
discusses how to create memorable and strong passwords.  The idea is that a password can be 
created by just thinking of an action sequence instead of a word or string of characters. The 
created password will be a nonsense sequence of letters, numbers and symbols and much 
harder to crack. Dixon (2014) gives the example to use a password manager for assistance to 
create strong password or a password generator. The passwords should always have a random 
combination of upper- and lowercase letters, numbers, and symbols. 
 
A basic method that is mentioned by Spafford (1991) is to educate and encourage users to 
make better choices of passwords. But when educating the employees it is important to 
remember that the educator doesn’t give the user’s specific instructions on how to create the 
password, such as using the first letters of a favorite phrase. This can lead to the problem that 
many of the employees use similar password which makes it easier to crack. 

3.4.2 Data-backup 

Data-backup has been a very important step throughout all the major global companies and is 
commonly implemented. Businesses depend on confidential information, electronic customer 
lists and business records. To protect this information is very important. In a company it is 
important to aware the employees about data backup. In a report written by ICAEW (2012) it 
is described that employees should be discouraged from saving important data on their own 
computers. A single laptop theft or a virus infection could lead to a disaster. Instead can 
companies for example provide central filing systems and give each employee named folders 
on the server. It is also important for employees to have in mind that it is easy to lose a 
memory stick and to store disks or tapes somewhere safe. Nakamura, Zhao and Nakagawa 
(2013) writes about the importance that businesses have a backup strategy.  Worth 
considering is that backup can take many hours, storages and be costly when files become 
large. Therefore it is important for the company to consider what kind of backup that suits 
them best. Data-backup can be divided in four types according to Al-Abed & Nasereddin 
(2013): 
  
1. Full backup - This is the starting point for all types of backup and contains all the data in 
the folders and files that are going to be backed up. Because full backup stores all files and 
folders it is pretty simple to restore operations to their normal status. 
 
2. Differential backup - This type of backup contains all files that have been changed since the 
last full backup. The advantage is that it is shorter restore time compared to full backup, but if 
this type of backup is performed many times the size of the differential backup might grow to 
be larger than the baseline full backup. 
  
3. Incremental backup - Incremental backup provides a backup that have been changed since 
the last time. The advantage is that it takes the least time to complete, but each incremental 
backup must be processed during a restore operation which can take more time than the other 
backup types. 
 
4. Mirror backup - This type is same as a full backup, with the exception that the files have 
not been compressed in zip files and they can therefore not be protected with a password.  A 
mirror backup is often used when have to create an exact copy of the source data. The 
advantage is that the backup files can be readily accessed using tools like Windows Explorer. 
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3.4.3 Firewall 

According to Stamp (2006) a firewall can be described as a secretary for your network. The 
firewall examines requests to access the network, and then it decides whether they pass a 
reasonableness test. If so, they are allowed through, and, if not, they are refused.  
Depending on how important the network is it can be harder or easier to access the network. 
Firewalls are important elements in network security says Gouda and Liu (2007) and have 
been widely deployed in most businesses and institutions for securing private networks.  
 
For business using Intranet Mayur, Desai and Richards (2002) describes that it is a must to 
install firewalls to prevent outsiders from accessing its own private data resources and for 
controlling what outside resources its own users must have access. When a company has 
recognized that the there is an existing threat, it is important to try to determine the nature of 
the threat, how much vulnerability is acceptable, and what is needed to stop the threat. 
Therefore it is crucial knowing the network infrastructure. 

3.4.4 Computer virus and malware 

One problem is that business activities is increasingly taking place outside the corporate 
firewall and employees are using their own devices in work Gohstand (2013).  When 
employees uses internet the IT - risks increase. Khan (2012) describes that the security of 
computers is routinely threatened by malicious programs such as computer viruses, Trojan 
horses, worms and other similar things. Once computers are infected these programs can 
destroy expensive computer hardware, damage valuable data or compromise the security of 
sensitive information. A computer virus is a computer program that can replicate itself and 
infect a computer. Viruses are sometimes confused with computer worms and Trojan horses, 
which are technically different. A worm can spread itself to other computers through network 
and exploit security vulnerabilities. Trojan is a program that appears harmless but hides 
malicious functions. Worms and Trojans, like viruses, may harm a computer system’s data or 
performance. It is important for employees to avoid suspicious web sites, install a reliable 
antivirus-, malware program and scan email attachments as well as avoid using unknown 
USB-drives. 

3.5. Theoretical summary 
The table below (3.1) reviews the most significant aspects of the theoretical framework that 
was presented above. 

Table 3.1: Summary of the theoretical framework 

 

Approach Activity to reach awareness 

IT-Usage IT is today an important and diverse tool that can help the 
employees understand the different aspects that it can be used with. 

Learning Adjust accordingly to each individual and learning preference to 
maximize on the learning process 

Awareness 
training 

Split into groups, introductory and detailed training. Train 
individuals accordingly to the business continuity plan. 

Scenario 
training 

Execute scenario training accordingly to the key phrases and 
implement exercises on a regular basis. 
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Education New members should be introduced into the business continuity 
training and existing staff should be re-introduced every 6-12 
months to the training programs and business continuity plan. 

Password Use strong password. Random combination of characters. Be 
memorized and frequently changed. 

Data backup Be sure that data is stored. Not saving important data on their own 
computers. Have in mind that it is easy to lose a memory stick and 
to store disks or tapes somewhere safe. 

Firewall Make sure that the network that is used has a firewall. 

Computer 
virus and 
malware 

Be careful when using internet. Avoid suspicious web sites and 
always anti-virus scan email attachments. 

    

3.6 Relevancy to field of study 
Different concepts have been presented throughout this chapter and are later on used 
throughout the theoretical framework as well as the conclusion. The concept with this is that it 
is meant to work as a foundation to help the reader understand the depth of the purpose with 
this study. As the BCM has taken the role to help identify to how much an organization is 
exposed to threats the key into succeeding with the BCM is understanding the extensive range 
of the threats and how what type of behavior is found during the recovery process. To help 
exploit this, complete situational awareness will be needed. Therefore BCM and situation 
awareness are both concepts that are highlighted and accentuated throughout the theoretical 
framework. The concepts are available through different security frameworks and should be 
used by different types of organizations in order to improve IT-security. Both the BCM and 
situation awareness chapter have assisted in the process of formulating the research questions 
and are later on used as a basis for seeing how much of the empirical study can be connected 
to existing theory.  
 
Second part of the theoretical framework regarding IT-security awareness and employees’ 
usage of IT-resources becomes relevant to the study when answering the two sub - research 
question about how IT-usage impacts the employees and if there are any key elements that 
B2B-companies have neglected to adapt. The two different chapters describe what knowledge 
employees should have regarding viruses, malware, password and backup and what type of 
training and education the employees need in order to complete their work assignments. 
Topics from the theoretical framework have also been used as a basis for how the interview 
questions have been formulated. 
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4. Empirical study and results 
As a complement to the theoretical framework we’ve compiled in an earlier chapter, 
interviews have been conducted with a few respondents that work within different B2B-
companies at different levels. 
 
The figure below (4.1) represents a sketch where we try to visualize how we have chosen to 
work with the theoretical framework and the results from the empirical study. The glasses in 
the figure represent a lens that yields to clarify the key elements that have been discovered in 
the theoretical framework. To enhance the distinctness of the empirical result in the following 
chapter we have chosen to split and group the answers into four different sections (see figure 
4.1) that were concepts which were derived from the theoretical framework. This has been 
done for the convenience of the reader to help create an understanding of how each of the 
following respondents look at the various aspects of IT-risks that are addressed in the research 
study. As a result of the theoretical framework the interview questions have also been divided 
in the different sections and have been formulated with the theoretical framework as base.   
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 4.1:  Theoretical connection to empiricism  

 
Below we introduce and present the parts in every interview that has the most relevance to the 
research area to further assist the reader and help create a good overview of the context 
without compromising for any important aspects. The answers in this chapter are only reviews 
of the transliterations made after each performed interview 

4.1. IT-use when performing work assignments 
As the theoretical framework point out (see chapter 3.4 and 3.4.4) companies today rely 
completely on the use of the Web and their information systems for their organizations to 
work operatively. However, as the theoretical framework reviews there are certain risks that 
accompany the use of the Web that many users are not fully aware of. To determine whether 
employees actually depend on the use of information resources in their daily activities and if 
they are aware of the many risks that accompany when browsing the Web the following 
questions were put in focus: 
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- In what context do you use IT when performing your work assignments? 
- Do you surfing on the web at work? If so, are you aware of risks such as computer 

viruses? 
 

Usage and impact of IT in the daily activities 
The respondents from the companies A, B, C, X, Y and Z answers show that the use of 
information systems are a big part of their activities that they have to perform at work each 
day. Sarah at company A was the first respondent that we interviewed and she explained in 
detail how her smartphone and computer completed each other making her work assignment 
easier for her. As well as Göran at Company B and Hans at Company C explained the 
correlation between the smartphone and the computer for their daily activities. Helena from 
company Z, that we interview much later on in the process also seem to clarify how the use of 
her computer, smartphone and the web helped her with assignments that included searching 
for other similar companies and keeping in touch with her other Nordic colleagues. Elin and 
Rasums from companies X and Y whom also participated in the interviews but are far 
younger than the other respondents and have other tasks then the other respondents show that 
information technology resources are just as important for them as well. Elin describes that a 
typical workday includes her being in front of a computer and a phone. All of the major tasks 
are done with a computer and different operations within the internal business system that 
they work with at Company X. Rasmus from Company Y works within warehouse 
management and describes that the computer is crucial as tool for them, because with it they 
register received and sent products but also to check that the address is correct and to check 
the tracking number for the product. 
  
Each of the respondents explained about their intranet/ internal business systems and how it is 
well integrated in the business actives and a major part of their daily tasks. The respondents 
that work as sellers within B2B-companies also explained the contribution it makes for them 
while talking to current clients or recruiting new ones to the company.  As communication is a 
bigger part within B2B-companies the interviews clearly show how important the 
communication is for the respondents and their clients. The information systems go beyond 
the computer and the internal business systems, a greater time is being spent on 
communication through smartphones and programs such as Skype and Outlook, as both 
Göran at Company B and Elin at Company X clearly state in their interview. Even if the 
computer is still one of the more important work tools, the smartphone and other useful 
programs take an even bigger role in this. Both Göran, Sarah and Elin state that the 
smartphone is a very useful tool to use when they are not in the office, they can check their 
email, access other important information and book meeting with clients, all of which can’t be 
accomplished with a computer. 
 
On the combination of private and personal use  
In addition, the use of the computer and smartphone exceeds the work activities and gradually 
comes in contact with the personal life as well. According to Hans, surfing on the web during 
work hours is pretty common which both Elin and Helena concur with.  Elin from Company 
X states that even though she surfs the web during work hours she is very aware of the risks 
and proceeds with caution to every website mainly because she sees herself as up-to speed 
with the risks that may occur. Sarah from Company A situations that she also uses the 
smartphone to check on social media sites such as Facebook but only uses the computer to 
visit other websites. Rasmus from Company Y also acknowledges that he surfs the web with 
his personal phone during work hours. However, he doesn’t seem to be bothered of spam and 
other things as many of the other respondents seemed to be.  
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Mainly because, he explains that he uses his personal computer a lot outside of work which 
has helped him in developing an understanding of what websites/ emails can be seen as spam 
or malicious websites. 
  
It is quite often for the work computers to have anti-virus protection installed to warn the 
users for malicious spam, hackers or other unscrupulous effects that a website may have. 
Even though this is the case all of the elderly respondents seem to lack knowledge how far the 
virus-protection can help them if they get a malicious entity on their work computer. As 
Göran from company B states that he doesn’t know how good of a protection an anti-virus 
program gives him. Helena from Company Z corresponds with Göran and thinks that it is 
hard to proceed to surfing the web in a safe manner. Helena also cares to bring up another 
important issue that many of the elderly employees may encounter, the lack of education 
regarding the use of different programs that seems to exist on every computer. Helena’s 
worries about not being educated enough in the field of malicious spam or viruses displays an 
important message that need to be taken in consideration regardless of what generation the 
employees belong to. 
  

I have never got any education about how to use Internet in a safe way. I think my 
generation needs to get more education about this. 

                                                                                                    (Helena, 2014)              
            
Nevertheless, both Hans and Sarah from companies A and C have specified during the 
interviews that the smartphone has a greater part of their client’s information stacked on it. 
But as the smartphone also becomes a part of the personal life there is no assured protection 
as it is with a computer and their anti-virus. Sarah believes that the work phone doesn’t 
provide the same protection as the computer and “warns” the user of a malicious entity and 
Hans doesn’t have an inkling of how the safety net works with smartphones, leaving the 
respondents with more questions than answers about the problem. 

4.2. Keep data safe 
Passwords and information storage are two things that play a crucial role in information 
confidentiality with any B2B-company. As the theoretical framework (see chapter 3.4. and 
3.4.2) review, data-backup and passwords are two common concepts that are applied 
throughout every company, mostly because it often cares as a protection for valuable 
information and prevents any major data loss. The use of a password opens up doors to access 
valuable information. However, often are the passwords not strong enough, placing the 
company at a risk of information leaking if an attempted virus attack may occur. As a result, 
any major data loss may put an end to a company’s productiveness because of the lack of 
knowledge of strong passwords and the company’s data backup. On the basis of this the 
following questions were of importance during the interview: 
 

- Do you know if the information you handle when performing work assignments is 
stored (for example in databases)? 

- Do you think a major data loss put your organization at risk? 
- Do you need to use passwords when you login the IT applications?  
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On knowledge about backed-up information and information loss 
Backed-up information and databases are things that sounded familiar to Hans, Sarah and 
Göran. However, they seemed a little disoriented in how it actually works within their 
organizations. Sarah clearly states during the interview that the organization she works for, all 
of their documents get backed up somewhere and it is not anything that the staff members 
have to do manually in order for it to happen. However, she also states that the problem with 
their backing up is that their information is stored in different places and that all changes do 
not get saved, leading both her and her staff members with faulty informations that needs to 
get doubled checked. Göran states the same thing as Sarah and knows that there is a backup 
for their organization as well and assumes it to be a database of some kind. However, Hans at 
company C seems to have a different backup system, the organization he works for uses cloud 
storage with a designated IT-expert to take care of any mishaps that may occur. As for the 
smartphones they use in their daily work activities, they seem to lack knowledge of how the 
backup is supposed to work. According to Sarah the contacts on her phone should get saved 
on the sim-card, but she is not entirely sure about that neither is Hans about the same 
question. However, Helena informs us that she doesn’t know how it works at Company Z. 
She continues to explain that she often just saves the information in word documents or lets it 
stay on the received/sent mail. Elin on the other hand is much more secure with the answer 
and explain that within Company X all information in the business system is stored in an 
external database. But she is not sure about how it works with the email on her computer and 
the contact information in her Iphone (smartphone). Rasmus with Company Y is vague with 
his answer and believes that the information is stored on the database but he is not certain. 
However, he tells us that he also prints out the order so the information gets stored in paper 
format if something would happen with the system. 
  
The respondents seem to agree on point that a major data loss may put their organizations at 
risk. Elin from Company X starts off with expressing that as everything within the 
organization is stored and saved within the internal systems, therefore a major data loss would 
put their organization at a risk. Moreover Helena from Company Z explains that as her main 
work devices at work include her computer and smartphone, all of the important information 
is therefore stored on those two devices. She expresses that the loss of this important data 
would not benefit her at all, on the contrary it would do more harm than good. Sarah from 
Company A continues to explain how a major data loss would affect her company’s profits as 
she would not be able to perform her assignments because she would lose all of her clients’ 
information and other important information that supports her in her work tasks. Rasmus from 
Company Y clarifies that all of the orders that comes through the company goes to them at 
warehouse management first. So all of the important information that they need to access to 
make a shipment to the customer is received through email which is then stored in the internal 
system. Meaning that if Company Y would suffer from a major data loss it would put the 
company in bad weather, doing more harm and making them lose their clients as well as their 
profit. But then again Rasmus states that they have that kind of information stored on paper as 
well, or at least the older orders. Göran from company B concurs with the Sarah from 
Company A and adds that without the essential tools of a seller, computer and a phone, the 
seller is not as effective as they could be. Furthermore Göran also states that all information 
that is of value to both him and his company is stored in the computer and nowhere else and 
without it they can unfortunately no be operative in the same way. 
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Yes of course I believe so. Without the computer and the phone, the sellers in the 
company are not as effective as they could be. All of our information that is of value to 
us is in the computer, without we can’t be operative. 

                                                                                                    (Göran, 2014) 
  
However, Hans from company C has been with his company a longer while and explains that 
when they company first started they had everything in paper, but now as it is the modern 
ages everything is within the cloud or in the computer. However, they do have some very 
important information on paper just-in-case but the main scope is stored within the cloud or 
the computer. Therefore if something would happen to either the cloud or the computer it 
would put company C in a risk as they would not be able to conduct business any further. 
 
On the use of passwords within different systems 
Being involved with so much information and using different IT-resources passwords are a 
given concept for keeping information secure. At company B where Göran is employed they 
use passwords to be able to login to their work computer and a separate pin-code for their 
phone. The employees also have a dispersed login to their intranet. Both Hans from Company 
C, Elin with Company X and Helena from Company Z clarifies that most of the employees at 
each of their companies have personal passwords to login on computers, business systems and 
to the other systems they have at the company. Moreover, they explain that the passwords 
don’t have to be changed for a time period, ensuring each one of them to always be able to 
use the same one they have had for years. 
  

When I login on computer or the virtual desktop (intranet) I use password. I use same 
password in all systems, because it is easier to remember. I have never changed the 
passwords. 

                                                      (Elin, 2014) 
  
Sarah on the other hand discusses with us that at Company A they have certain IT-systems 
where they employees add and download information about different clients together, she 
explains that this means that everybody within the sales department only have one account set 
up and that everybody within the sales department have to share the same account and the 
same password. Besides this sharing account, all employees have passwords when they logon 
into their computers and pin-codes for their phones. In addition to the previous respondents, 
Rasmus from Company Y tells that the passwords they use within warehouse managements is 
the one they use when they log into the computer and when they employees log on into the 
shipments website to find the tracking number. 

4.3. If IT- stops working 
The complexity of modern information systems is reviewed during the theoretical framework 
(see chapter 3.4). The chapter also discusses the importance of usage of IT-resources for 
every organization and that it fundamentally plays a bigger part than many employees see it to 
be literally. However, even if IT-resources are considered to be an important tool to many 
organizations, the question is to what extent is this information accurate. To get an input from 
reality, the following questions were of importance during the interview:  
 

- Do you think it is possible to perform your work assignments without using any IT? 
- Have you ever had a situation at work when IT you use stops working? 
- How did it affect you working assignments? 
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On the importance of IT 
As the use of IT-resources becomes an integrated part of the company and the staff members 
get to depend on it heavily, the meaning of having functional IT-assets get more recognized 
by every day. Sarah from Company A distinguishes the importance of having available IT-
resources while working. She explains that she does all of her work assignments with the help 
of her computer and when she is out on a sales mission her phone becomes the number one 
tool she uses. Sarah does actually not believe should would be able to perform her 
assignments without the help of using IT-resources as she is so dependent on it. Helena from 
Company Z concurs with the previous respondent and puts a hard emphasize on without the 
organizations intranet it would be hard to create and send offers to customer/clients as well as 
keeping in touch with the Nordic head office and her colleagues. Even the younger 
respondents, Rasmus and Elin from companies Y and X agree on the point that without IT-
resources everything would become much harder to accomplish. Elin continues to explain that 
every system within company X is synchronized with all of the employees in order for them 
to be as effective as possible. Therefore the use of no IT-resources would lead to the 
organization to become ineffective and to lose profit.  Furthermore explains Rasmus that 
Company Y’s warehouse management is built upon the use of information technology 
resources and that every order or shipment that is made is registered on the computer. 
  
However, Göran from Company B believes that he could make it work without using IT-
resources. His plan involves using letter with stamps to be able to come in contact with the 
companies that they are interested in having as clients. However, Göran does distinguish the 
fact that their competitors would run over them and take all of their clients because the 
company would be perceived as old-fashioned and ineffective for not using the essential form 
of contact- emails. Company C and Hans seem to be following Göran and Company A’s cue 
to have a backup plan if the essentials of the companies information technology would cease 
to exist. As Hans says it himself: 
  
                                   “I could do it 1995 so I think I could do it now too” 
  
Nonetheless Hans tells us that the inefficiency of conducting business that way may have 
worked back in the days but today it would no benefit the business sales it would have 
decreased it. To be able to keep up with the competitors today Hans states that the 
organization has to use advanced information technology due to their products that need to be 
displayed product catalogues and websites as well as for the administration that occurs within 
the company. According to Hans it could be done by hand as it was done back in 1995 but it 
would be very time consuming and it would be nearly impossible to come in contact with 
suppliers, customers and companies that are located all around the world. But nowadays that 
part becomes easy, as Hans himself positions it, you just email them. 
 
On different situations when IT-resources are not working  
It is one thing to have a plan but what happens when information technology resources 
suddenly just stop working. Sarah from Company A describes that she has never actually 
experienced her computer shutting down completely but she emphasizes the fact that the 
computer is very slow. Slow computers are never a sign of good things, Sarah explains 
furthermore that because of her computer her tasks often take much longer to complete then 
what was initially calculated. However, as Sarah has described before her phone is very 
important asset in her line of work, and the possible shutdown of her phone would have 
devastating consequences. Sarah described her experience of having her phone not 
functioning while she was out of the office and had an important client meeting scheduled.  
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Sarah clarified that while her phone broken, she was unreachable for both clients and 
colleagues and could not get a hold of anybody not even the customer she was supposed to 
meet up with. Instead of bonding with clients and going off to other meetings, Sarah spent a 
whole day trying to get it fixed. Rasmus from Company Y has also been experiencing his 
computer being slow. He expresses the fact that the slowness of his computer has often 
brought him to put in extra time at work to complete his assignments and made him frustrated 
though he expresses that the system has never stopped working completely.  
   
Hans from Company C  states that he has not encountered any problems with his computer 
either but he had difficulties with his phone and his email, which kept him away from 
business and caused trouble with an important shipping from an supplier. Besides Helena 
from Company Z also states that she has not yet encountered any major problems with her IT 
resources but she does express that when she first started working she had some problem with 
installation of the hardware and the internet. This little problem cleared up later on but made 
her a little late on getting started with her work assignments. 
  
Göran from Company B states that he has not been experiencing any problems with his work 
phone or his computer but he and the other staff members did encounter some issues with 
their business system. The system had several bugs and would not save information correctly, 
leading the staff members to not have correct information about their clients and customers. 
However, according to Göran his supervisor got contacted by the other staff members and got 
it fixed but he states that during this period of bugs he lost some phone numbers that where 
quite important to him. Elin coincides with Göran from Company B and expresses that she 
has also encountered some issues with the internal system, especially the system they use 
regarding administration in Company X. Bugs and such happen often she says but the main 
problem was that they system didn’t show correct information, which lead to thoughts about 
the system experiencing problems with saving the information correctly. Furthermore Elin 
expresses that with this problem being present her work assignments became more time 
consuming. At times the problem can’t be solved with their helpdesk she says, often leaving 
her with more work she has to attend to the next day on and pushing her to become slow and 
ineffective. 

4.4. Actions if IT-incident occurs 
As authors in the theoretical framework state (see chapter 3.2) employees of a company are 
considered to be a part of an information society. Furthermore, as stated in the technical 
framework the complexity of IT-resources can sometimes be too technical for the employees 
to be able to handle by themselves which also plays an important part in their overall 
knowledge towards different IT-risks that may occur in the company. Different information 
security frameworks (see chapter 3.2) asses the importance of having employees that are 
aware and educated in these specific problems. As a result, the following questions were 
derived from the theoretical framework for the interview:  
 

- Do the company have any help desk for incident reporting and tracking? 
- Do you know if the company have an IT-risk plan, so you know what to do if IT stops 

working? 
- If the company have IT-risk plan, how have you been informed about the IT-risk plan? 
- Have you had training to ensure that you know what to do if IT-incident happens? 
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On company regulations and assistance from helpdesk 
Supposedly everybody within a company should be aware of their company’s regulations, 
reporting and tracking within the subject of incidents and risks.  Sarah from Company A 
expresses the fact that having an IT-support within the company is beneficial. And that in 
Company A they do have an IT-support that is present, which all of the staff members can 
contact if they have any questions about the system they operate in or general questions about 
their computer. Elin from Company X states that they do have a helpdesk within the company 
although it is a national helpdesk that everybody within the office calls to when they 
experience problems. Rasmus from Company Y express himself about the current question in 
a specific manner and explains how it works within warehouse management: 
 

“The office has a global IT support, so if something happens we have to call to one 
other country. It requires that we can explain the problem in English. For me it is no 
problem but I know that some older employees ask someone else to call if for example 
they have forgot their password.” 

  
Hans at Company C has a similar set up as Sarah from Company A. Company C also has IT-
responsible that is devoted to handle all relevant IT-problems that occur within the company. 
Helena from Company Z concurs with Hans and explains that within Company Z they also 
have an IT-responsible that is placed in the head office and responsible for all of the problems 
that occur within the company. Göran from Company B expresses the point that at the current 
moment the organization has not any kind of IT-support. However, if something would 
happen within the organization the staff members are advised to contact the suppliers of their 
current bossiness system and the manufacturers of the phones they use. On the other hand 
Göran also expresses the statement that they have rather skilled administrator whom can help 
them with easier problems that they encounter. However, if the severity of the problem is too 
complex the problem gets imminently handed over to the head of the office. 
  
On knowledge, training and education 
The knowledge of the IT-risk plan is hard to transfer to the employees. Many times it seems 
as senior management seem to forget to tell the sub-employees about this. Elin from Company 
X and Helena from Company Z that are in close contact with senior management seem to not 
have any knowledge about any form of plan or at least any form of IT-risk plan. Sarah admits 
that many employees at Company A actually don’t have any knowledge of an actual IT-risk 
plan as well. She states that they do have a handbook and yet she expresses that she is 
uncertain about its contents. Furthermore Sarah also states that their supervisor has not 
informed the employees about the company’s IT-risk plan. However, Sarah addresses the fact 
that they have been informed that if something would happen they are advised to contact their 
IT-support and let them handle the problem. Which is the same thing that both Elin and 
Helena have been advised to do as well. On the other hand, Rasmus from Company Y whom 
works within warehouse management hasn’t either heard anything about any risk-
management plan but his supervisor has given him the exact advice as the previous 
respondents have given, that in case of a problem or emergency he should contact the IT-
support they have within the company. Göran from Company B states that the company 
doesn’t seem to have any plan, not anything he is aware of anyhow. However, their supervisor 
at the company has pinpointed a few times to the other staff members that they should print 
out important phone numbers and email addresses if the computer would crash. Göran also 
adds that this recommendation they get from their supervisor is something that has just been 
said a few times but never has it been brought up at any of their official meetings they have 
with the other staff members.  



 

[33] 

Hans whom is with the Company C also pinpoints that they have an IT- risk plan for the 
intranet in their organization, all important information gets stored in the cloud but points out 
that Company C lacks a risk management plan for their phones or their emails which have 
important information stored as well.  Moreover Hans expresses that they have yearly 
meetings where the staff members get informed about backup solutions and how they should 
proceed with their cloud storage and intranet if a disaster occurs. 
  
To be able to respond to the IT-risk plan that is set up for each company, training with the 
employees for each situation would be a great start to get them to become more aware. 
Nonetheless Sarah expresses that the staff members within Company A has not received any 
proper training for how they should proceed if their computer or phone stops working. 
  

No, we have never received formal training about how we should proceed if the 
computer or the phone stops working. But it would be good to have some training 
within the subject because we spend most of our time in front of a computer. 

                                                                                                    (Sarah, 2014) 
  
Helena from Company Z and Rasmus from Company Y see eye to eye with Sarah regarding 
the lack of training for employees within each of their own companies that they work for. In 
addition to the previous respondents, Göran admits that the staff within Company B haven’t 
either had any formal training in regards to their information technology resources or how 
they should proceed with other problems such as spam that approaches their email. 
Furthermore, Göran also states that in regard to handling a problem, they only focus on 
solving a problem when the problem actually occurs and not before. Nevertheless, the lack of 
training for both each of the respondents bring them to the conclusion that formal training is 
important and should be included for each staff member. Emily from Company X who hasn’t 
either heard of anything such as training within the subject of risk management planning 
believes that even though information technology resources take such a big part in the daily 
work assignments for the staff members within a B2B-company and because they spend most 
of their time in front of a computer, she finds it odd that none of the respondents supervisors 
have discussed such thing as it is an important manner to address to ensure that every staff 
member is prepared for the worst. 

4.5. Empirical summary 
The table (4.1) below presents a summarized presentation of the respondent’s answers. The 
intention is to compare and analyze the bound between the empirical study with the 
theoretical framework in the next chapter. Therefore, this table is categorized after similar 
aspects as presented in the theoretical framework. 
 

Table 4.1: Summary of the empirical result 

 

Approach Interview results 

IT-usage  The use of information technology resources showed to be more than 
sufficient. Because the interviews were conducted with both sellers, 
administrators as well as employees within warehouse management it 
has been  shown that no matter the level of work assignments each and 
every one of them use information technology resource just as much. 
The interviews also revealed that without the use of IT in their daily 
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work their assignments would be near impossible. All interviewing 
persons think that IT is very important when performing work 
assignments. IT helps to make work more efficient and it leads to 
more sales. 

Training, 
Learning 
and 
Education 

The interviews that were conducted with the different respondents 
exposed that there is a lack of training and awareness with each and 
every one of the participants. Even though this is the main issue, many 
of the respondents sees it as unclear as to why they have not received 
any training or education because they are exposed to different IT-
related resources everyday within their work assignments. The elderly 
respondents thinks that their generation should receive more education 
so they learn how the different it-resources function. This would make 
them feel more secure when using IT.  

Password With the use of different types of business systems, internal systems, 
websites and smartphones passwords become a clarity for the 
employees. It is way of keeping information secure. However, many 
of the respondents expressed that they use the same password for each 
and every one of the system they use within their organizations. They 
also exposed the fact that their passwords don’t have a specific time 
frame, meaning that they do not have to change their password after a 
specific period. 

Data 
Backup 

The knowledge about data backup is seemingly undefined and unclear 
with many of the respondents. A handful of the respondents know 
where and what is getting saved at their organizations backup. But it is 
still clear that many of them don’t have a clue of what their 
organization uses, often they just call save things on the word 
document or on the email. 

Computer 
virus, 
firewall 
and 
malware 

All interviewing persons use Internet on their computers but not 
everyone are aware of the risks as spam and viruses. Majority of them 
also know if their computer has a firewall. However, the younger 
respondents that are between the ages of 23 and 24 years old express 
that they have more knowledge than the elder. 
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5. Analysis 
In the following chapter our mission is to discern the results from the empirical study and the 
gathered theory to answer the research questions we verbalized. This analysis will be 
conducted on the basis of the parts above to help create a complete understanding which will 
later build up towards an answer to the research question.  
 
The following chapter discourses an analysis of the collected empirical data and theoretical 
framework that has been presented before throughout the study (see chapter 3 and 4). The 
succeeding sections will discuss each of the research questions in regard to the different 
standpoints of the theoretical framework and the results from the empirical data that were 
found. The supposed conception with this is to study whether different patterns between the 
findings of the empirical data and the theory can be recognized. We have also chosen to use 
the key elements from the theoretical framework. This is done partly to create a better view of 
the analysis but also to help focus on each individual part of the different research questions. 

5.1 Importance of IT-resources and awareness 
The use of IT-resources covers a broad range of topics then again the most important aspect to 
consider in this study is how the employees see the importance of IT-resources towards their 
assignments. Even though IT-resources are commonly used, they are not used with any 
awareness. Around the corner are different risks lurking with the use of IT-resources and 
planning for a farfetched disaster may seem to be strange at first but it is a smart choice for 
any organization that wants to protect their valuable information.  
 
Importance of IT-resources 
One of the objectives with this study was to investigate how important the use of IT-resources 
are for employees in a B2B-company. In the theoretical framework Retelle (2008) discusses 
that the complexity of modern information systems makes it very important to be prepared 
and aware of risks that accompanies employees IT-usage. The empirical study that was 
conducted showed that all of the respondents are using IT-resources when performing their 
work assignments and are heavily dependent on the use of them. Furthermore the respondents 
express that no matter the job-description they had a typical work day would include a 
computer and a phone by their side. However, the respondents clearly expressed that if the IT-
resources they use on a daily-basis stop working, the majority of the work tasks could not be 
finished. 
 
The scope is that different IT-resources are of great importance to the B2B-employees daily 
activities, meaning that without them it would be hard to do their given assignments. Sarah 
from company A for example distinguishes the importance of having available information 
technology while working. She explains that she does all of her work assignments with the 
help of her computer and when she is out on a sales mission her phone becomes the number 
one tool she uses. Sarah does actually not believe should would be able to perform her 
assignments without the help of information technology as she is so dependent on it.  
Moreover, the interviews reveal that the employees did not care about different IT-risks, as 
their supervisors directed them to contact the IT-support if they would encounter any 
problems.  
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Rasmus from Company Y whom opposed to the other respondents doesn’t work in an office 
but within warehouse management hasn’t either heard anything about any IT-risk plan. 
However, his supervisor has followed the exact same path as the other respondent’s 
supervisors and given him the same advice that in case of a problem or emergency he should 
contact the IT-support they have within the company. Business survival depends on several 
factors one of them being the assured continuity of core business activities and the supporting 
services within an organization. The interviews showed that there is a lack of knowledge 
about any form of plan, and many of the respondents did seem to agree on this point except 
for Hans with Company C. Company C seems to be the only Company that actually informs 
their staff members about the backup solutions and how they should proceed in case of an 
emergency. 
 
Awareness 
The theoretical framework helped acknowledge the fact that training, education and 
awareness revenues up a bigger part in information security then what it was first concede to 
be. As mentioned in the theoretical framework (see chapter 3) Herbane et al. (2004) explored 
four different standpoints of BCM such as human resources, business continuity planning and 
processes, communications and structures, attitudes and ownership. All of these different 
standpoints work together to form a team against threats.  However, as the empirical study 
showed that the employees lack training, the team that is of importance according to Herbane 
et al. (2004) cannot be formed. As a result, the overall organization has much greater chance 
to fail if they encounter any risks (ibid.).  
 
When it comes to the importance of awareness Gryszkiewicz et.al (2012) presents that 
awareness is not only based one characters understanding of a situation, it stretches a little bit 
further and can be seen as a collective understanding, such as within an organization or 
amongst staff members. Nevertheless the complexity of the uprising problem with the lack of 
awareness, training and education within the interviewed companies is clearly shown when 
Göran, an employee and B2B-seller at Company B, continues to explain another delinquent 
concern which is that Company B only focus on solving a problem when the problem actually 
occurs and not before. This avowal shows that the problem does not only lie with the 
employees but also with the senior management (Anttila et al., 2004; Wylder, 2004; 
Lindström, Samuelsson and Hägerfors, 2010). Enhancing awareness among all employees is 
of utmost importance but the key success is also to raise awareness amongst top management 
as they often have superficial knowledge and are not always equipped to making decisions 
regarding the organizations information security. Therefore, by engaging senior management 
in participating in information security trainings and related events can help to create an equal 
awareness of the surrounded practices (ibid.).  

5.2 Improving IT-risk awareness 
The prognostic questioning of both the empirical result and the theoretical framework we’ve 
gradually built ourselves up towards led us to the discovery of common keywords, both 
unambiguous and inherent, that kept on being mentioned throughout the subject of handling 
different IT-risks within different environments. These concepts were, awareness, training, 
education, passwords, data backup, firewalls, computer viruses and malware. On the subject 
of IT-risks and user-awareness and the concept of why it should be pertinent in general 
situations and especially why it should be a major focus within B2B-organization draws it 
essence from the complexity that is being pinpointed throughout the theoretical framework 
(see chapter 3).  
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The following part of the analysis will be divided into the key elements that were in focus 
throughout the theoretical framework and compared to the empirical result within each 
section. 
 
IT-usage  
Bulgurcu et al. (2010) described that today information systems are very important for 
companies and therefore it is also important that employees can handle the IT - risks that 
accompany IT-usage. The empirical result showed that all of the respondents use different 
types of information systems when performing their work assignments. Technologies that the 
employees’ use daily are computers and smartphones. The respondents from the empirical 
result distinguish the importance of having a computer as a work-tool to reach for example the 
intranet, internal systems but also their mail and internet. Some of the respondents also 
mentioned that they are not always present in the office therefore they often use their 
smartphone to make calls and send mails to clients. 
  
Kadlec and Shropshire (2009) gave examples of different security activities that employees 
should have knowledge about if something happens with the information technology they use. 
In accordance with the empirical study all of the respondents are using IT-resources when 
performing their work assignments. However, the empirical results showed that if the IT-
resources they use stop working the majority of their work tasks could not be done at all or 
partly. Just one of the respondents thought that he could manage to do his work assignments 
without the help of any IT-resources. However, he also mentioned that this would lead to 
inefficiency.  Furthermore, this particular respondent states that conducting business without 
IT may have worked back in the days but today it would not benefit the business sales and the 
profit would certainly decrease. Information resources are seen to be a complex environment 
(Retelle, 2008) and according to the empirical result for some of the respondents’ complex 
environments often result in frustration because of the time it takes to complete a task. For 
example as some of the respondents mentioned they are experiencing their computers to be 
slow and the work tasks therefore often take much longer to complete then what was initially 
calculated, making the respondent feeling angry and frustrated over the time it takes to finish 
a task.  The empirical result demonstrates that the employees are dependent on fully 
functional IT-resources within their companies to be able to do their job fully operatively. As 
a result, the importance of having an operative IT-help desk support has increased in order to 
help the employees maintain technical control (Hendersson, 2009). The empirical study 
displayed how a majority of the interviewing respondents had an internal or external IT-
support or an IT-responsible that can help the employees if something would happen to their 
IT-resources. 
 
Training, learning & education 
The statement that employees are a part of a bigger information society aids to realize the 
importance of having the whole organization from top to bottom, to have the same 
understanding of how they should react if anything would happen to their systems. 
McCumber (2005) spots out that one of the more powerful tools an organization can have by 
their hands is the supremacy of well-educated personnel. Knowledgeable employees derive 
with informed education, training and awareness. Although there is sufficiently of material 
that has been written about the importance of the having trained, educated and fully aware 
employees for every organization such as the Information Technology – Code of Practice for 
Information Security Management (ISO 17799, 2000), The Standard of Good Practice for 
Information Security (ISF, 2003), the empirical study show on otherwise.  
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The study revealed that important parts are neglected within the B2B-companies from which 
the respondents represented. One of the bigger concerns that surfaced during the interviews 
and which each and every one of the respondents corresponded to be was the lack of training 
and education in overall that seemed to exist for the staff members within each organization.  
 
For example Sarah explains that the staff members within Company A have not received any 
formal training for what so ever although the use of information resources takes up a bigger 
part in her daily activities.  Sarah gets endorsed by the others respondents as well in the 
following issue and they all seem to think that the problem is bigger than is occurs to be. Hans 
for example explains that within Company C the same structure is seen with the employees 
there as well. According to Morwood (1998) there are several ways of planning the training 
that is required for a business continuity management but the most important thing is to set 
out objectives or milestones for the individual that will help drive the employee forward. The 
literature framework helped set out two primary types of training that an organization should 
adapt; scenario training and awareness training. Each of the training types complement each 
other in helping the employee to understand how to be creative, motivational and focusing on 
the individuals’ attention towards making a conscious decision, but also to help them in their 
behavior patterns towards a situation regardless of their attitude, knowledge or emotional 
feelings to the specific subject. 
 
Grimaila (2004) captures different methods of how to train individuals on information 
security and also indicates that awareness and educations are key factors to the success of a 
security program’s overall success. Even though the importance of this is duly noted through 
the theoretical framework the empirical study showed that the companies seem to have 
neglected this aspect. This particular concern surfaced through the interviews, a clear absence 
of informal education for the employees regarding different risks that they may encounter 
while using information technology resources seemed to be present. Different respondents at 
the interview were of different ages. The younger respondents such as Rasmus and Elin from 
Companies Y and X felt that they were quite aware of the risks because they are a part of the 
younger generation and sensed that even though their companies seemed too missed out to 
inform them they didn’t feel the need to have it. However, one of the elderly ones, Helena 
from Company Z expressed her worries about not being educated enough in the field of 
malicious spam or viruses and she firmly believes that everybody within her generation 
should become educated about this.  Gibb et al. (2006) mentions that in order to achieve the 
best result in any security program it is important for every staff member to know their 
specific roles and responsibilities in the organization. He also recommends that new staff 
members should on go all training, including awareness and scenario training as a part of the 
introduction and existing staff members should have a re-orientation training executed every 
6-12 months to refresh their memory of the existing procedures that are relevant and when 
new systems and procedures have been applied to not forget important effects. 
 
Password 
One key element that is presented in the theoretical framework is the concept of having a 
strong password. Weber et al. (2008) described that users need to develop strong passwords to 
gain access to websites storing confidential financial information. The interviews showed that 
all respondents have passwords when they log-on to their computers and pin-codes for their 
phones, but none of the employees had to change the passwords for a time period. Wakefield 
(2004) pointed out that it is very important that passwords are frequently changed.  
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One of the respondents stated that the company they worked for also used an information 
system where only one account had been set up and every staff member within the sales 
department needed to share the same account and the same password in order to gain access. 
 
Data-backup 
One of the key-elements that were reviewed in the theoretical framework was data-backup 
which is also presented as an important activity in keeping information secure. Nakamura et 
al. (2013) discusses the importance of having a backup strategy so confidential information 
keeps safe and does not get leaked. The empirical study showed that the majority of the 
respondents had heard about such things but didn’t not know how it worked within their given 
companies. For example Sarah with Company A stated during the interview that the 
company’s documents do get backed up somewhere, but as it is not anything that is done 
manually by the staff members there is no need for them to know how it works. ICAEW 
(2012) argue in their report that employees should be discouraged from saving important data 
on their computers and instead save it to the data backup as a virus infection or passwords 
crack can have disastrous effects on any confidentiality clause that exists for valuable 
information. The empirical result demonstrated that respondents sometimes save the 
information manually in a word document on their computer to ensure that the data does get 
saved and not lost. Furthermore, other of the respondent stated that their information is stored 
in different places and that all changes do not get saved, leading both her and her staff 
members with faulty informations that needs to get doubled checked. 
 
Computer virus, firewall & malware 
Besides from using computers and smartphones when doing work assignments the empirical 
study also showed that respondents often use different IT-resources for personal use as well. 
This includes surfing the web during work hours and using smartphones to get access to 
different types of social medias such as Facebook and Instagram. In the theoretical framework 
(see chapter 3), Mayur et al. (2002) describes that it is a must to install firewalls to prevent 
outsiders from accessing valuable data. The empirical study revealed that the majority of the 
respondents were aware of the fact that an anti-virus protection was installed to warn the users 
for malicious spam, hackers or other unscrupulous effects that a website may have. However, 
many of the respondents did not know how to use it and how they should act if something 
alarming came from the program. Additionally, when using the Web the IT-risks increase 
heavily (Khan 2012), as many of the respondents clearly expressed during the interview that 
they do surf the web occasionally but as it surfaced from the empirical study that the majority 
of them don’t actually know what to do if they encounter something like this.  However, as 
the empirical study showed that the respondents not only use their computers but also their 
smartphones the respondents expressed that they have important data in their smartphones as 
well. As more and more business activities are taking place outside companies firewalls, and 
instead used on employees own devices increases the risk for uncertainty and information 
leakage (Gohstand, 2013).  The empirical result showed that these devices were a big question 
mark for when it came to answering questions regarding protection, viruses and malware.  
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6. Discussion & Conclusion 
In this chapters the conclusions to the main research question will be presented and 
discussed. The chapter also includes reflection about the choice of thesis method, 
recommendations of further research and finally the research’s relevancy.                                   
      
To reconnect to the primary purpose of the research study, we will now present the conclusion 
that has been discovered during the course of this study. As the two sub-questions were 
analyzed and discussed in the previous section (see chapter 5), the following section will 
primarily focus on laying out the final results in regard to the main research question (see 
chapter 1). The chapter will also display some form diversified discussion, where the 
researchers will lay out their reflections of the conceding conclusion. 

6.1 To what extent do B2B-companies follow the information 
security frameworks that have been developed to improve 
employees IT-risk awareness. 

The theoretical framework (see chapter 3) that was conducted as a part of this thesis showed 
that there is plenty of material that has been developed regarding employees IT-risk 
awareness. Frameworks about how to establish a suitable security awareness program and 
how to influence employees in a positive way can be found in different standards such as 
Information Technology – Code of Practice for Information Security Management (ISO 
17799, 2000) and The Standard of Good Practice for Information Security (ISF, 2003). There 
have also been previous studies that have been dealing with the specific subject of enhancing 
user awareness and how to effectively manage difficulties through specific actions, both 
related to usage of technology as well as actions directed to the individual of the company.  
 
Even though information security frameworks are available for every organization the 
empirical study demonstrated that the respondents lack awareness to that extent that an 
absence in the overall structure regarding IT-security is present. The extent in which the B2B-
companies have cared to fully implement the security frameworks regarding IT-security 
awareness is questionable and can therefore be seen as risk towards the whole company per 
se. 

6.1.1 Key elements that can be adapted 

The key elements regarding employees usage of IT-resources that need to be adapted by 
different businesses that work with important data rely on implementing actions such as 
strong passwords, data backup, firewall, computer viruses and malware. Each and one of 
these action are important in their own specific way due to the scope of how important the 
information is to the specific company. These key elements also help to protect the company’s 
assets against different hackers and viruses that can corrupt very important data. However, 
they key elements do not only rely on  physical objects such as discussed in the theoretical 
framework (see chapter 3) but also on an very important abstract subject, awareness. From the 
theoretical framework that was conducted, the impression of awareness overall is a bit hazy 
and hard to define since it is an abstract subject. However, there are specific actions that can 
be adapted to enhance the awareness within a company, especially the IT-security awareness. 
These actions include education, learning and two different types of training; scenario and 
awareness training. 
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The empirical study demonstrated that this abstract subject of awareness is partially non-
existent within the companies’ employees which gets reflected upon the lack of education on 
the use and impact of the key-elements such as strong passwords and data-backup. Even 
though the interviews that were conducted with the different employees within the B2B-
companies (see chapter 4), showed that most of the actions regarding employees use of IT-
resources are already applied in each of the companies but due to the lack of knowledge about 
how the technical actions actually function makes the implementation partly imperfect. For 
example, one of the respondents acknowledge the fact that password sharing and not changing 
their passwords every few months occurred within the staff. This shows on the lack of 
knowledge the employees have of constructing a strong password and what the benefits are 
with changing it once in a while. Furthermore the empirical study displayed that the 
employees literally do not know how the backup-strategy works. Many of the respondents 
understand the concept per se, but as far as the knowledge stretches towards actually using it, 
it falls short handed. At a side note, the backup that some of the companies have implemented 
seem to have a continuously flaw which result in inconsistent data and data loss. Some of the 
information is saved manually and in different places. As a result, the companies need to work 
on their backup strategy and employees have to get more information about how the backup 
actually works. However, the back-up strategy problem is a different issue which is 
interesting but can be researched about in the future. 
 
Continuously, the two other key-elements that were of importance were firewalls as well as 
computer viruses and malware. The empirical study demonstrated how the majority of the 
respondents acknowledged the terminology within these two elements but as far as the 
understanding of how to interpret actions displayed from the firewall and how to act if they 
were to encounter a thing such as, spam, the respondents fall once again shorthanded. The 
main problem which was revealed during the empirical study while discussing the key-
elements seem to go back to one basic thing, knowledge. Even though the respondents heard 
of the things, in this case the key-elements before, and understood the purpose with them, it 
seems as the bridge between the understanding and the engaging with the elements seem to be 
missing.  As stated before this all points out to one thing, lack of knowledge. The point of 
matter is, from a security aspect the lack of knowledge is not a good thing and does not 
benefit the employees or the companies in the long run, which can partially be seen from the 
empirical results as well. 
                 
The study displayed that a key-issue that was revealed during the empirical study was 
connected to the abstract subject of awareness. These key-issues that were noticed, deals with 
the lack of implementation of the different actions that can be used to enhance awareness. The 
empirical result demonstrated that the companies that were a part of the study displayed a 
clear gap within some aspects of the structure that is needed when it comes to making their 
employees aware of different IT- risks. Respondents did state during the interview that they 
have not been trained nor had any education about how they should carry themselves when a 
situation occurs or how to handle the different IT-risks that may occur. For example, the 
empirical result showed on the lack of education and knowledge when identifying potential 
risks, both Internet risks and risk related to their email. Even though the respondents 
understood the importance of being careful when using the Internet, or other IT-resources, the 
majority of them lack the education and knowledge to carry on according to this. As a result 
of this, it exposes their computers and indirect creates an environment full of IT-security 
risks. The elderly respondents clearly expressed their worries about not being educated 
enough in different types of issues such as this and believe that their companies should 
implement some sort of education for each staff members to help increase their awareness.  



 

[42] 

As a result, the empirical study has shown that the present awareness of IT-risks within each 
company is not sufficient enough for it to be efficient in case of an emergency, putting the 
companies at a disadvantage if a disaster occurs within the near future.  
 
The theoretical framework designates IT – helpdesk as an important tool for companies. 
Instead of educating the employees and making them aware of the different IT-risks the 
empirical study showed that if something happens with the IT-resources the respondents 
contact their helpdesk instead of trying to take care of the problem themselves. The 
employees just pass their problems onto the IT-support and during the time the helpdesk 
solves the problem the employee can’t complete their work assignment. The respondents 
stated that their problems often include slowness of the individual computer or denied access 
of some form, from an information technology perspective these problems don't seem to be 
that complex and could instead be solved by the employees themselves.  The passing along of 
small issues can be viewed as a future problem, the cry for help can be a small problem as 
well as a larger problem. However, as the complexity of the problem raises so does the time 
for the help desk to find a suitable solution. An attainable solution for companies could be to 
raise their employees IT-risk awareness and educate them of these small problems instead of 
passing the responsibility to helpdesk. Helpdesk could instead focus on bigger problems and 
the employees could be educated and aware of how to handle common IT-resource problems 
with the intention to help avert any future IT-risk situations. 
 
As the empirical study included respondents with different genders and age, it showed that 
gender did not have any effect on the knowledge of the respondents IT-risk awareness. Both 
women and men showed similar absence of knowledge concerning the usage of IT-resource. 
However, results showed that the younger respondents had more knowledge about the IT-
risks than the elder respondents. The reason for this could probably be that the younger 
generation has had the opportunity to grow up with computers, mobile phones and Internet.  
Resulting in that IT-resources are an essential part of their daily life as opposed to the elderly 
respondents. The older generation of respondents are maybe not quite as much engaged in the 
use of IT-resources and therefore their IT-risk awareness isn’t as high as the younger 
generations. Nevertheless, since none of the companies displayed any form of concept 
regarding training and education in general it was hard to see why they would have any form 
of awareness training implemented.  

6.1.2 IS-frameworks connections to reality.  

From the theory and empirical study we can conclude that IT-resources today are crucial for 
the B2B-employees. The usage of IT- resources affect the B2B-employees ability to work 
harder and be more flexible, such as being able to do their work assignments while being 
away from the office through the use of smartphones. The use of IT-resources also makes it 
possible for each staff member to be able to communicate with other employees at different 
levels for a more rapidly way of communicating and sending information to each other. 
Nevertheless, there is also a downside to everything. According to the empirical study, 
employees did not show on enough knowledge to be able to handle the IT-risks that 
accompanies the usage of IT-resources. As the lack of IT-awareness with the employees is so 
clearly displayed and that companies have shown on incomplete communication concerning 
IT-risk awareness with their employees, the bound between IS-frameworks and B2B-
employees IT-awareness seems relatively weak in accordance to how strong it is supposed to 
be. As the study showed that the IS-frameworks are not fully adapted in the B2B-companies, 
a conclusion can be made that there is a gap between theory and reality. As theory and reality 
don't confer with one another consequence with having such a gap will appear.  
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One of the bigger consequences that may appear and could be troublesome for the companies, 
is that their exposure to IT-risks increase wearily. Therefore, if companies would enhance the 
importance of having knowledgeable employees and push on the importance of having basic 
IT- security awareness for their employees, risks as for example data loss may probably 
would decrease. As B2B- businesses and their employees are becoming more involved with 
different types of IT-resources, the implementation of IT-security frameworks should be 
prioritized over other things. To sum it all up, if B2B-companies follow the different elements 
that the frameworks describe the bound will become much stronger. In order for this to 
happen, much more emphasis should be put on educating the employees to help strengthen the 
IT-security awareness that seems to be the foundational pillar between the IT-systems and the 
companies themselves.  
 
Conclusively, the respondents in the empirical study also left the impression that to help raise 
employees IT-awareness it requires a high level of participation from the companies top- 
management team. Even though this study has focused on the employees, we would also like 
to point out that probably will the main responsibility for implementation of IT security 
frameworks be an assignment for the top- management team. Even though IT-risk awareness 
needs to be implemented with the employees, nothing of this can be done nor changed 
without the actions from the top-management team. 

6.2. Method reflection 

The choice of method in this thesis has mainly worked well and fulfilled the intention with the 
research. The qualitative data collection, semi-structured interviews, have enabled material to 
analyze and answer the research questions. Selection of interviewing employees within B2B-
companies was hard because of the companies IT-confidentiality. Anonymity was very 
important for the companies. With assurance that the respondents would stay anonymous six 
qualitative interviews were realized and gave analyzable result. 
                     
The theoretical framework has partially been hard to write because it has taken more time 
than expected to find relevant literature. It has been difficult to choose right keywords when 
searching for suitable articles. Because of the fact that no similar studies have been 
conducted, the thesis results have not been comparable with other similar researches. In order 
to increase the thesis reliability it would have been helpful to compare this study with other 
studies. The methods reliability could also be increased if a quantitative research method 
approach would be chosen. If conducting a poll, results from more employees could have 
been compiled. However, when reflecting over the choice of method a quantitative method 
seemed very hard to conduct because of the time limit and difficulties to find suitable 
informants that would conduct an interview with the researchers. This also one of the main 
reasons why a qualitative research method approach was chosen and seemed to be most 
adaptable to the specific case.                     

6.3 Recommendations for Further Research 
It has clearly been shown that it is important that the whole company, from senior 
management to the lowest levels of the employees have the same understanding of how a 
BCM and IT-risk management plan works within the organization. IT-risk awareness plays a 
big role in the understanding of those two things. Awareness overall is a very broad area that 
needs to be reconsidered in many more aspects than the small one which this thesis is about. 
Given the fact that this study was a small step into the subject of IT-risk awareness with a 
focus on B2B-employees and not with top management, there is therefore another side of this 
story that needs to be taken in consideration as well.  
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Due to the fact that during this thesis the researchers have clearly spotted out that there is a 
gap in communication between top management and the other staff members, it can be a 
future input that needs to be researched about to help give more conclusive answer about why 
the IT-risk awareness is so low with the employees. As this study only was conducted with 6 
respondents in can be seemed as a bit farfetched to draw conclusions from. Therefore it would 
be quite interesting if a similar study would be conducted with a quantitative research 
approach. This would help generate more results and an overall answer to the question 
whether B2B-companies fulfill the standards for IT-risk awareness with their employees.            

6.4 Research Relevancy to Informatics 
The thesis relevance to the informatics area estimates are considerably high. As described in 
chapter 1.1 it is important for the companies to have awareness regarding different IT-risks 
that may occur within an organization especially with the employees. However, we have not 
found previous studies that have examined about the bound between employees within B2B-
companies and existing theory regarding IT-risk awareness frameworks. Therefore, we argue 
that this is relevant subject to study and can act as support for risk management within B2B-
companies later on. B2B-companies could also use this study to see what key elements should 
be adapted to reach IT-awareness. 
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Appendix 
Hi! 
 
We are two students studying Business Informatics at University of Borås, Sweden. This is 
our fourth and final year and during the period November - January we are going to write our 
exam work about IT recovery plan. The purpose of this of this study is to clarify if employees 
within B2B-companies have enough knowledge about IT-risk consciousness. Further we want 
to create an understanding of what actions B2B-companies can take to improve their 
employees IT-risk awareness. 
 
We are interested to interview you about this subject. The questions you can see below. We 
understand that questions can be hard to answer because of confidentiality. If you prefer your 
name and companies name will be kept anonymous in the report. 
 
The interviews can be performed in the way that suits you best (telephone, Skype, IRL or 
answer the questions by mail goes also fine). Interview language can either be Swedish or 
English. 
 
Best Regards, 
 
Magda Hörndahl magda.horndahl@live.se (+46707907421) 
Sebila Dervisevic sebila.dervisevic@live.com  
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Gantt- chart 
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University of Borås is a modern university in the city center. We give courses in business administration 
and informatics, library and information science, fashion and textiles, behavioral sciences and teacher 
education, engineering and health sciences. 
 
In the School of Business and IT (HIT), we have focused on the students' future needs. Therefore we 
have created programs in which employability is a key word. Subject integration and contextualization are 
other important concepts. The department has a closeness, both between students and teachers as well as 
between industry and education. 
 
Our courses in business administration give students the opportunity to learn more about different 
businesses and governments and how governance and organization of these activities take place. They 
may also learn about society development and organizations' adaptation to the outside world. They have 
the opportunity to improve their ability to analyze, develop and control activities, whether they want to 
engage in auditing, management or marketing.  
 
Among our IT courses, there's always something for those who want to design the future of IT-based 
communications, analyze the needs and demands on organizations' information to design their content 
structures, integrating IT and business development, developing their ability to analyze and design 
business processes or focus on programming and development of good use of IT in enterprises and 
organizations. 
 
The research in the school is well recognized and oriented towards professionalism as well as design and 
development. The overall research profile is Business-IT-Services which combine knowledge and skills in 
informatics as well as in business administration. The research is profession-oriented, which is reflected in 
the research, in many cases conducted on action research-based grounds, with businesses and government 
organizations at local, national and international arenas. The research design and professional orientation 
is manifested also in InnovationLab, which is the department's and university's unit for research-
supporting system development. 
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