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Security training and education

An innovative e-learning platform

According to available statistics, security incidents in ports are a growing trend. In Europe, theft, stowaways 
and smuggling are typical security incidents manifesting in ports. In addition, these occurrences (cyber-
attacks, documents falsification, etc.) are becoming more and more sophisticated bringing complexity and 
uncertainty in how to deal with them.

Security incidents are man-made threats and this implies 
that people play a central role, both those who attack a 
port, the criminals, and those who are supposed to protect 
it, security officers and personnel. Therefore, training and 

education is the most significant step in securing port facilities and 
preventing insiders, radicalization as well as non-malicious mis-
takes. Without training, personnel would not know typical failures 
of technical systems, how to use technologies and how criminals 
take advantage of them. Personnel need to know how to detect on-
going threats well in advance, for instance by being able to recog-
nize weapons, understand suspicious behaviour of people inside 
and outside port facilities (spying and monitoring activities, etc.).

Hence, it is of outmost importance that PFSOs establish wide se-
curity awareness programmes aimed at improving their employees’ 
knowledge of best practices, an organization’s policy and usage of 
security technologies. Very often, this objective is accomplished by 
establishing cooperation with security consultants, and when possi-
ble in coordination with national authorities (to assure the quality of 
the courses delivered). In Sweden, port security courses are available 
in different forms depending on the target audience. For instance, 
some security companies have developed a 2-day course package for 
PFSOs. Other courses, limited in content and learning objectives, are 
also available for personnel with special security duties as well as oth-
er terminal operators and managers. Finally, security companies sup-
port the development and running of workshops, table-top exercises, 
or drills and exercises to perform live training of personnel.

Today’s challenge
Training, education as well as the execution of drills and exer-

cises are time-demanding activities thereby representing a sched-
uling and economic challenge for managers. If the security person-
nel is attending a training or education session, who is going to 
ensure the security of port facilities? Personnel need to be replaced; 
however, this would be an additional cost for managers, which is 
added to the cost of the security course itself. According to a study 
performed by the University of Borås in Sweden, it happens that a 
PFSO attends the courses and thereafter he/she instructs the per-
sonnel. It takes time and effort to prepare lectures as well as a lot 
of pressure on the pedagogical skills of PFSOs to ensure that the 
covered topics are fully understood. Another major issue experi-
enced by educators in Sweden is the lack of engagement of security 

personnel attending the courses. This is partly a cultural problem, 
Sweden is perceived as a friendly and crime-free country, and part-
ly pedagogical; i.e. security personnel are not used to sit in classes 
for too many hours. They need more pragmatic and interactive ap-
proaches to learn. Hence, the main content of security courses is 
being heavily streamlined, simplified and reduced to the bare es-
sentials. While this approach could seem to be cost-effective, we 
wonder whether the learning outcomes of the security personnel 
could be compromised. Also, how can a high-quality and more 
comprehensive security course be delivered to port facilities?

The METPROM Solution
In the METPROM project, a set of leading maritime experts 

and universities in Europe is developing an e-learning platform that 
could contribute in making security education more cost-effective. 
Partners include: the Piri Reis Maritime University in Turkey (pro-
ject leader), GÜSOD, the Turkish Association of Private Security Ser-
vices, the University of Borås in Sweden, the Stichting STC-Group 
in the Netherlands, the World Maritime University in Sweden and 
Wismar University of Technology, Business and Design in Germany.

The platform being developed is primarily based on the recommen-
dations provided for training available in the ISPS code (International 
Ship and Port Facility Security) and IMO (International Maritime Or-
ganization) handbook. In addition, the whole training programme is 
being split into a set of modules with different time lengths, learning 
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objectives and level of difficulties. With such a platform, available on-
line, security personnel will be able to attend a class at any time of the 
day, from any place in the world with an Internet connection, and free 
of charge. In addition, the modularization of the security course will 
avoid personnel to sit in classes for days or hours. Instead, it will be 
possible to split and organize the learning path in a manner to reduce 
conflicts with security duties in ports. In addition, to ensure continuous 
engagement, the course is well-fitted with animations as well as practi-
cal examples and exercises, in order to guarantee that major security 
concepts are well understood with minimal effort.

Paving the way to a common European course
The METPROM team is aware that the security of the European 

Union could be as weak as the weakest of its ports! Hence, it is of 
outmost importance to ensure that all port facilities are able to guar-
antee the same level of security training and education. This needs to 
be accomplished while European educational visions like Life Long 
Learning (LLL), Vocational and Educational Training (VET) and 
free mobility of workers are pursued. Hence, an important part of the 
METPROM project is to recommend a roadmap to harmonization, 
i.e. ensuring that the course will be available to all ports in Europe, 
leading to similar professional qualifications. This is a major chal-
lenge if one considers that ports in different countries in Europe have 
different threats, cultural backgrounds, legislative frameworks, crime 
environments, etc. To accomplish these objectives, the University of 
Borås in Sweden has developed a roadmap suggesting actions in three 
main requirement areas: operational, strategic and legal (Figure 1).

From an operational viewpoint, the course needs to be modular-
ized and made available in different languages. The course needs to 
be adopted by all countries in accordance with common minimum 

learning requirements, objectives, expected results, and hours of 
teaching. Finally, the course needs to be available on-line. From a 
strategic viewpoint, security standards and a harmonized Quality 
Assurance System have to be developed and implemented; in order 
to ensure the establishment of common pre-requisites to access the 
courses as well as common outcomes to assess examinations. In ad-
dition, Member States should commit to the implementation of the 
operational requirements. Finally, from a legal standpoint, we need 
an international convention giving recommendations on security 
training and education in ports. In accordance to this, EU directives 
and national legislations need to be amended and disseminated.

The final goal of METPROM is limited to deliver the opera-
tional requirements stated in the roadmap, hence a security course 
available to European port facilities on-line, in at least three differ-
ent languages. However, more work needs to be done in the future, 
to ensure that examination systems will lead to similar professional 
qualifications as well as that acceptance and implementation is 
achieved in European Member States.     �
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