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Abstract 
The issue approached in this study is the possible gaps in cybersecurity in the Closed-Circuit 
TV system (CCTV) currently being implemented in Jamaica. During 2018, the government of 
Jamaica together with systems developers from MSTech Solutions developed and started to 
implement a video surveillance system with the aim to cover the entire nation to reduce 
criminal activities and create a safer society. To address potential problems of cybersecurity in 
this system, the purpose of this study was to explore which cybersecurity domains and factors 
were the most important in the JamaicaEye project. In order to examine such a purpose, the 
cybersecurity of the system is put into contrast with the cybersecurity domains of the C2M2 
model to unveil similarities and differences in cybersecurity strategy and application.
      
To be able to collect in-depth data of the JamaicaEye project, a hybrid of a field-and a case- 
study took place in Ocho Rios, Jamaica, during approximately 9 weeks. Data collection was 
carried out through interviews with representatives from the Jamaican government and the 
systems developer, MSTech Solutions. After compiling and transcribing the collected data 
from the interview the color coding and comparison of the results with the cybersecurity 
capability maturity model, C2M2, started. The C2M2 model was chosen as the theoretical 
framework for this study. The results of mapping the theoretical data with the empirical data 
gave underlying material and a perspective on the most important cybersecurity factors in the 
JamaicaEye system. 
      
This study will be a foundation for future expansion of the project in Jamaica, but also similar 
projects in other nations that are in need for cybersecurity development, management and 
assessment. Mainly, this study will be useful for those in the industry of development, 
analysis and assessment, and cybersecurity of CCTV systems.
 
Keywords: Cybersecurity, CCTV system, CCTV network, CCTV surveillance, risk 
management, threats, vulnerabilities, JamaicaEye, implementation
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1. Introduction  
The first chapter will present the motivation of the chosen subject and the background of this 
subject. A problem discussion will take place and further down the research purpose and the 
research question will be presented. 

1.1. Motivation
A few days before the inauguration of elected U.S President Donald Trump, closed-circuit 
television camera feeds (from here on referred to as CCTV) provided by the police 
department of Washington D.C, was taken over by hackers. This left over 100 cameras in 
public places unable to surveil areas in downtown Washington. The cameras were taken over 
by unauthorized persons wanting to make a political stand. A year after this event, in 2018, a 
high school student in southeast Virginia gained access to the CCTV system, recording areas 
of the school the student attended too. The student then photographed his classmate walking 
down the hallway, which was later posted on social media. The student wanted to show the 
vulnerabilities in the CCTV system to clarify how easy it was to gain access as an 
unauthorized person (Total security solutions, 2018). 
       
Jamaica as a nation have struggled with high crime rates in many years (OSAC, 2017). The 
primary reasons behind these issues are often related to organized crime or corruption. Via the 
implementation of modern technology, the government aims to lower the frequency of 
committed crimes as well as increase the welfare and the quality of life in the Jamaican 
society by a current initiative; a newly implemented CCTV network named 
“JamaicaEye”(Ministry of National Security, 2018). According to the Ministry of National 
Security (2018), the CCTV system was designed with the ambition to become an island wide 
network of video surveillance, after more video equipment were to get connected to the 
network. JamaicaEye’s main function is to monitor public spaces and assist Jamaican 
authorities when accidental, disastrous, criminal or other dangerous events occured. 
Additionally, the system also offered the possibility for every private residence or place of 
business facing a public space to connect their CCTV cameras to the government-owned 
CCTV network (Ministry of National Security, 2018). Meaning, a continuously increasing 
amount of private owned connected devices leads to an increased amount of weaknesses, 
threats and risks concerning the cybersecurity of the JamaicaEye CCTV system (Springer, 
2018). 
       
Regarding the development of the JamaicaEye CCTV system, there were many unanswered 
questions about the cybersecurity in the system as JamaicaEye was launched this year. There 
is not much information about this system or the project available in literature or online. 
There is only basic information provided by the website of the Jamaican government, but 
more information concerning the security measures taken to prevent cyber-threats and risks is 
not available to the public. 

1.2. Background         
Visual surveillance systems for security purposes was first put into use in the beginning of the 
19th century (Caputo, 2014). According to Caputo (2014), the theory behind video 
surveillance was based on four key factors: deterrence, efficiency, capable guardian and 
detection. Using video surveillance has proven to deter criminals from the act of committing a 
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crime in an area where they may be recorded using video technology, as well as the 
possibility of receiving legal consequences of the criminal act increases. These positive 
results are based on the implementation of a system with megapixel cameras, increased 
coverage and archive review capabilities (Caputo, 2014).  
       
According to Caputo (2014), a video surveillance system should, for reasons of efficiency, be 
designed to allow for simultaneous review of stored surveillance footage and live surveillance 
watching. This design allows users to make more informed decisions on the type of resources, 
and the scale of them, that needs to be deployed (Caputo, 2014).  
       
Additionally, management of video surveillance projects must consider the number of 
cameras, their location and range for the system to be able to assist law enforcement in their 
work (Caputo, 2014). Initially, the video surveillance technology required more capable 
guardians to monitor the video feeds to detect and react to criminal activity. According to 
Caputo (2014), as newer technology has become more sophisticated, the surveillance software 
can be programmed for certain situations by using video analytics (e.g. searching for certain 
license plate numbers in traffic). New generations of surveillance software like this turns a 
previous passive security system into an active one, with the capable guardian of the system 
acting as the brain of the system to allow it to become more responsive in terms of potential 
criminal activity (Caputo, 2014). When measuring the success of video surveillance systems, 
detection is used as a factor to provide palpable evidence that the system works. Evidence 
from video surveillance, photo or video, have been used to make arrests and provide more 
evidence in court which leads to increased convictions (Caputo, 2014). As previously 
mentioned, video surveillance systems have become increasingly digitized and sophisticated. 
While these technological advancements have proven to increase physical safety on locations 
where they are active, new security threats and vulnerabilities have evolved with them; those 
of cyber security nature (Tenon, 2018). Most commonly, cyber-penetration attacks have been 
targeting video surveillance systems (CCTV included) to wipe out the system data and/or 
deny access to the system itself (Muthusenthil & Hyun, 2018). Modern video surveillance 
networks that are connected to the internet adds to the scope of penetration attacks and 
unauthorized access to the security systems and their data (Tenon, 2018).  
       
As the topic of cybersecurity in video surveillance systems is relatively young, there are 
emerging controversies surrounding it. Most recently, the debates are focused on breaches of 
video surveillance systems, data leakage and the integrity aspect of citizens being surveilled. 
In-depth information on the topics of video surveillance systems and cybersecurity is scarce 
as most owners and developers does not want to increase the vulnerability of their networks 
due to sensitive information falling into the hands of individuals with malicious intent.  
Although the cybersecurity perspective of CCTV systems and networks have not yet been the 
most debated topic, there have been controversies surrounding the topics of the individual’s 
right to privacy and human integrity. When video surveillance is implemented to surveil 
public spaces, it is considered by some that a threat to individual liberties is created; those 
engaging in criminal activities are not the only ones being surveilled, everyone is (Möllers & 
Hälterlein, 2013).  
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1.3. Problem discussion 
From a privacy and integrity perspective, CCTV implementation struggles with the matter of 
individual rights and privacy in public places. CCTV surveillance may have a negative impact 
on people's rights and intrusive in personal freedom (Möllers & Hälterlein, 2013). In this 
perspective, problems can arise because of the lack of knowledge about the surveillance 
system functions concerning civilians. According to Senior (2009) some persons may feel like 
everyday actions are more attention-wakening to the people monitoring the surveillance 
videos and dislike the feeling of being constantly watched. Also, the presence of CCTV 
camera systems may change the individuals lives where they tend to change their daily 
routines to avoid being caught on camera and change their behavior and actions (Senior, 
2009). 
       
The implementation of CCTV systems in public spaces has been potentially helpful in 
preventing crimes in the past, according to Ratcliffe et al., (2009). CCTV technology goes 
through new development every day, and modern devices are often wirelessly connected 
(Caputo, 2014). This leads to the technology malfunctioning in terms of connecting to the 
internet and the system can sometimes go offline (Ratcliffe et al., 2009). If this happens 
during a criminal act or a dangerous event, the CCTV system recordings may not be useful as 
an extended method to reduce or prevent criminal acts (Ratcliffe et al., 2009). Also, the 
implementation of CCTV systems has shown non-reductive result of assaults during 
nighttime in the south areas of Malmö, Sweden (Piza, 2018). This because the cameras have a 
limited effect placed in the public places, such as no 360° wide-range, or not enough cameras 
to monitor every piece of public property, and that the criminals learn how to work their 
angles and not get caught on camera (Piza, 2018). 
       
Video surveillance such as CCTV systems are in many cases implemented by governments to 
secure public safety and are seldom implemented for cybersecurity reasons. Older generations 
of CCTV systems were not subjected to many cyber-attacks or threats as they connected 
through a coaxial cable that had been buried underground (Tenon, 2018). Meaning that most 
threats regarding unauthorized use were due to malicious actors getting access to the physical 
cable (Tenon, 2018). As newly implemented CCTV systems connect to the internet via Wi-Fi, 
the threats to it have moved from the physical world to cyberspace. Attacks on the system can 
be carried out over the internet, from all over the world, and cause damage to the integrity and 
effectivity of the system (Muthusentil & Hyun, 2018). There are systems and software 
available to detect and prevent attacks to a system that can mitigate these risks and attacks, 
but it is often unknown whether these are used in CCTV systems to improve security 
(Kulkarni et al., 2012). 
       
More research needs to be done in application of mitigation strategies to help prevent threats, 
risks and attacks of a cyber-nature to CCTV and video surveillance technology. Research on 
how cyber-secure CCTV systems are is very hard to find. The JamaicaEye project is very 
unique since the system offers external entities to connect to the government owned system. 
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1.4. Research purpose 
Cybersecurity is an important knowledge area to grasp and consider when designing and 
implementing a modern and connected CCTV system, which makes it interesting to examine. 
The purpose of this study is to explore which cybersecurity domains and factors are most 
important in the JamaicaEye project. In order to examine such a purpose, the cybersecurity of 
the system is put in contrast to the cybersecurity domains of the C2M2 model to unveil 
possible similarities and differences in cybersecurity strategy and application.   

1.4.1. Research Question 
- Which are the most important cybersecurity factors in the JamaicaEye CCTV project, 
according to the Jamaican government and the system developers?      

1.5. Delimitations  
This thesis will be focusing on the problems associated with the cybersecurity of the 
JamaicaEye CCTV system. In regards of cybersecurity this means concepts such as risks, 
threats and vulnerabilities of and to the system from a cybersecurity perspective. Problems of 
personal integrity, privacy and technical efficiency are perspectives that will be delimited as 
these questions require further research concerning the newly implemented project. 
Furthermore, this thesis will not be of a comparative nature with previously developed video 
surveillance systems on a national level and the cybersecurity of these. The reason behind this 
is due to the scarce cybersecurity data and information from the governments and system 
developers responsible for CCTV systems. Not enough time and resources are available to 
conduct empirical data collection of this magnitude in this study. 
       
The project at hand has many actors and stakeholders but the interviewees are delimited to 
those who have the most knowledge and insight into the JamaicaEye system and 
governmental work in cybersecurity. Meaning, this group contains very few people with the 
authority of highest responsibility and commission of the project. Further, the perspective of 
private companies and individuals who have decided to connect to the JamaicaEye project has 
not been included in the study. This choice was made not only because it does not contribute 
to the research question of this thesis, but also since the private connectors have no insight or 
access to the JamaicaEye CCTV system and the cybersecurity related to it. Also, perspectives 
of law enforcement and other emergency operators such as fire departments and within health 
care were not included in this study. These instances are not a part of the development and 
implementation of the JamaicaEye CCTV system and does not provide insight or expertise 
that would help exploring the cybersecurity of the JamaicaEye. 

Lastly, a comparison with another CCTV system have been delimited from the study. The 
JamaicaEye project can be seen as an underdeveloped system due to it being in the initial 
stage of implementation, and intended functions offering private connectors to push feeds into 
the system in comparison to Canada and England's developed and implemented CCTV 
systems. Since these three systems also have a whole different outcome and influence, a 
comparative evaluation of pros and cons of JamaicaEye is difficult. This field study focuses 
on one system in one country, an evaluation and comparison of CCTV systems in other 
countries such as Canada and England were delimited from this study. The reason behind this 
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was due to the lack of necessary resources and time to make a fair evaluation of the 
cybersecurity in the different CCTV systems.        

1.6. Target audience 
The target audience for this study is mainly the people working in cybersecurity professions 
with a focus on CCTV surveillance. This study also targets those who work with 
development, analysis and assessments of CCTV systems, as well as those working in the 
cybersecurity field. Furthermore, this study could be helpful to those working with cyber-risk 
management and assessment of critical infrastructure. This due to the use of the C2M2 model 
as a tool to map cybersecurity of critical systems such as JamaicaEye.     

1.7. Disposition 
To create a clear overview of the structure of the study the disposition of the thesis 
arrangement is found below.  

Chapter 1 – Introduction 
In this section the reader will follow the motivation and background of the chosen subject, 
cybersecurity in CCTV systems within a newly implemented project, JamaicaEye. Followed 
by the problem discussion, research purpose, research question, delimitations of the study and 
lastly, the target audience. 
       
Chapter 2 - Theoretical reference framework 
In this chapter the literature review is presented, previous studies within cybersecurity and 
CCTV surveillance and then cybersecurity in CCTV surveillance. Further, the explanation of 
the chosen theoretical reference model, cybersecurity capability maturity model (C2M2) is 
presented. 
       
Chapter 3 - Methodology 
This chapter initiates the presentation of the project in an illustration of a flowchart. Then the 
research design, field study, qualitative data collection and interview method is being 
explained. Later the thematic analysis, qualitative data analysis, literary foundation 
methodology, qualitative evaluation, ethical issues is presented. In the end of the chapter, the 
methodology evaluation will be found. 
       
Chapter 4 - Empirical Analysis 
In chapter four, the empirical analysis is presented. The collected data will be divided by open 
coding under nine different main domains and 14 subdomains. The domains were analyzed in 
comparison to the C2M2 model and selected theoretical literature.       
  
Chapter 5 - Discussion 
In this chapter a discussion of the collected data will be presented. The authors of this study 
hold a discussion regarding the current cybersecurity of the JamaicaEye project.   
   
Chapter 6 - Conclusion 
During chapter 6 the conclusion based on the results from the collected data will be argued for 
and presented for the reader. 
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Chapter 7 - Reflections 
In the following chapter reflections of validity and reliability of this study is presented. Later, 
suggestions on further research is included. 
       
Chapter 8 - Funding 
During this section, the funding resources of the field study will be presented for the reader to 
follow. 
       
Chapter 9 - References 
The used references for the thesis will be presented alphabetically. 
       
Chapter 10 - Attachments 
This part includes the technical camera specifications of JamaicaEye and the interview 
questions.  

2. Theoretical reference framework 
The theoretical reference framework is the structure of the thesis that involves the selected 
theory of the research study. The focus is to introduce and describe the theory which explains 
why the research problem under the study exists. In accordance with Recker (2013), the 
theoretical reference framework includes construction (What), relationships (How), 
justifications (Why) and boundary conditions (Who, Where, When). Thus, the more formal 
definition of a theoretical reference framework is a system of a construction, where the 
relationships between those constructions shows a logical and systematic connection of the 
interested phenomena (Recker, 2013). The theoretical reference framework for this study is 
steered by the cybersecurity maturity model “C2M2”, found in chapter 2.3. 

2.1. Literature review 
The research of this thesis has been anchored in literature related to modern digital 
surveillance technology, as well as the common vulnerabilities and threats in the field of 
cyber security regarding video surveillance systems and networks. The chosen types of 
literature are books, articles from scientific journals, reports from national institutes (mainly 
those based on statistics) and papers and reports written by experts in the cybersecurity 
industry. To gain a wide-range view of the previous, current and evolving technology used to 
plan, design and implement video surveillance systems and networks a book that contains all 
of this had to be chosen. Caputo (2014) has written a technological book that explains the 
process of developing and implementing a video surveillance system. The book includes 
knowledge about video surveillance hardware and software alike, choosing the right 
equipment and common issues with the technology and the development/implementation 
process (Caputo, 2014). Furthermore, this book does not solely focus on analogue technology 
such as more old-school versions of CCTV networks but includes a variety of available 
technology and network options that has been modernized and can be adopted (Caputo, 
2014). However, as this book was written several years prior to this study, more recently 
developed surveillance technologies are not presented or assessed in the book. The 
technology is presented in a highly technical manner that is better suited for CCTV engineers 
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and lacks a cohesive cybersecurity focus.  
             
In an issue of the International Journal of Electrical and Computer Engineering, there is an 
article presenting common attacks on video surveillance systems and how to mitigate these. 
According to the article, denial of service (from here referred to as DoS), visual layer and 
covert channel attacks are highlighted as the most common attacks directed against CCTV 
systems (Muthusenthil & Hyun, 2018). According to the Muthusenthil & Hyun (2018), DoS 
attacks make the targeted systems unavailable as they get flooded with extreme amounts of 
traffic. Such attacks need to be taken into consideration in design, evaluation and testing 
phases of a system. Visual layer attacks are insertions of malicious firmware or hardware-
based backdoors into the system and can be mitigated by applying efficient cryptography in 
the system (Muthusenthil & Hyun, 2018). Lastly, covert channel attacks often concern 
manipulating LEDs (Light Emitting Diode) meaning attackers can send command and control 
data to the CCTV cameras (Muthusentil & Hyun, 2018). Suggested mitigations against such 
attacks is a process that can detect suspicious code called “tainting the video frames” or the 
use of performance counters (Muthusenthil & Hyun, 2018). The most common attacks are 
presented in tables that are somewhat easy to follow and comprehend. But, there are some 
information gaps in how to mitigate certain threats, such as DoS. As DoS attacks are 
presented as a common and very harmful type of attack on a CCTV system, there should also 
be more specific information on how to mitigate these attacks (Muthusenthil & Hyun, 2018)  
       
On the topic of cyber threats, risks and attacks there is an article published in the International 
Journal of Computer Networks and Wireless Communications. The authors clarify the 
importance of securing devices connected to the internet with available tools to increase the 
cybersecurity of a system (Kulkarni et al., 2012). Mainly, Kulkarni et al., (2012) explains the 
different advantages of using either an intrusion detection system (IDS) or an intrusion 
prevention system (IPS) to keep company data and information secured. An IDS is applied to 
detect unwanted traffic in a network, record such events and to alert system administrators 
(Kulkarni et al., 2012). It is explained that an IPS is needed to prevent intrusions from 
happening since an IDS simply detects and records intrusions. Using IPS software means that 
intrusions can be detected and stopped, but the technology also changes the security 
environment (Kulkarni et al., 2012). The article explains the advantages of using these 
technologies and where and why a business may benefit from them.  
  
There is further research on the use of IDS and IPS software that not only focuses on the 
network layer and security where such technology has most commonly been applied to (Saha 
& Sanyal, 2014). Saha & Sanyal (2014) stresses that the cybersecurity of the application layer 
has been overlooked, leading to many threats and attacks being focused on this system layer. 
IDS and IPS software should be applied at the application layer, developing advanced 
algorithms to limit system vulnerabilities in the application layer (Saha & Sanyal, 2014).  
       
To further delve into the most common vulnerabilities in CCTV systems that are exploited in 
malicious attacks, a white paper published by surveillance service provider “Tenon” has been 
included. This paper describes the most common types of CCTV systems, often exploited 
vulnerabilities of these systems and how to mitigate these vulnerabilities.  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There are two main types of CCTV systems, the IP based systems and the DVR based 
systems (Tenon, 2018). IP based systems are connected to a server and each connected camera 
has an IP address connected to the internet and are therefore vulnerable to viruses, malware 
and hacking, according to Tenon (2018). Furthermore, entries at one point of this system can 
become a backdoor into the rest of the network (Tenon, 2018). As expressed by Tenon (2018), 
DVR based systems the cameras are connected through coaxial cables in which transmitted 
data is unencrypted and data can be intercepted by physical access to the cabling. Mitigating 
IP or DVR based risks involve creating strong, random generated system passwords and 
enabling strong system firewalls, data encryption, simultaneous system back-up and trained 
operators that can discover security glitches and act against these (Tenon, 2018).  

To be better informed on the usage of CCTV networks and other video surveillance systems 
and whether to or not it is a successful strategy to implement to reduce high crime rates, a 
report from the Swedish National Council of Crime Prevention on these topics has been 
incorporated. This report explains that CCTV is associated with a rather modest decrease in 
overall crime rates. Reductions in property crime, vehicle crime and drug crime are presented 
as the most significant (Piza et al., 2018). The effects of CCTV system implementation in city 
and town centers, housing, residential, public transport and car parks showed a 13% decrease 
in crime (Piza et al., 2018). This report speaks for the decreases in many significant crimes 
but may not have the expected results on decreased crime rates as wanted. The 
implementation of CCTV surveillance can scare criminal acts off but also intend to proceed 
with them in different areas. 
Finding new areas where surveillance still is being developed is something that Lyon (2006) 
explore while writing the book “Theorizing Surveillance”. The reason behind the book, 
according to the author, was to find out what trends from the perspective of social, political 
and economic. This book takes up all the unknown disadvantaged and advantages of using a 
surveillance system (Lyon, 2006). 
       
An article posted in Journal of Experimental Criminology describes and evaluates the use of 
14 different CCTV systems in both residential areas and public ones. Gill et al., (2007) 
collected records of crimes and data on how secure citizen felt before and after the installation 
of camera surveillance. The thought behind this experiment was to concrete see in numbers 
were reduced or remained the same after the installation of surveillance cameras. Gill et al., 
(2007) conclude that some numbers of crimes in parking lots and train stations were 
minimized, but the crime numbers had not changed while being performed in homes or city 
centers. The criminals found other ways to avoid the cameras and still execute their acts.  
             
Whether to or not CCTV systems have been effective in reducing crimes is discussed in a 
scientific article included in an issue of the Security Journal. This article presents different 
factors in the development and use of the CCTV system that affects the effectiveness of the 
system and what it was intended for. Multiple CCTV control rooms were visited, analyzed 
and a conclusion was drawn that the video surveillance systems were not as efficient as they 
should be when communicating and responding to incidents (Keval & Sasse, 2010). This was 
found to be because of CCTV camera position issues, ineffective set-up of operator’s 
workstations, difficulty in searching and locating scenes, poor quality video recordings and 
communication difficulties (Keval & Sasse, 2010).  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Lastly, it is mentioned that stakeholders and operators of the systems share the inability to 
understand the technology which makes the system increasingly ineffective (Keval & Sasse, 
2010). Further, this article is point out the investigated factors while looking into the CCTV 
control rooms. This may have led to an awareness of the people working in the control rooms 
to strengthen these vulnerability factors (Keval & Sasse, 2010).  
       
Regarding the establishment and the value of the use of security in businesses, Korovessis et 
al. (2017) discuss the anxiety occurring from a business perspective. Although, education and 
awareness of data users is raised, the violation of confidentiality does as well (Korovessis et 
al., 2017). According to Korovessis et al. (2017) the most unsure part is how to keep the data 
unavailable and secure from unwanted viewers, but this article also debates the importance of 
investigating the increase of cybersecurity issues. The new step is to analyze the current 
knowledge of users of the data to recognize if the knowledge and competence of the people is 
fully developed when it comes to handling sensitive data (Korovessis et al., 2017). 
       
Furthermore, an article by Cullough (1990) offers information and knowledge on how to 
create multilevel security to further explain that if a network or system is to be secure, all 
components of it must be secure. Cullough (1990) presents the importance of the aspect 
“restrictiveness”, called a hookup property. A collection of secure restrictive systems is 
hooked together creating a secure restrictive composite system, instead of less restrictive 
systems integrated enabling a less secure system environment (Cullough, 1990). Thus, 
inference control and restrictiveness are a good choice when establishing security policy on 
trusted systems and processes (Cullough, 1990). Meaning, it is important that all components 
are secure to refer a secure system or network. But Cullough (1990) also argues that just 
because all the components are secure it does not mean that the system or network is 
completely resistant against threats or has no vulnerabilities at all. 
       
In a book written by Senior (2009), the author explains how the protection of privacy in 
surveillance should be executed to maintain security and avoid being attacked and hurt. A 
description of brief metadata along with systems is, followed by the different architecture in 
systems. Further, proceeding with a step by step in the analysis of videos to secure the 
processes of tracking, classification and detection. According to Senior (2009) since the video 
equipment is being developed so is the attacks against and vulnerabilities in a system. Senior 
(2009) talks about the” understanding” of the protection of privacy to create a secure 
surveillance system. 
       
Onwards, Kruegle (1995) wrote a book covering the applications of different CCTV systems. 
In the book, the author describes how to design and install surveillance hardware, as well as 
the importance of choosing the right hardware for the surveillance system (Kruegle, 1995). 
The book also explains external equipment and features that could be bought to secure the use 
of CCTV systems (Kruegle, 1995).  
       
Regarding the integrity and privacy perspectives of CCTV systems, two of the most debated 
subjects either by those investing in these systems or those opposing them. The issue of 
privacy and human integrity in relation to public safety and crime prevention is brought up in 
an article published in “Innovation: The European Journal of Social Research”. Firstly, CCTV 
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systems are argued to be a potential threat to privacy requirements, but not to ideals of social 
equality (Möllers & Hälterlein, 2013). Secondly, the article presents that developers and other 
stakeholders of CCTV systems can adopt privacy critique and use it as a guide to toward 
perceived flaws in the system (Möllers & Hälterlein, 2013). According to Möllers & 
Hälterlein (2013), integrity and privacy is affecting the implementation of CCTV surveillance 
today; people are against being surveilled but do want to see reductions in crime. 
       
A common definition of cybersecurity is that it incorporates processes and technologies to 
secure the computer and its hardware (Goutam, 2015). The article “Importance of 
Cybersecurity”, Goutam (2015) published in the journal “International Journal of Computer 
Applications”, refers to the relation of cybersecurity, digital equipment and information. The 
unauthorized access that can be gained and alteration is also something that clearly is 
connected to the security and its importance, according to Goutam (2015) and the author 
stresses that need of a cyber- secure system is today considered as one of the most important 
parts of the architecture of a system. Goutam (2015) speaks for the cons that comes along 
with the internet’s pros. These is events such as the usage of internet from a cyber-terrorist 
and hacker perspective but also the gathering of sensitive data and information without 
authorization to fund terrorist attacks (Goutam, 2015). 
       
Onwards, Singer & Friedman (2013) sees the evolvement from businesses, private sector, and 
citizen in the use of internet even though citizens are commonly not engaged in the 
cybersecurity concerns that follows. Cybersecurity can be compared to a survival guide as the 
threats of the internet continues to grow (Singer & Friedman, 2013). According to Singer & 
Friedman (2013) there is an ongoing cyber-war that not many are aware of. 
       
Furthermore, the book written by Larsen (2011) discusses the problems that can occur using 
CCTV systems in public areas. The author continues to explain how citizen feel that privacy 
and integrity is being violated through use of camera surveillance in public areas (Larsen, 
2011). Larsen (2011) takes a stand for that CCTV surveillance should not overstep on privacy 
rights but that a balance should be found. 
            
Onwards, there are previously developed CCTV systems across the world that battles issues 
with cybersecurity. In the British CCTV system, one of the oldest CCTV systems around, 
there has been different ways to gain access to the video feeds, both by legal and illegal 
means. As explained by Werth (2008), one can with support of the British law request access 
to the CCTV footage where the person have been captured on camera. This makes it possible 
for video feeds to be handed out on request in a fully legal way, giving virtually anyone 
access to video feeds from CCTV cameras (Werth, 2008). Besides this legal way to gain 
access to the system, people have via relatively inexpensive equipment and some technical 
skills, been able to get access to CCTV hotspots using a type of wireless receiver which then 
gives the person access to video feeds (Werth, 2008). As explained by Werth (2008), this is a 
tactic commonly referred to as “sniffing”, leading to unauthorized access to CCTV cameras 
and their video feeds. The sniffing technique could very well be a continued phenomenon in 
the future, until those responsible for the video surveillance establishes security that will 
prevent this hacking method from being possible (Werth, 2008). 
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Another article explains the video sniffing being used by artists to gain access to CCTV 
cameras in London, where artist groups collaborating with hackers have set up workshops to 
teach how this sniffing can be done. Those involved in the workshop cached the signals from 
surveillance cameras to be able to store, edit and share the video material (Cardullo, 2014). 
The author argues that this presents different ethical issues, such as being able to monitor 
people without their knowledge but explains that no personal data is collected and those 
featured in the video feeds remained anonymous (Cardullo, 2014).  
      
Lastly, an article written on the topic of protecting critical infrastructure highlights the 
importance of cybersecurity principles and policy. This article explains that critical 
infrastructure is vulnerable to cyber-attacks, even more so when it is based on Internet 
Protocol (IP) where many systems and networks can be administered remotely (Moore, 2010). 
According to Moore (2010), implementing IP technology into critical infrastructure makes the 
system more vulnerable as many more people are familiar with this technology and thus can 
use it in their attacks. Moore (2010) proposes that cybersecurity policy should involve 
information disclosure to lessen information asymmetry. The author also concludes that 
cybersecurity incidents should be reported so that the public awareness is increased and risks 
to a society can be properly mitigated (Moore, 2010).       

2.2. Previous studies 
During this chapter, previous studies and research of cybersecurity and CCTV surveillance 
will be presented and explained. This in-depth information gathered from previous research 
will help support the data and results from this study.       

2.2.1. Cybersecurity 
Cybersecurity is defined as “the processes and technologies that are involved and constructed 
to safeguard computers, their hardware and software, networks and data, from unauthorized 
access, vulnerabilities provided over the Internet by hackers, terrorist groups and cyber-
criminals” (Goutam, 2015). In the current business environment, vast amounts of data and 
processes are set up to function over the Internet which has led to new threats and risks as 
well as strategies to prevent possibly harmful events from occurring (Goutam, 2015). 
Korovessis et al. (2017) explains that cybersecurity is not a practice that involves only the IT 
staff in a company and it is very important to realize that all users and employees are involved 
in creating a cyber-secure environment to keep company resources safe. Investments must be 
made into not only proper hardware and software, but in training and educating managers and 
employees in cybersecurity (Korovessis et al., 2017).  
            
According to Singer & Friedman (2013) information on internet-based platforms are 
increasing on a daily basis and thereby also the cybersecurity threats. New technologies 
emerge every day, new ways of making businesses, new IT related methods to cyber secure 
online data (Singer & Friedman 2013). Threats and possibilities of criminal acts will also 
interact in the same high-speed development. Once unauthorized people access a system with 
information the damage is done (Singer & Friedman 2013). Cybersecurity threats back in the 
day mostly involved stealing information, replacing money, stealing identity, controlling 
public transportation, delaying or canceling flights (Lewis, 2002). Also, accessing other 
countries military bases to control their moves, infrastructure sectors, shutting down 
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electricity and water supply in cities to increase the damage of a physical attack and to make a 
political statement according to Lewis (2002). Cybersecurity threats today is mainly 
concerned with hacking connected cars and other vehicles, state-sponsored attacks to infiltrate 
governments, military, and private sectors. Also, Internet of Things Attacks further refer to 
IoT attacks, destroying smart medical devices and electronic medical records, money theft 
and identity theft via electronic devices (University of San Diego, 2018). 
       
According to previous research of cyber security, many researchers often highlight that there 
is a clear difference between threats and systematic risks (Singer & Friedman 2013). 
Cybersecurity in an organization, business or even a project can be compared like a surviving 
guideline, nothing more and nothing less. As the cyber-world grows, so does the 
vulnerabilities threats according to Singer & Friedman (2013).  
Singer and Friedman (2013) also push that hardware is much cheaper today, cloud computing 
is the modest way of reaching important data, mobile technology is used more than ever and 
“internet of things” applies that the real world is fully embedded on internet. These factors 
create a way for cyberspace to be available and more user friendly for everyone. 
Cybersecurity risks emerge alongside innovative IT related services and new trends used by 
individuals worldwide (Singer & Friedman 2013).       

2.2.2. Closed-Circuit Television (CCTV) 
Closed-circuit Television got its name because all elements in it are directly connected and the 
circuits are closed, meaning that other devices are not able to pick up its signals from the air- 
waves (Constant & Ridgeon, 2000). The simplest versions of CCTV systems involve a 
camera that transmits through a coaxial cable buried underground, to a monitor in for example 
a shop or a monitoring center, see figure 2.1. Modern CCTV systems however, often uses 
more sophisticated cameras, that can shoot high resolution 360-degree video (Caputo, 2014). 
Video feeds from the cameras are transmitted over the Internet and video data gets stored and 
accessed by the system owner, see figure 2.2 (Caputo, 2014). Motives for implementing 
CCTV systems are often related to security and safety, to record events outside or inside 
private property or to monitor high-crime areas (Piza et al., 2018). 
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!
Figure 2.1. Simple CCTV System with unmovable analog cameras and switch (split screen) 
monitor.

!  
Figure 2.2. IP camera CCTV system with movable/zoom cameras, video storage and playback 
features, transmitting video over the internet to monitoring center.  

Throughout history, previous research shows that citizens mainly value own lives, and then 
the lives of loved ones (Kruegle, 1995). After this comes the value of property and material 
things. Therefore the development of different techniques to protect what citizens prioritized, 
grew rapidly during the 1970s. CCTV  was one of many techniques, and had a final 
breakthrough approximately ten years later and was considered a security in the society 
(Kruegle, 1995).  
Nevertheless, CCTV surveillance was stamped as a certainty in many nations after the 
September 11th tragedy in New York City. CCTV surveillance had before been struggling 
with profiling on the market since citizen did not approve of being filmed every day (Lyon, 
2006). Further research also, shows that CCTV surveillance have different outcomes 
depending on placement, investments in resources and other factors (Larsen, 2011). Some 
insist on civilian anonymity is being violated by installing CCTV surveillance. This kind of 
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technology also refers to replace the systematic physical supervision in the public areas 
according to Larsen (2011). Civilians can find it harmful being surveilled but appreciate the 
technology when incidents occur and get solved by use of the technology (Larsen, 2011). Two 
nations who really took advantage of these innovations were both Canada and England (Gill 
et al., 2007). Since the start of the CCTV surveillance in public areas, positive outcomes have 
appeared. Such positive outcomes are decrease in crime numbers, faster incident response, 
and also an extra pair of “eyes” surveilling every hour of the day (Gill et al., 2007).  

2.2.3. Cybersecurity in CCTV surveillance 
In the background of this thesis, as well as in the explanation of CCTV as a technology earlier 
in this chapter, it was mentioned that earlier CCTV systems were implemented using coaxial 
wiring underground (Tenon, 2018). This meant that instead of implementing cybersecurity 
measures, it was more important to protect the physical components of the system itself. For 
example, to keep coaxial cables as unavailable as possible to protect the video feeds being 
sent through them (Tenon, 2018). But as the CCTV systems have become increasingly 
modernized to utilize the possibilities created by being connected to the Internet, more and 
more cyber-attacks on these systems and networks have been reported (Tenon, 2018). 
According to Adams (2018), many of the attacks targeting larger CCTV networks have been 
traced to relatively simple exploits using system vulnerabilities and are not commonly based 
on too advanced hacking techniques. To exemplify, IP cameras are connected to the internet 
and when the hardware is not updated when implemented, as in not changing the default 
credentials when accessing the system itself, it creates a backdoor into the system that can be 
exploited (Adams, 2018).  
       
To keep an internet connected CCTV system or network safe, the most common techniques 
that are mentioned has some standard cybersecurity approaches. Such techniques involve 
staying away from a "set it and forget it mindset", meaning frequently updating the system 
access credentials (updating passwords and choosing longer, more secure ones), regularly 
updating firmware and the operating systems, using data encryption and applying proper 
protection for the actual equipment itself (Total Security Solutions, 2018).  
       

2.3. Cybersecurity Capability Maturity Model (C2M2) 
The C2M2 model was developed by representatives from the Carnegie Mellon University, the 
U.S. Department of Energy and ICF International (U.S Department of Energy et al., 2014). It 
is a cybersecurity capability maturity model intended to be used with a self-evaluation 
methodology to evaluate and improve the cybersecurity program in an organization, sector or 
project. Previously, this model has been used when assessing the cybersecurity of critical 
infrastructure, most often within the United States (U.S Department of Energy et al., 2014). 
Capability maturity models are commonly used to evaluate and certificate the development 
process in software companies. 
           
C2M2 consists of ten domains presented in table 2.1, where domain number ten has not been 
applied to the research in this study. The reason behind this is that this domain is fitted to be 
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applied on an organization and not on a project such as JamaicaEye.  

�
Table 2.1.  
  
Intended steps for usage starts with an evaluation that leads to analysis of identified gaps and 
further on to a prioritization and plan that gets implemented as shown in table 2.2 (U.S. 
Department of Energy et al., 2014).  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!  
Table 2.2. 

3. Methodology 
In this section, the chosen research methodology for this work will be presented. Also, a flow- 
chart of the process will be shown, the field study, qualitative data collection and interview 
methodology of this research will also be explained. Furthermore, the qualitative data 
analysis, literary foundation methodology, qualitative evaluation and lastly the ethical issue of 
this study will be presented.       

3.1. Flowchart 
The below seen flowchart of the thesis work process illustrates the different processes from 
start to finish. The first step was to find a relevant subject and later identify a problem with 
relevance to IT. Later, finding helpful literature and scientific articles to support the chosen 
subject, and then proceeding with choosing a qualified research method where semi-
structured interviews were chosen as the most relevant for this project. Once this was decided 
the interviews were conducted and the audio data were transcribed into written material. 
Further, the empirical data were mapped against the chosen theoretical framework model 
(C2M2). The data results of the mapping lead to a discussion based on the analysis 
comparison of the C2M2 model. Followed by a conclusion and then the project end.
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!  
Figure 3.1 This flowchart defines the project process. 

3.2. Research design 
Research design is a detailed blueprint on how the research investigation is planned to be 
collected. Under this subheading the information will mainly include how data is being 
collected, which methods that's being employed, how the methods will be used and the 
intentions and meaning for the collected data to be analyzed (Recker, 2013). 

3.2.1. Hybrid of a Field and Case study 
A hybrid of a field study and case study was chosen to conduct this study. The decision to use 
a hybrid mainly depended on the need to cover the chosen aspects of the JamaicaEye project. 
This decision was also made for the reason of observing one specific case in its natural 
environment, in accordance with theories from Recker (2013). Feagin et al., (1991) also 
speaks for the importance of interlacing the methods by observing the case in its natural field. 
This was therefore applied, where the CCTV project was observed at site in Jamaica. To 
interlace both methods, qualitative open-ended interviews with governmental elements and 
software developers in Jamaica took place with an open mind to find potential gaps in the 
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system. This kind of research method meant gathering information from the population that 
designed, built and implemented the JamaicaEye project, in the field as a participating 
observant (Recker, 2013). Therefore, qualitative research methods were used to fulfill data 
collection of the JamaicaEye project. Such methods enabled an in-depth understanding of 
how the JamaicaEye project was built and functioning in field, while analyzing potential 
cybersecurity vulnerabilities, risks and threats in and to the system (Polkinghorne, 2005).

3.3. Qualitative data collection 
To gain more in-depth data and information to be able to answer the research question of this 
thesis, qualitative research methods were chosen. Qualitative data collection of in-depth 
interviews is required as little information and data of the cybersecurity of the JamaicaEye 
project was presented offline or online. This in-depth data would not sufficiently capture the 
experiences of the participants if conducted in a non-first-person or self-report manner 
(Polkinghorne, 2005).          

3.3.1. Sampling method 
At first, a sample universe was determined where the entire population of conceivable 
instances for the sample was present (Robinson, 2013). In accordance with Robinson (2013), 
those without insight into the government or the CCTV project itself did not meet the 
inclusion criteria to be part of the final sample. Inclusion criteria was established as those with 
permission, seniority and expertise to explain and share knowledge of the JamaicaEye project 
and processes within the government. Additional inclusion criteria were a background, 
academic, professional or both in IT- and cybersecurity.  
       
Exclusion criteria was therefore determined to be those without insight and in-
depth knowledge of government processes and the JamaicaEye project as well as those 
without any experience or education in IT and cybersecurity. This led to the exclusion of 
private connectors, police, fire departments, healthcare and other parties not directly tied to 
the implementation process of the JamaicaEye project.  
       
After the criteria for inclusion and exclusion was determined a desired sample size was set. A 
larger sample was excluded because of the in-depth interviews required for enough data 
collection to answer the research question would have required more time than available for 
this study. Also, to determine the sample of the study a method of convenience sampling was 
applied. The interviewees necessary for the study, who met the inclusion criteria were 
contacted and the quickest respondents with clearance who met the criteria were selected as 
interviewees (Robinson, 2013). The two selected interviewees were also the ones with most 
insight into the JamaicaEye project and how the government works with cyber and IT 
security, and thereby the most relevant interviewees for this study. The exclusion of not 
collecting data from other interviewees mainly depended on that the two subjects already 
chosen, were of high relevance and allowed to share information about the JamaicaEye 
project.  

In case studies such as this study of JamaicaEye, Boddy (2016) states that in case studies 
involving one research participant, it is of greater importance that the participated interviewee 
generates correct and in-depth data. This while also possessing high insight and overall 
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knowledge about the subject (Boddy, 2016). The authors of this thesis initially selected one 
interviewee with knowledge in IT and cybersecurity working for the government. After 
further thought and research into the JamaicaEye project it was determined that it would be of 
great benefit to include another perspective; that of the developers. At this point in the 
JamaicaEye project development life cycle, being in the design and initial implementation 
phase, only two population groups were involved: the owning party being the government and 
the developing party MSTech Solutions. Boddy (2016) argues that representatives of each 
sub-segment of the total population should be used for data collection and analysis. The 
authors of this study therefore made the choice to include interviewees from both the 
government and the system developers in part because those were the only two party engaged 
in the project at the time of the data collection. Furthermore, the choice was also made 
because both sample representatives would be able to provide in-depth information about the 
JamaicaEye project and IT and cybersecurity.  
 
Initially the authors of this thesis were not adamant on having only two interviewees for data 
collection. Into the process of contacting and selecting interviewees however, it became clear 
that very few people had clearance and authority to participate and share information about 
the JamaicaEye project. This narrowed down the number of people who could be a part of the 
sample and represent the population. In the case of the developers, as the highest-ranking 
member of MSTech Solution was available and cleared to participate in the data collection in 
this thesis the possible gap of collecting in-depth information was bridged. Having a person 
with full insight and responsibility for the project, as well as knowledge in IT and 
cybersecurity was determined to be a justified reason for only selecting one interviewee to 
represent the sample population for MSTech Solutions. This decision was further validated 
based on not only the careful consideration of the authors of this thesis, but also on research 
from Boddy (2016) Van Rijnsoever (2017). Further in-depth critique regarding the chosen 
sample size for this thesis is found in section 3.8.        

3.3.2 Interviewees  
The sample group of interviewees was limited, since the amount of authorized personnel 
allowed spreading information about the JamaicaEye project is short. This led to reaching out 
to authorized people within IT security and the JamaicaEye project itself. Since the 
JamaciaEye project is in the designing and implementation phase the choice of sample for this 
study had to be one interviewee with the highest authorization and knowledge from both the 
Jamaican government and MSTech Solutions. The participated interviewees did have the 
correct IT backgrounds, knowledge and relevant authorization to be a part of this fields study. 

Description of interviewee A  
MSTech Solutions was after extensive vetting and negotiations with the Jamaican government 
chosen as the most competent partner to help develop the JamaicaEye system. This private 
technology company have expertise in network optimization, project management, electrical 
design and installation, maintenance and support but most importantly in IT security and 
cybersecurity. Due to the topic of this thesis, interviews with the most senior employees of 
MSTech Solutions was determined as critical due to the company’s insight into the 
JamaicaEye project but also regarding the company’s vast knowledge of IT and cybersecurity. 
The company has been active since 2013 and is a relatively small firm of 35 employees. 
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MSTech solutions offer services in IPS and IDS, which is brought up in section 2.1, as well as 
managed security services (MSSP) and take IT and cybersecurity very seriously. To be able to 
collect as much in-depth information as possible from interviews, the highest-ranking member 
of the company was selected as the interviewee for this thesis. This choice was made partly 
because of the interviewee having full insight into the JamaicaEye project, but also due to the 
extensive system development and IT security experience of this person. The interviewee has 
almost fifteen years of experience in IT engineering and has in-depth knowledge of assessing 
and developing secure systems. Currently, the interviewee had insight in the IT and 
cybersecurity knowledge of the JamaicaEye developers and the security knowledge and 
decisions regarding the system development and implementation. Adding onto the previous 
experience, the interviewee was in parallel to current work also pursuing additional degrees in 
IT Security at the Massachusetts Institute of Technology. This to keep up with current 
cybersecurity advancements and techniques as well as gaining even more experience within 
this field.  

Description of interviewee B 
This interviewee has an academic background in information security with a minor in 
networking focusing on security. The interviewee is currently working as an IT security 
engineer at eGov Jamaica under the ministry of Science, Energy & Technology and has been a 
part of this group for a little over a year. Apart from working with IT security and having a 
degree in this field, the interviewee is also working on several professional certifications in IT 
and security. The work as an IT security engineer includes securing confidential information, 
access control management and managing networks and applications within the government 
of Jamaica.     

3.3.3 Interview method 
To collect empirical data, one-on-one interviews with selected interviewees were conducted in 
a location of the interviewees choosing. To receive strong in-depth data about the JamaicaEye 
project, two interviews took place with each interviewee. The interview questions were of 
semi-structured nature with a scheduled list of questions that would enable an opportunity of 
asking further questions based on given answers (Williamson and Johanson, 2013). Open-
ended questions were structured to be asked during the interviews. The reason behind this 
choice of method was to not lead the respondent to answering a simple” yes” or a” no”, but to 
answer the questions with more thought and knowledge about the system (Williamson & 
Johanson, 2013). To strengthen the open-ended questions, probing questions was also asked 
during the interview to populate the interviews with relevant questions and gain in-depth 
information about the system (Williamson and Johanson, 2013). 
According to Williamson and Johanson (2013) this can help capture perspectives of the 
interviewees while still ensuring the interviewees staying focused on the issues that are 
relevant to the study.      

3.3.4 Interview questions 
The design of the interview questions was anchored in the C2M2 model. The interview 
questions were formed to cover the nine chosen domains concerning the C2M2 model and 
other cybersecurity factors of the JamaicaEye system. Under each of the nine domains in the 
C2M2 model, a scale of 0-3 MIL (milestones) is provided to measure the level of 
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cybersecurity in the system or organization that is being assessed. The score of MIL zero is 
the lowest and three is the highest (U.S Department of Energy et al., 2014). In order for the 
analysis of the empirical data to be as significant as possible it was important that the asked 
questions were based on the C2M2 model, for the analysis of the cybersecurity factors 
incorporated in the JamaicaEye system. By mapping the JamaicaEye project according to the 
C2M2 milestones under each domain, conclusions could be made regarding how cybersecure 
the JamaicaEye project is according to the C2M2 model, as well as which cybersecurity 
factors not in the C2M2 model were deemed important in the JamaicaEye project. 
       
The design of the questions to be asked during the interviews was mainly based on the 
literature from the theoretical framework. Each question was carefully designed to be clearly 
connected to domains in the C2M2 model where the aim was to find out how cyber-secure the 
JamaicaEye project was in relation to the C2M2 model. A draft of possible interview 
questions based on C2M2 domains was made and these questions were later reviewed a 
couple of times to minimize potential misleading of the respondent (Persson et al., 2016) The 
questions were also personalized based on whom the interview was supposed to be with. The 
interview with interviewee A was designed to fill the gaps concerning knowledge about the 
JamaicaEye project and system cybersecurity. While the interview questions with interviewee 
B were designed along the participation in design and implementation of the surveillance 
project and the governments’ work and perspectives in the cybersecurity domain.  
       
The design of the interview questions was created to include mostly open questions, meaning 
the respondent freely could answer with own words and express thoughts and opinions and 
via that share in depth information (Williamson & Johanson, 2013). The original questions 
were followed by questions that came along during the interview based on the answers. The 
choice of open-ended questions was made because of the in-depth information needed to 
compare gathered data with the theoretical framework (Persson et al., 2016). As previously 
mentioned, probing questions were also sporadically asked to fill gaps of information and 
gather as much in-depth information as possible.       

3.3.5 Implementation of interviews 
The first interviews took place in Kingston at separate times, with each interviewee. All 
interviews were recorded to allow the interviews to go on as uninterrupted as possible so that 
transcription speed did not affect the flow of the interviews. In accordance with ethical 
research practices, the consent and permission of recording the interviews were obtained from 
all interviewees prior to the interviews (Williamson & Johnson, 2013). Recording interviews 
enable revisiting answers so that received information can be correctly transcribed.  

All interviews were conducted in a setting of the interviewees choosing, which was a cafe in 
near proximity to the offices of the interviewees. Both initial interviews had a timeframe of 
2-3 hours each. After the first interviews, when the data was collected a process of open-
coding took place. The received data was first color coded to be matched with and placed 
under a domain in the C2M2 model. This way it became easier for the authors of this study to 
analyze which domains had gaps in information that would affect the analysis and conclusion 
of the study. In chapter 3.4.2, further explanation of the open coding will be presented.  
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3.3.6 Follow-up interviews 
After the first interviews with both representants were conducted, the authors started labeling 
the collected data into color code in accordance to the C2M2 model. This method is called 
open coding and is further described in chapter 3.4.2. Furthermore, it was important that the 
received data from the interviews covered all selected nine domains to enable an intriguing 
and rewarding analysis. Since the data from the first interviews did not provide enough in-
depth data, second interviews with the same representatives took place to fill gaps and enable 
further analysis. The follow-up questions were designed in a semi-structured way where 
original questions led the interview and spontaneous questions arose based on the answers 
from the interviewees. Also, the follow-up interviews were recorded to simplify the coding of 
the collected data.        

3.4. Thematic analysis  
Thematic analysis is a well-used analysis method within qualitative research and this method 
of analysis refers to examining and pin-pointing patterns of themes within the collected data 
(The University of Auckland, 2017). Meaning, the data patterns are identified after processing 
and coding of data and comparison of thematic frameworks (The University of Auckland, 
2017).       

3.4.1. Qualitative data analysis 
Initially, the analysis started with the interviews being transcribed from audio to written form. 
After all data had been transcribed, it was subjected to detailed reading where answers were 
coded and categorized according to the C2M2 domains, a method supported by Seers (2012). 
Quotations were used to further highlight the categories so that the analysis was soundly set in 
data (Seers, 2012).  
All coded data was electronically categorized using colors to help organize the categories so 
that it became easier to trace the analysis itself (Seers, 2012).     
  
Collected data was mapped against the theoretical model for cybersecurity capability maturity 
model C2M2 to analyze the cybersecurity factors in the JamaicaEye system. The C2M2 
model was chosen over other theoretical models that can be used to analyze cybersecurity in 
companies and developed systems because of its relative ease of use and cybersecurity focus. 
Other models considered for use were decided against mainly due to either their high 
economical price or being too time consuming. Some models lacked certain aspects of 
cybersecurity that led to further models being needed to complement this gap, increasing the 
time and economic factors further. When using C2M2 as a theoretical model, it was important 
to find the correct version, as the organizations responsible for the model initially created it 
for the energy sector (U.S Department of Energy et al., 2014). 

3.4.2 Open coding 
After the first interviews took place, the authors of this study started coding the collected data 
using the open coding method. The process of open coding is labeling the collected data with 
concepts from the selected theory, then defining and developing categories based on this 
theory, in this case the C2M2 model (Khandakar, 2009). Also, the process of open coding 
refers to deriving codes from the collected data to find similarities and differences both in 
comparison to reality and the theory using an open mind (Khandakar, 2009). The authors of 
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this study conducted the open coding using a method of color coding the collected data, 
labeling every answer in accordance with each of the 9 domains of the C2M2 model. This 
means that 9 different colors were used to cover the main categories. Based on those 9 
categories, 14 themes were found related to incorporated theory and the authors using an open 
mind during data analysis (Khandakar, 2009).  

After follow-up interviews, the newly collected data was also divided into color codes, and 
once more put in relation with the C2M2 domains. When this process was over, the codes 
were analyzed once again using an open mind to find out which themes found in the system, 
following the domains in the C2M2 model. Meaning, that the open coding method 
strengthened the emerged data.   

Table 3.1, shows which headline and subheading which was coded into the same themes. In 
chapter 4. Further explanations of the themes will be presented. 

3.5. Literary foundation methodology 
Digital Video Surveillance and Security, written by Caputo (2014) was chosen because of its 
content and technological information based on the CCTV development processes of systems 
and networks. Firstly, a search was made using the search engine “Google” to gain as many 
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hits as possible concerning books written on the topic. Key words used in the search were 
“CCTV”, “Surveillance”, “Technology”, “Cybersecurity”, “Network”, “System” and “Book”. 
These searches provided over nine million hits on Google but led to multiple sites and 
literature vendors. Making a choice of which book to choose was based on variables such as 
release year, prior experience of the author and content. The release year was an important 
factor as information technology (CCTV included) makes rapid advancements, meaning that 
books published too far back does not include more recent technology that is being used. The 
prior experience of the author is another important variable in the literature selection, as this 
shows to the experience and expertise of the author in the subject matter.  

Found below is a table containing used search phrases to find the reports, papers and articles 
used in the literature review.

�  

3.6. Evaluation method  
As this thesis is based on qualitative research methods, there are evaluations concerning 
methods based on the qualitative approach. Qualitative evaluation methods include the 
principles of dependability, credibility, confirmability and transferability which will be 
included in the subsection below (Recker, 2013).      

3.6.1. Qualitative Evaluation 
Qualitative research is as previously discussed in chapter one, different from the quantitative 
approaches. According to Recker (2013), there are several guidelines for method evaluation 
can be applied to the more subjective and interpretive nature of qualitative methods. These 
include dependability, credibility, confirmability and transferability (Recker, 2013).  

Onwards, dependability is also referred to as reliability, and concerns whether other people 
than the researchers themselves would reach similar, or the same, conclusions when 
examining the same data or observations (Recker, 2013).  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Credibility however, is sometimes also referred to as internal validity, and involves the 
process of qualitative data analysis in terms of if enough substantial evidence has been 
provided for the interpretations of the data analysis. In order to achieve credibility, researchers 
can maintain a chain of evidence and keep precise notes on the decision making of the 
qualitative research process. 
       
Furthermore, confirmability is also an important factor in the qualitative method. 
Confirmability can be carried out by assumptions drawn from qualitative data such as 
reviewing interview summaries or drawn conclusions. This principle presumes that the 
findings from the qualitative research is able to be verified by outsider such as interview 
participants.  

Lastly, the principle of transferability, or also referred to as external validity. Transferability 
involves how much, or at all, the research findings can be generalized to other domains or 
cases (Recker, 2013).            

3.7. Ethical issues 
There are some ethical issues when choosing to use interviews to collect data in the field. As a 
researcher it is important to acknowledge and analyze possible risks and how the interviewees 
could be negatively affected from participating in the study, both short-and-long term 
(Vetenskapsrådet, 2002). Due to ethical reasons it was decided to give the participants the 
chance of reading questions in advance so that a high level of fully informed consent could be 
reached. Interviewees of high stature participating in this thesis had the possibility to read 
interview questions in advance and had the option of requesting a copy of the transcribed 
interview after completion to clarify or correct statements that were made. This makes the 
interview process more substantial for the researchers but allows interviewees to deliver 
correct answers and gives opportunity for these to retract statements that could cause risk the 
JamaicaEye project or the interview subject. 
       
Another ethical issue that affects the process of this thesis is the corruption across Jamaica. 
This cultured problem affects every citizen because of the abuse of the public authority 
system and uses it to gain from a private perspective. From a study done by the Transparency 
International, it seems that the corruption in Jamaica 2017 has been growing during the last 
few years. About 80 percent of the Jamaican police force is corrupt, and 50 percent of 
governmental employees uses their authority and power in order to gain control (Globalis, 
2017). Since the JamaicaEye project is a project initiated and owned by the government of 
Jamaica the implementation of the system is therefore dependent on that services work 
towards any citizen in Jamaica.        

3.8 Methodology Evaluation 
In the beginning of the project the intent was to use a hybrid research method with both a 
qualitative and a quantitative methodology with a structure of both interviews and a survey 
for data collection. Further into the thesis a restructuring had to be made, where the 
quantitative methodology was excluded from the thesis. This because neither interviewee was 
able to share information regarding private connectors in the JamaicaEye network due to 
security reasons. Such a change led to a loss of in-depth information of the cybersecurity 
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awareness and knowledge of the private connectors. However, as these parties have no insight 
into the project itself, no important information about the cybersecurity included in the 
surveillance system was lost from this change in methodology.  
 
As brought to attention in section 3.3.1, the sampling process was complex and required 
careful consideration. There are many discussions held concerning qualitative sampling and 
what constitutes a suitable sample size. Several scientists and researchers argue that it is more 
important to gain much data (Morse, 2015), and that the researchers gain high-quality and in-
depth data (Boddy, 2016), than focusing on having as large of a sample size as possible. The 
authors of this study evaluated and discussed possible representatives of the two 
subpopulations of the JamaicaEye project involved in the design and initial implementation 
phase; the Jamaican government and the developing company MSTech Solutions. This 
evaluation was carried out before the sample was decided, to determine how as much in-depth 
data as possible could be collected, coded and analyzed. After lengthy processes of the 
interviewees being cleared to participate, approximately eight weeks from start to finish, an 
initial sample size was determined at two participants with one representative from each 
subpopulation. Both interviewees presented a description of their work, education and 
involvement in both the JamaicaEye project and the IT security and cybersecurity domain. 
The authors of this study determined these representatives as critical information sources as 
their knowledge and insight would be able to provide both a large quantity of data as well as 
in-depth data. In order to validate this sample size, theory from Van Rijnsoever (2017), Boddy 
(2016) and Morse (2015) was used to anchor the decision in previous research on sample size 
in qualitative research. According to Van Rijnsoever (2017), it was very important to 
determine sub-population, possible codes that could be derived from the sub-populations and 
choosing a suitable sampling strategy. The guidelines presented by Van Rijnsoever (2017) in 
these steps were considered when determining the sample of this study. Furthermore, in order 
to make sure that a large amount of data was collected the authors of this thesis drew from 
Morse (2015) and held long initial interviews with follow up interviews being held after 
transcription and careful reading of the material from those first interviews. According to 
Morse (2015) this is a suitable method for thematic analysis and when much time is spent on 
interviews. Lastly, as this is a study of one single case, the JamaicaEye project, Boddy (2016) 
argues that a single instance can actually be very instructive, and that one case can further 
knowledge. The authors of this study agree, as long as the collected data is extensive and deep 
enough. Also, the authors are aware that while the development of JamaicaEye proceeds the 
research population will expand to the private connectors, police and other sub-populations 
that will be included in the system and its processes. Currently though, the population is 
restricted due to security reasons and the system just recently entering the implementation 
phase.  
       
The chosen method of semi-structured interviews was naturally formed and later became the 
structure of the data collection process. Once the questions were chosen, they were sent to the 
interviewees in advance, so they could prepare and get comfortable with the material. Giving 
interviewees the chance of preparing could mean an increased chance in interviewees 
cancelling interviews based on the amount of questions or the content of the questionnaire. It 
was decided to go through with this approach and send the questionnaire ahead of the 
interviews because of the chosen topic and reasons of ethics mentioned in chapter 3.7. 
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Discussing the cybersecurity of a system that will be considered critical infrastructure is 
somewhat sensitive and most in-depth information about the system is classified to avoid 
leaks and cybersecurity breaches.  

During the interviews, there were some impromptu questions being raised due to some 
unexpected answers. This is a positive result from using semi-structured interviews; there is a 
script, but questions can be added to create a deeper understanding on the spoken subject. 
Also, it may or may not have a negative effect where the interviewer can ask inappropriate 
questions because of being caught in the moment which the interviewee can misinterpret as 
insults (Recker, 2013).  

Furthermore, a qualitative data collection method was chosen over a quantitative one as the 
researchers were exploring the cybersecurity knowledge and awareness of a few major 
decision-makers, a decision based on theory from Polkinghorne (2005). A quantitative 
approach, such as a survey, on this topic would not be sufficient enough in providing the data 
needed to answer the research question or pursue the purpose of the study (Polkinghorne, 
2005).  
       
The limitations of language and the ability to formulate one’s experiences and knowledge is 
according to Polkinghorne (2005) present in both quantitative and qualitative methodology. 
As this study is not quantitative it therefore avoids questions not being properly understood or 
non-self-reporting answer choices not representing the experiences and knowledge of the 
respondent. Interviewees had the possibility of asking for clarifications of interview questions 
and the ability of expressing self-constructed answers based on knowledge, awareness and 
experience (Polkinghorne, 2005). However, language limitations are present in qualitative 
data collection as well. These limitations are related to the ability of the interviewees to 
properly and cohesively express experiences, knowledge and awareness (Polkinghorne, 
2005). While on the topic of language, there are also possible implications of choosing 
interviewees that speak a different first language than the interviewers. The Swedish language 
is the mother tongue of the researchers, the Jamaican Patwa and English is the native 
language of the interviewees. If not being careful, organized and serving with full attention, 
some data and knowledge may be lost in translation (Polkinghorne, 2005).  

Regarding the qualitative analysis, it is important to mention that the interaction between 
interviewers and interviewees leads to possibilities that the interviewer could have affected 
the data collection and the analysis. This because the steering of the interview and the chosen 
coding and interpretation of the transcribed material may be affected by the experience and 
organization skills of the interviewer (Seers, 2012).  
       
Furthermore, the selected theoretical model, C2M2, was chosen based on an analysis and 
discussion of available and proven capability maturity models. Most models lacked a focus of 
cybersecurity and needed to be complemented with several other models in order to provide 
the needed theory (Miron & Muita, 2014). Some models were also decided against as they 
were to substantial and would require massive amounts of time. Deciding what model to use 
were based on personal evaluation of available models as well as published reviews of 
cybersecurity capability maturity models.
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4. Empirical analysis       
This chapter concerns the data collected from the semi structured interviews presented in 
main categories based on the nine selected domains in the C2M2 model in cybersecurity. 
Basing categories on pivotal parts of the selected theory is important in order for the 
categories to have meaning to those who are not a part of this study (Jacobsen et al., 2002). As 
all interview transcriptions were subjected to open coding and thematic analysis, 14 themes 
were derived through this process of analysis. All identified themes were positioned under the 
main nine categories to present how the interviewees regard and apply cybersecurity factors 
in the JamaicaEye system and the relation between the themes and the C2M2 model. All 
empirical analysis is based on the following main categories from the C2M2 model:  
 
-Risk Management  
-Asset, Change, and Configuration Management  
-Identity and Access Management  
-Threat and Vulnerability Management  
-Situational Awareness  
-Information Sharing and Communications  
-Event and Incident Response, Continuity of Operations  
-Supply Chain and External Dependencies Management  
-Workforce Management 
      

4.1. Risk Management 
In terms of risk management, decision making parties of the JamaicaEye project have 
carefully weighed project risk factors and set up strategies in cybersecurity risk management, 
says interviewee A. Special awareness of cybersecurity risks related to allowing external 
corporations and individual citizens to send camera feeds from their CCTV cameras into the 
JamaicaEye network has been incorporated into the design of the system, explains 
interviewee A. Interviewee A and B both describe the incorporation of private connectors to 
be a cybersecurity risk to the system. Interviewee A further explains that attempts to mitigate 
cybersecurity risks related to allowing private connectors without training or experience in IT 
security and cybersecurity has been made in the JamaicaEye system. These mitigations are 
described by interviewee A to be restrictions made to CCTV system access; private 
connectors are not granted any access to the JamaicaEye system at all, they are merely 
allowed to push their CCTV feeds into the JamaicaEye system. Furthermore, interviewee A 
and B consider training and educating the public to be crucial in order to be able to create a 
more cyber secure environment which would in return be beneficial to the JamaicaEye 
system.  
 
Interviewee A explains that the risk assessment strategy is divided into multiple approaches 
such as from an operational perspective, software support and events related to natural 
disasters. Multiple data centers are planned, but not set up in this initial step of the 
implementation phase, in order to prevent irreparable damage to the system and system assets. 
The implementation of the hardware is also designed based on risk management factors, 
according to interviewee A and B. Government owned surveillance cameras (and other IoT 
devices connected to the system) are mounted on more recent infrastructure such as stoplights 
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to keep cameras out of reach and mounted on more reliable and modern material, says 
Interviewee A. Interviewee A also describes the risk assessment involved in the risk 
management process to be carried out through use case scenarios, where realistic worst case 
scenarios are delved into. After the use case scenarios are set measures against these are 
taken, interviewee A describes the process as:  
 
“We think worst case scenarios, realistic worst case. And then we try to implement measures 
to combat those issues. Thats what we are doing even though the system is pre-production. 
Yes, it’s already designed, but every week we are looking through, running tests, doing 
simulations” 

4.1.1 Risk management and the application layer  
Discovered risks in the JamaicaEye system are either mitigated, accepted, tolerated or 
transferred due to severity and possibility to damage core functions of the system, says 
interviewee A and B. Interviewee B explains that known and logged risks to government 
systems are handled as:  
 
“We can weigh what risks they might be and if we can accept these risks and transfer them to 
somebody else. And because we manage for other entities, we have to think about ´does this 
entity want this appliance´ and what are the vulnerabilities that can occur” 
 
Onwards, interviewee A clarifies that one of the most important factors in risk management to 
a CCTV system such as JamaicaEye is the application layer. This layer in the system poses as 
the biggest risk to the system itself due to many external attacks targeting specifically the 
application layer, says interviewee A.  
The below seen quote is from interviewee A, further explaining risks concerning the system’s 
application layer. 
       
“We are designing the architecture, their appliances and the security solution that we gonna 
implement is essentially gonna protect against application level attacks, because majority 
based on research about 80-90% of attacks on networks are from the application layer. 
Persons attacking software, persons attacking web applications online. I suppose they are 
trying to infiltrate the actually network itself. Because that’s what you will interface with, the 
application. The system we implement will protect against malicious scripts, and all the 
typical attacks we are quite familiar with.”  
      
However, the risk strategy also includes the incorporated hardware, firmware and the 
configurations of these, says interviewee B. Assessments of risk strategy and management is 
an important part of the CCTV network design and implementation according to both 
interviewee A and B. Interviewee A also explains that risk assessments are made continuously 
in parallel to the project development and implementation.  
Lastly, interviewee B highlights a shift in the importance of risk management during the last 
two to three years in Jamaica. Risk management and cybersecurity has become increasingly 
important and prioritized and has affected the JamaicaEye project as well. The previous 
stance in risk management is presented in a quote from interviewee B below.  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“There has been a lot of risk acceptance in Jamaica, and we realized that if we continue this 
risk acceptance that the amount of money we would be spent. That is why we need security 
systems instead of if something happens we just replace it”   

4.1.2. Establishing and enforcing cybersecurity policy 
Cybersecurity policy and frameworks are important to lessen the exposure to external threats, 
legal issues and help to provide guidance for staff in how to create and maintain a cyber 
secure system and environment (Eloff, 1988). Establishing and introducing policies on 
cybersecurity should be a process of evolution, not revolution. According to Eloff (1988), a 
lack of cybersecurity policy within an organization will severely affect the level of 
cybersecurity of the organization or system, and this is something brought up by interviewee 
B as well. Currently, there is no finished and enforced cybersecurity policy present in 
Jamaica, according to interviewee B. Also, interviewee B considers the lack of policy in 
Jamaica to be because the nations rather late move towards a more technological and 
connected society. Furthermore, interviewee B explains the current situation of cybersecurity 
policy in the below seen quote. 
       
“Current government standards are in a lapse when we don’t have a proper cybersecurity law 
currently. So, there is no dedicated cybersecurity law. We do have information and privacy 
laws being worked on right now, but they are not set in stone.”  
       
However, interviewee A and B agree that there is a need of cybersecurity policy and 
frameworks so to create a more cyber secure environment and thereby lowering cyber risks to 
the JamaicaEye system. When the field research of this thesis was conducted, the government 
of Jamaica was actively working on a NIST cybersecurity framework, but this is not yet 
finished and being applied says interviewee B. Lacking a complete and cohesive 
cybersecurity framework or policy may affect how cybersecurity factors and perspectives are 
incorporated into organizations and projects of system and network development, according 
to interviewee B. Therefore, creating and enforcing cybersecurity policy can help 
organizations and developers to incorporate a cybersecurity focus into their systems and 
networks to keep their investments and assets secure (U.S Department of Energy et al., 2014).  
Cybersecurity policy should also include the disclosure of the cybersecurity information so 
that all information regarding the system is aligned and the integrity of the information is high 
(Moore, 2010). Currently, the developers of the JamaicaEye system disclose cybersecurity 
information to those involved in the initial phase of system implementation, says interviewee 
A. At the moment however, not many are involved in the project, so the width of disclosure is 
low. Lastly, it is explained what issues may arise from developing the JamaicaEye network 
when having no established policy or regulation, this is seen in the quote below by 
interviewee B. 
       
“We have to develop a privacy act right now, so currently to the ministry of science, the 
ministry is leading the privacy law, similar to the EU’s GDPR, is developing and pushing the 
privacy law so that more entities can join the CCTV program. So, the JamaicaEye program 
[right now], is supposed to allow anybody who has a CCTV at their home or business to add 
to the program. This creates a grey area where does the public want their information to be 
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accessible by anyone at any given time and with no proper regulation? So that is the issue 
right there.”       

4.2. Asset, Change, and Configuration Management 
The government is concerned with the configuration of the connected appliances as wrongful 
configuration settings is considered to be a crucial factor in the cybersecurity of a CCTV 
network such as JamaicaEye. Interviewee A describes that new government owned video 
equipment has been purchased and installed, and also that this new equipment is integrated 
with the feeds of privately owned CCTV cameras facing public spaces. All connected assets 
(CCTV cameras) were analyzed so that these met the technical requirements of being added 
to the JamaicaEye project and later recorded in system inventory. Aligned with theory, 
guidelines for appropriate configurations established, considered and enforced. Although, 
these guidelines are not set up according to a specific baseline as in the C2M2 (U.S 
Department of Energy et al., 2014). Instead, the government have their own configuration 
guidelines of assets that is highly bottom-up focused. Such guidelines are described by the 
interviewee B as:  
 
“We are mostly concerned about people’s misconfiguration of appliances where you buy a 
camera and you set it up and you’re still using default admin/admin logins and anybody can 
access that camera”  
 
The guidelines that are presented by interviewee B is similar to those of Caputo (2014) 
regarding secure login processes that are needed in order to lessen cybersecurity 
vulnerabilities in the system.  

4.2.1 Importance of proper configuration 
Interviewee A describes that the project owners need to be able to trust that all feeds and 
components of the system are securely configured in order for the entire JamaicaEye system 
to be secure. This is aligned with the theory of Cullough (1990) which states that for a system 
to be secure, all components of the system must be secure. Furthermore, interviewee A also 
describes the process of configuration as based on trust, which is not something mentioned in 
theory. In theory, configuration management is described as a technical process that does not 
include human qualities or relationships. Interviewee A and B however, both agree that 
because of the JamaicaEye system including private connectors, there must be a trusting 
relationship between all involved parties concerning proper configuration of assets (CCTV 
cameras). The system owners and developers must be able to trust that the private connectors 
properly configure private assets. Vice versa, interviewee A and B also state that the public 
must be able to trust that the JamaicaEye system has properly configured system owned 
assets. Although, it is also described by both interviewees that the public is not highly 
educated on the topic of cybersecurity and how to properly and securely configure CCTV 
appliances yet. Therefore, there should be processes in place to safeguard the system so that 
misconfiguration of assets is a reduced threat to the system. Furthermore, interviewee A 
describes this as: 
 
“We need to be comfortable with having their [private connectors] feeds. So, there are some 
security policies internally that has to be put in place to ensure that their operations can be 
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strengthened”  
 
Meaning, security policies are not yet established in the JamaicaEye system in the phase of 
implementation. This is in conflict with the theory in the C2M2 model, which clearly states 
that all asset, change and configuration management should be based on policy in order to 
achieve high system security (U.S Department of Energy et al., 2014).  

4.2.2 Education in proper security hygiene 
Educating private connectors of the JamaicaEye system is considered very important by the 
government and MSTech solutions. Interviewee B, not only describes the technical 
configuration guidelines but also considers it very important that the people get knowledge on 
how to understand and use CCTV equipment in a secure and safe way which is described as:  
 
“So, it’s more giving people the right idea of how to use it [the CCTV equipment], the right 
security hygiene before they are added to the system”.  
 
However, it is not only the public that needs to be educated in proper security hygiene. It is 
important that those responsible for the cybersecurity of the JamaicaEye system have 
knowledge and expertise in configuration management in order to secure the system (U.S 
Department of Energy et al., 2014). Otherwise the technological equipment, in the 
JamaicaEye system being primarily CCTV cameras, poses as an addition to cybersecurity 
risks (Meyer, 2004). This is in the case of JamaicaEye in accordance with theory as 
developers have the proper knowledge and expertise in IT and cybersecurity. The external 
developers, MSTech Solutions, are according to interviewee A knowledgeable in designing, 
installing and maintaining secure systems and devices as this is their area of expertise. 
       

4.3 Identity and Access Management 
The identity and access management for the JamaicaEye project is of high priority according 
to interviewee B. Furthermore, this means that the access to the project and network assets is 
currently highly restricted due to system cybersecurity and IT security reasons, according to 
interviewee A. Interviewee B however, also stresses that only those in charge of the project 
development and implementation currently have access to the system, leaving less room for 
unauthorized use in the system implementation phase.  

Access to the CCTV network project is given by those in the government who are responsible 
for the JamaicaEye project, and a highly vetted team of developers have received various 
levels of clearance and access depending on job role and project tasks according to 
interviewee A. Depending on hierarchical job roles in the company in charge of the project 
development, the access to certain assets and levels of authorization is based on what level of 
clearance an employee has, says interviewee A. This is in accordance with the C2M2 model 
(U.S Department of Energy et al., 2014). System access is explained by interviewee B as: 

“So the ministry has that access but they’re, it’s proprietary right now. Only the project 
managers, it’s like in a testing phase now, only the initial people in the project can access”   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4.3.1 Identity and access in relation to the CIA triad 
Confidentiality, integrity and availability directly affects the identity and access management 
of the JamaicaEye network, says interviewee A. Currently, the only access granted to the 
JamaicaEye network is to the developers and responsible parties in the government, according 
to interviewee A and B. This leads to a lower level of access and identity management being 
necessary as a smaller number of user profiles require less work than a larger one (Qadir & 
Quadri, 2016). However, the person in charge of granting access still has the responsibility of 
ensuring that every user profile has only the access they need, no more and no less (U.S 
Department of Energy et al., 2014). This is currently the case, as interviewee A describes that 
the head of the developing company is monitoring all those involved and keeping a close eye 
on the entire process of the system development. Interviewee B also explains a shift to more 
structured methods and processes regarding access and availability as seen in the quote below.  
 
“We are more going towards the architecture in the US where there are clearance levels and 
this is being developed in the plans.”  
 
Moving on to the confidentiality of the system, because of the small number of people with 
access to the system, confidentiality and integrity in the system is much stronger, according to 
Arockiam and Monikandan (2014). Interviewees kept up with the confidentiality of the 
system and did not disclose any detailed information about the system architecture or in-depth 
functions. Interviewee A and B explains that this is done partly to preserve the integrity of the 
system, but also because recipients of confidential system information require strict elements 
of vetting, including polygraph tests, as well as non-disclosure agreements.  
  
The only factor that still remains to be handled is the termination and revocation of access 
when the project is handed over or if and when people in the project choose to no longer work 
with it. Revocation of access is important to ensure the confidentiality and integrity of the 
system assets and is something that will have to become further prioritized in the future. As of 
now interviewee A says that there has been no pressing need for revocation protocol but there 
is currently knowledge present on how to handle system access (Arockiam & Monikandan, 
2014). 

4.3.2 Remote access denied 
Multiple government applications allow for remote access, but such connections are secured 
through the use of virtual private networks (so called VPN: s) says interviewee B. In the 
JamaicaEye system however, remote access as a system function has been decided against, 
according to interviewee A and B. Interviewee B explains that allowing remote connections to 
the JamaicaEye system would make the system more vulnerable in terms of cybersecurity. 
This because these kinds of connections need to be further secured as they are not being made 
from a validated secured location and network, according to interviewee B. Both interviewee 
A and B is against the use of remote access to minimize risk of being affected and attacked by 
malicious users. This is in agreement with Rittinghouse & Hancock (2003) who state that 
using remote connections to a system increases risk levels if rigorous security is not applied 
on user authentication processes in system access. Interviewee B states that remote access is 
beneficial in allowing work flexibility for employees but would be a great risk to the 
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JamaicaEye system. However, Rittinghouse & Hancock (2003) explains that if remote access 
is properly secured using state-of-the-art VPN that includes “a combination of tunneling, 
encryption, authentication, and access control technologies and services”. Although, 
interviewee A states that remote access and use of the JamaicaEye system was never the aim, 
as monitoring centers are physically located in Jamaica and all video data transmitted and 
monitored in these. Had the monitoring centers been of a remote nature, outsourced 
internationally, it would have been of great importance and a necessity to allow remote 
connection and apply further cybersecurity measures in securing the transmitted data 
(Wittering, 1996; Rittinghouse & Hancock, 2003). To summarize, remote access to the 
JamaicaEye assets have been decided against to decrease cybersecurity risks and threats that 
may occur due to less secure connections, networks and devices, as explained by both 
interviewee A and B and endorsed by theories from Rittinghouse & Hancock (2003).  
       

4.4 Threat and vulnerability management 
Developers and initiating parties of the JamaicaEye project have carefully considered the 
threats of connecting private corporations to the project network and how this could make the 
system vulnerable, says interviewee A. Further, interviewee A and B explains that mitigations 
to vulnerabilities has been made, such as allowing private connectors to push feeds into the 
system, without having actual access and insight to the system itself. Cybersecurity threat 
information has been gathered by the developers of the system which has led to an awareness 
of the most common threats and strategies to mitigate these. Interviewee A further explains 
that possible threats are identified and prioritized according to possibility of occurrence and 
severity of consequences if identified threats are realized. According to interviewee A, threats 
to the application layer are of highest priority, as previously mentioned in section 4.1. This 
due to the fact that possibility of occurrence is highest regarding threats to the application 
layer, and severity of consequences is high as well, says interviewee A. The process of 
identifying and prioritizing threats in the JamaicaEye project is in accordance with the C2M2 
model (U.S Department of Energy et al., 2014). Additionally, interviewee B describes that the 
government continuously works according to internal guidelines with identifying possible 
vulnerabilities in systems and applications used by the government.  
 
Onwards, interviewee A explains that it is of high importance to sustainable system 
infrastructure. A key factor to minimize system vulnerabilities to the infrastructure is to make 
sure that there are several locations for system assets such as servers, says interviewee A. If 
system assets are present in only one location, the system is more vulnerable if this location is 
compromised due to external malicious threats or natural disasters, according to interviewee 
A. In the current, initial stage of the implementation phase, interviewee A acknowledges that 
the JamaicaEye system is vulnerable and more susceptible to cyber-threats as there is only 
one location where system assets are installed (camera hardware not included). In the below 
seen quote, interviewee A explains the process of system location planning and the security of 
this.  
 
“Everything is on purpose, initially in one premise. But there will be multiple premises. For 
security purposes you know if there is a long time, or an actually disaster you want backup of 
your data and information. But initially there will be one base.”  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However, interviewee A and B are in agreement that mitigations had been planned in advance 
to lessen system vulnerability and threat occurrence due to using only one system asset 
location. These mitigations involved using a highly secured location on military ground, 
where security was and remains high, which bridged cybersecurity vulnerability and threat 
gaps, says interviewee A. Lastly, the developers of the CCTV network are part of an 
independent company and not a part of the government itself, says interviewee A and B. 
Those involved in developing the network are in charge of testing the cybersecurity of the 
system and run simulations on various threats to the system on a weekly basis, according to 
interviewee A. This is in accordance with the C2M2 model (U.S Department of energy et al., 
2014). Interviewee A explains that simulations of the system are made, which depict the 
actual project environment and its connections in order to test system vulnerabilities and 
possible incoming threats. This process is depicted in the quote from interviewee A below.  

“We have been simulating the environment and the connection from outside. Imagine you 
having a house where you have your feeds. We have them simulated your scenario by bricking 
it down and then build it again.” 

      
4.4.1 Securing the system application layer 
As previously mentioned, interviewee A considers the application layer in the system to be the 
most vulnerable component. Most often, external malicious actors are trying to infiltrate the 
network itself via the web applications in the application layer, says interviewee A. This is a 
technical cybersecurity factor that is not incorporated in the C2M2 model. Historically there 
has more focus on cyber securing the network layer of a system but at recent times more 
attacks are focused on the user accessed application layer (Saha & Sanyal, 2014). The 
expressed importance of securing the application layer from interviewee A is in agreement 
with Saha & Sanyal (2014) and Chuang (2017). Chuang (2017) expresses that securing 
system applications will help protect data and enhance the external confidence of the brand or 
project developing the system. Interviewee A explains that resources are focused on malicious 
scripts and intrusion regarding the application layer. Saha & Sanyal (2014) stresses the fact 
that it is important to develop adequate intrusion detection and prevention at the application 
layer and suggests using advanced algorithms for these features in order to reach high 
cybersecurity in a system application layer. Intrusion detection and prevention is being tested 
in the JamaicaEye system using simulation scenarios in this initial stage of the 
implementation process, according to interviewee A. The use of advanced algorithms and 
machine learning in the JamaicaEye system, in accordance with the research provided by 
Saha & Sanyal (2014), is not expressed in detail in order to avoid disclosure of sensitive 
system information. However, a focus and necessity of such techniques is expressed by 
interviewee A. The C2M2 model does not suggest or demand any technical requirements on 
software such as the ones mentioned in this section, but interviewee A and B are in agreement 
with Saha & Sanyal (2014) as well as Chuang (2017) that these cybersecurity measures are 
necessary to prevent vulnerabilities and threats in and to the system.  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4.4.2 Transient access and system backdoors 
Interviewee B is more concerned with transient access due to private connectors not properly 
securing connected CCTV cameras and the cameras then being publicly accessible over the 
internet. When transient access has been handed over, interviewee B explains that this can 
create a backdoor into the system available to malicious actors.  
In agreement with interviewee B, Jyotiyana & Mishra (2016) expresses that inadequate 
security management in the authentication process of the connected devices, such as the 
password authentication of the connected cameras, can be used by malicious actors who 
tampers with or inserts malware to gain backdoor access into the system. These system 
vulnerabilities and threats are serious, says interviewee B, and suggests proper education of 
private connectors is a key factor in preventing and mitigating similar system backdoors. 
These techniques and threats are not listed in the C2M2 model, as the model does not suggest 
specific technical solutions but interviewee B and Jyotiyana & Mishra (2016) agree that these 
cybersecurity factors should be taken into account to avoid this type of threats and 
vulnerabilities to the system. The C2M2 model does however incorporate access and identity 
authentication, as previously mentioned in section 4.3.     

4.5 Situational Awareness 
The developers of the JamaicaEye system are in the initial stages of the implementation phase 
focusing on common threats and attacks to CCTV systems that have occured in other systems 
globally speaking, says interviewee A. As the JamaicaEye system is not yet operational, 
activities regarding tracing and monitoring of incoming anomalous activities have not been 
prioritized says interviewee A. Planning for possible anomalies in the system and taking 
measures to prevent known anomalous activities and behaviors are being handled by the 
developers, says interviewee A. Detailed descriptions of such measures are not given as such 
information is considered sensitive and are therefore not divulged. Ensuring proper logging 
and monitoring of anomalous activities and behaviors in and to the system is considered of 
high importance according to the C2M2 model (U.S Department of Energy et al., 2014). 
Many of the milestone activities in the C2M2 model are covered in the JamaicaEye system 
regarding situational awareness in the sense of logging and monitoring. Interviewee B 
explains that logs are being made and updated and that this is necessary in order to secure 
systems. Backlogs are also made, according to interviewee B, so that changes to the system 
can be monitored and traced. Interviewee A also mentions that data collected by and via the 
system is stored for 90 days so that data will be available for review on later occasions. It 
would be beneficial to be able to store data for longer periods of time, but size of video data 
and the amount of data flowing through the system is much too costly to be stored for a longer 
period of time, explains interviewee A. Another important factor to keep up to date is the 
documentation and cybersecurity, according to interviewee A and B. These factors will be 
presented in the subheading below. 

4.5.1 Documentation of cybersecurity 
Documentation of cybersecurity processes and functions is essential to maintain and improve 
the cybersecurity of the system (U.S Department of Energy et al., 2014). By documentation 
mean creating records of system assets, vulnerabilities, threats and risks, developers and 
managing parties of the JamaicaEye project can come up with a perspicuous plan and strategy 
of what measures need to be taken to cyber secure the system. The C2M2 model incorporates 
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elements on the importance of documentation in nearly every domain which explains the 
value of creating plans and processes for cybersecurity documentation (U.S Department of 
Energy et al., 2014). Furthermore, documentation is very important not only for the 
developing company itself in order to continuously review the work internally, but also for 
future system audits on cybersecurity. Audits of cyber security is often a mandatory process 
after policy is implemented and inspected (Murphy, 2018). 
       
Documentation on what constitutes cybersecurity events, alluding cyber-risks, threats and 
vulnerabilities as well as mitigation should be documented to create a clear strategy in further 
developing and maintaining the JamaicaEye network (U.S Department of Energy et al., 2014). 
Currently, there is some documentation being carried out by the external systems 
development company MSTech, says interviewee A, but details on these records are 
confidential which leaves a gap in the analysis that can be performed on this topic. Also, since 
the system is currently in an initial implementation phase, there are not yet any recorded 
attempts of external cybersecurity events to the system, according to interviewee A. All 
documentation on risks and threats that may affect the system and the system assets are, 
according to interviewee A and B, based on internal testing. This can create a knowledge gap 
between known and unknown vulnerabilities that may be the subject of cyber-attacks as well 
as the damage and loss related to these (U.S Department of Energy et al., 2014). On the topic 
of loss and damage, the C2M2 model highlights the importance of creating and frequently 
updating records of the project assets. It is of importance to keep current asset records if the 
system were to be subjected to events of for example hacking, malware or nature disasters so 
that proper restoration of the project assets can be performed (U.S. Department of Energy et 
al., 2014). As of now, inventory of the assets related to JamaicaEye is being kept, says 
interviewee A and B. When more external connectors and government owned surveillance 
equipment are added the inventory list expands, says interviewee A. All system assets are 
carefully documented and categorized so that the government knows how many cameras and 
other assets there are but also where these are located, explains interviewee A and B. This 
enables more efficient maintenance but also planning of the system so that equipment errors 
can be properly corrected says interviewee A.         
      

4.6 Information Sharing and Communications 
In the JamaicaEye project, the developers of the network software are in charge of gathering 
and providing cybersecurity information relevant to the project itself, says interviewee A. 
These developers also handle reporting on cybersecurity and share information within with 
those given clearance and access to the project information and assets in the initial stage of 
the implementation phase, according to interviewee A and B. Interviewees A and B explains 
that more general cybersecurity information is shared with the public, and private connectors 
to the network are to some degree informed on the topic of cybersecurity. This is explained by 
interviewee B to be necessary to prepare and educate the private connectors on how to secure 
their connected CCTV appliances to make the JamaicaEye system as secure as possible. 
Interviewee B also states that by informing and educating the public, potential security 
vulnerabilities can be mitigated by teaching private connectors about proper security hygiene 
as mentioned in section 4.2. Interviewee A agrees that information must be shared with the 
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public to gain the trust of the people that the JamaicaEye project keeps them safe and that 
proper security measures are taken to secure sensitive data.  
       
Additionally, connected organizations, vendors and internal entities are identified in terms of 
information-sharing stakeholders, based on their relevance to the project says interviewee A 
and B. Depending on level of relevance to the project, interviewee A explains that 
stakeholders receive different amounts of cybersecurity information due to practices for 
information-sharing activities. This selective process is in agreement with the milestones in 
the C2M2 model (U.S Department of Energy et al., 2014). For example, private connectors 
are not directly informed on the cybersecurity information concerning vulnerabilities of the 
JamaicaEye project in order to avoid sensitive information being spread and exploited by 
unauthorized individuals, says interviewee A. Those not directly involved in the 
implementation phase of JamaicaEye do not yet have insight, according to interviewee A and 
B.  

4.6.1 The cybersecurity of sharing information 
In terms of information sharing processes there are provisions established to enable secure 
sharing of sensitive or classified information, explains interviewee B. However, interviewee B 
continues to explain that ongoing road work in Kingston has affected the fiber lines for 
information sharing and for a finite time less secured lines of communications are being used. 
This has led to more efforts and time being spent on securing these temporary, alternative 
solutions says interviewee B. The process of this alternative information sharing is illustrated 
by a quote from interviewee B seen below. 
       
“One of the major difficulties right now is because of the roadwork, a lot of our fiber lines are 
underground and while even though they [workers] have been given the plans to the road- 
work, a lot of the fiber lines have been cut, to the ministries. So trying to build network that is 
secure, all of this is very challenging because when the dedicated lines are cut we have to use 
alternative lines that are not managed by us but they are managed by other entities.” 
       
Diverting more time and effort to creating secure communication channels means enlarged 
efforts of analyzing and de-conflicting received information to maintain the integrity of what 
is being shared, adds interviewee B. Additionally, both interviewee A and B shares that the 
factors of corruption and the unauthorized sharing of confidential information may or may not 
affect the cybersecurity of the information sharing processes. More often than preferred, 
information leaks are found within organizations, a factor that interviewee A and B explains 
could make classified cybersecurity information publicized and available to people without 
clearance. However, interviewee A believes that possible corruption is limited in the 
JamaicaEye project due to the restricted number of people having insight into the JamaicaEye 
project. Although, leaks related to corruption is not always tied to the amount of involved 
parties, but the integrity of the people involved (Colwill, 2009). This has been reflected upon 
by the government of Jamaica and from the beginning of the project, in-depth vetting has 
been carried out to ensure the information sharing capabilities of people involved in the 
project processes. Establishing such an extensive vetting process is deemed necessary and 
highly beneficial according to Colwill (2009). Both interviewee A and B considers proper 
vetting and background checks on people working on the JamaicaEye project to be of high 
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importance to ensure that the system is of high integrity and to further reduce cybersecurity 
vulnerabilities connected to information sharing processes. 

4.7 Event and Incident response, Continuity of Operations 
Looking into the current state of the JamaicaEye project, there is one main contact person to 
which cybersecurity events, if and when they occur are reported, says interviewee A. The 
team of developers look at events in terms of which threats are the most realistic ones for the 
system and these are set in correlation to threats and risks to the project cybersecurity wise, 
according to interviewee A. Critical events in the system as well as their potential impact to 
the system functions (e.g. application attacks or tampering and damage to the network 
infrastructure) are responded to due to their severity and the more severe events get escalated 
says both interviewee A and B. Interviewee B also explains that cybersecurity events in 
government owned applications and systems are escalated and/or transfered to the department 
or external contractors with the most expertise of both the affected application/system as well 
as the event taking place. Such processes concerning criteria of escalation is set up in 
accordance with the C2M2 milestones (U.S Department of Energy et al., 2014).  
       
There are personnel assigned to cybersecurity events and incident response at this stage in the 
project, although these processes are currently at an internal testing level says interviewee A. 
This is due to the fact that the system is not yet live, and no cybersecurity events have taken 
place, interviewee A explains. However, cybersecurity events and incident response is tested 
through simulations by the developers to determine reaction and risk protocol, says 
interviewee A. Furthermore, interviewee A also states that developers coordinate processes 
with the government who initiated and owns the JamaicaEye project and also reports events to 
upper management of the entire project. Interviewee A continues to explain that the 
developers also carry out root-cause analysis and that lessons-learned activities are performed, 
and corrective actions are taken this far, working from test environments and simulations. To 
secure the devices at its fullest and minimize every potential every threat and risk that may 
come with connecting to the JamaicaEye system risk assessment is to be prioritized. Risk 
assessment is an aspect that both interviewee A and B value and speaks for. 

4.7.1 Continuity planning 
There is a stated importance of continuity planning when speaking of cybersecurity in 
systems; these should be in place to preserve and bring back the system and its assets in case 
of harmful events and incidents (U.S Department of Energy et al., 2014; Rittinghouse & 
Hancock, 2003). When asked on the matter of having a disaster recovery plan and system 
continuity planning, interviewee B describes in detail that such plans are in place. As 
previously mentioned, the servers and assets in the JamaicaEye system are located on a 
secured military location with established security that has been assessed and perfected over a 
long time period, says interviewee B. In case of emergent events or incidents, servers and 
assets have been categorized and prioritized and the most critical equipment gets evacuated 
before anything else, explains interviewee B. Such servers are for example the entity servers, 
categorized as very important to ensure that the system and system logs are properly 
synchronized, or the system will be less secure says interviewee B. All government systems 
are categorized, and the most critical ones have a shorter timeframe in which the system 
servers need to be brought back up, continues interviewee B. Lastly, interviewee B explains 
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that after hosts servers and servers of personal information are brought back up, the focus is 
put on management servers. The use of time frames in which system assets and resources 
need to be brought back in, is considered important by interviewee B and Rittinghouse & 
Hancock (2003) in order to minimize the time of a system outage.  
Furthermore, as stated by Rittinghouse & Hancock (2003) it is crucial to have proper plans 
and structures in place for system backups. Interviewee A states that backups are indeed very 
important if there is any type of disaster that affects the system and thinks that backups should 
be stored in multiple locations for purposes of continuity; if one location is compromised you 
can quickly move on to another one and lower the time which the system is not operational. 
At this initial stage of the implementation phase of the JamaicaEye system, interviewee A and 
B says, as previously mentioned, that all system assets are located in one premise, which goes 
against what the interviewees themselves considers to be a cyber secure solution. More efforts 
to secure these processes will come later into the implementation of the system and when 
JamaicaEye is expanded to multiple premises and monitoring centers, says interviewee A. 
Even though interviewee A sees great risk in having all system assets stored in one place, 
including backups, cloud storage has been decided against at this point in the JamaicaEye 
project. Interviewee B however, explains that the government is moving towards a more 
cloud-based infrastructure and cloud security as well. Using cloud storage for system backups 
is not a new concept and would lower the risk of a total system outage and loss due to the one 
and only location being compromised (Menard et al., 2014).  

4.8 Supply chain and External Dependencies Management 
The JamaicaEye CCTV system, as previously mentioned, offers the opportunity for private 
connectors. The maintenance and state of cybersecurity for the JamaicaEye system is partly 
dependent on private connectors properly securing their devices, says both interviewee A and 
B. This greatly agrees with the hookup theorem of multilevel security that is proposed by 
Cullough (1990); for a system to be secure, all components of this system must be secured. 
Because of this principle, it is also important to identify the IT and OT suppliers, not only the 
private connectors themselves (U.S Department of Energy et al., 2014). The government of 
Jamaica together with MSTech Solutions has set up criteria regarding both supplier 
dependencies and connected entities, says interviewee A and B. Interviewee A explains that 
there are criteria on the equipment supplied by private connectors for the system to be able to 
fulfill the function of the system. However, the criteria put on private connectors are restricted 
to technical factors such as the ability to deliver clear images and video feeds, says 
interviewee A. There are no set criteria for how private connectors are to setup or handle the 
cybersecurity and IT security of the supplied CCTV cameras, says interviewee A. Interviewee 
B thinks that properly educating private connectors on cybersecurity as well as continuously 
assessing and monitoring security settings of privately-owned CCTV equipment connected to 
the JamaicaEye system is crucial to keep the system secured. Both interviewee A and B 
recognizes that the JamaicaEye system is dependent on the private connectors to become as 
wide-ranging as possible, but that these connectors are a major concern and a high risk 
towards the cybersecurity of JamaicaEye.   
Deciding on the right vendors to purchase government owned cameras is very important 
according to interviewee B. The government of Jamaica and MSTech solutions selects 
external corporations in part by looking if they agree to meet the set requirements for the 
JamaicaEye project, says interviewee A.  All system suppliers that are part of the project are 
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considered and selected based in part on cybersecurity factors, says interviewee B. This 
decision-making process is clarified by the below seen quote from interviewee B.  

“So we have to cover from the basic stuff all the way up to the top, are these cameras from a 
trusted vendor, is the vendor an approved partner with that company, is that company 
working with companies that have security risks. So we weigh all of these issues like that.” 
       
All agreements with third parties require notification of vulnerability-inducing defects 
throughout the intended life cycle, where previous faults are analyzed and either accepted or 
leads to termination of that third-party supplier, says interviewee B. Acceptance testing of 
assets includes testing for cybersecurity requirements where information sources are 
monitored to identify and avoid supply chain threats, continues interviewee B. If threats were 
to occur, the source of the attack would be identified, and a suitable solution would be 
presented, explains interviewee A. The government of Jamaica and MSTech solutions will be 
involved in the problem-solving process continues interviewee A. The process of cyber 
securing suppliers and external dependencies in the JamaicaEye system, as described above 
by interviewee A and B is in agreement with milestones in the C2M2 model (U.S Department 
of Energy et al., 2014). However, there is a gap where private connectors are not contractually 
bound to the JamaicaEye system. Interviewee A explains that private connectors sign up 
online, using the JamaicaEye website, but there are no official contracts that state that these 
connectors are in any way responsible for meeting cybersecurity requirements. This because, 
these requirements do not yet exist. The C2M2 model explains that this supplier dependency 
will open the system and organization to higher risks regarding cybersecurity vulnerabilities 
and threats (U.S Department of Energy et al., 2014).   

4.8.1 Dependency on the cybersecurity of suppliers 
The requirements of the JamaicaEye project due to external dependencies are managed 
through a management criteria and agreements, says interviewee A. These contracts are based 
upon the life cycle of the collaboration for the supplied equipment or services, continues 
interviewee A. However, as there are no contracts signed in the relationship of private 
connectors and the JamaicaEye system, there is room to fulfill the milestones of the C2M2 
model that clearly states this as a necessity to reach higher levels of cybersecurity (U.S 
Department of Energy et al., 2014). Although, interviewee A explains that demanding 
contracts on cybersecurity requirements can have a negative impact where connectors do not 
want to be involved since they may think that this project will not be profitable for their 
businesses. This simply because cybersecurity may be a costly or time-consuming investment 
that many may believe to be disruptive to their businesses, continues interviewee A. However, 
choosing to accept cybersecurity risks to the system for business purposes, this case being 
bringing in as many private connectors as possible and thereby lowering cybersecurity 
demands is not defensible according to Chuang (2017). It is explained and recommended by 
Chuang (2017) to be proactive and invest money and efforts into cybersecurity of a system 
rather than being reactive to a system breach. A breach often costs more than the 
cybersecurity investment would, both in currency but also in customer and public trust of the 
organization and the system (Chuang, 2017). A loss of trust from the public towards 
JamaicaEye that could lead to less private connectors deciding to join, derived from possible 
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system breaches, would work directly against that which interviewee A stated to be a reason 
for the lack of cybersecurity requirements; user deterrence to joining the project.  

4.8.2 Private connectors and cybersecurity dependency 
The importance of educating private connectors was partly presented in section 4.2.2. 
However, as mentioned in this chapter, ensuring the cybersecurity factors and measures of 
private connectors and other external suppliers to JamaicaEye is equally relevant in 
cybersecurity domain, according to interviewee A and the C2M2 model (U.S Department of 
Energy et al., 2014). As brought to attention, the JamaicaEye system relies in part on the 
external suppliers to fulfill project goals, and therefore these should be required to fulfill set 
cybersecurity criteria (U.S Department of Energy et al., 2014). Furthermore, Kortjan & Von 
Solms (2014) states that the government should provide cybersecurity knowledge to the 
people and that doing so will empower the people and help safeguard systems. As interviewee 
B explains that such measures are being taken, a part of the cybersecurity education is being 
taken care of, but this is not specifically applied on the private connectors to JamaicaEye. 
Kortjan & Von Solms (2014) ponders that not taking sufficient enough action to educate on 
cybersecurity could make users such as the private connectors vulnerable to hackers and 
botnet attacks. And combining this with the multilevel security theory of Cullough (1990), 
this may affect the cybersecurity of the JamaicaEye system.  
The efforts made in cybersecurity education in Jamaica is multifaceted as explained by the 
quote from interviewee B below.  
 
“There is currently one organization that does that, called JamaicaCert, Jamaicas cyber 
response team, they are an entity under the ministry of science who push cybersecurity 
awareness to the public so to companies like customs or the ministry of science or education 
or schools have regular presentations and also work with the Jamaican computer society who 
do regular conferences to talk about cybersecurity.”  
 
While there is a plan and process for educating the public on cybersecurity, Kortjan & Von 
Solms (2014) proposes establishing and deploying a cybersecurity awareness and education 
framework that is highly structured and works top-down from national cybersecurity policy. 
This could help create a cybersecurity environment across Jamaica that could improve the 
nation as a whole and therefore the JamaicaEye system as well. As cybersecurity policy is 
being formed but is not yet finished, according to interviewee B, applying the theory of 
Kortjan & Von Solms (2014) is an alternative that could help create a more cohesive 
cybersecurity environment that could secure the JamaicaEye system as well.  

4.9 Workforce management 
Responsibility and authority for the needed performance of cybersecurity workforce 
management is assigned to personnel that have the proper skills and knowledge needed to 
deliver best possible performance, says interviewee A. Workforce management has a main 
focus on how the employees are being assigned their work in accordance to skill profile, 
continues interviewee A. According to interviewee A, during the development of the 
JamaicaEye project, vetting and testing has been of high importance when employing 
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individuals and assigning work. The vetting process being done by governmental entities and 
the general vetting process is explained by interviewee B in the below seen quote.  
       
“It is a general thing to vet people before, it's not an extensive process. Because currently in 
Jamaica, investigations in general are kind of hard to do. Because Jamaica is not really 
technology based, so we do open source intelligence as well and I work with some people to 
do investigations and I realize that in general you can't find somebody if they don't have an 
online presence.”  
       
For the JamaicaEye project specifically, more extensive vetting was conducted, says 
interviewee A. This is because the JamaicaEye project is of high confidentiality and will 
incorporate highly sensitive data, according to interviewee A. The vetting process for those 
involved with the JamaicaEye project is explained in detail in the below seen quote from 
interviewee A.  

“In order to even be a part of the program I had to go through extensive background checks, 
polygraphs that was about 4 hours long. Because myself and my team would have to get a 
particular security clearance. As we are involved with the project every employee had to go 
through very extensive background checks based on the criticality and the [sic] severeness.” 

4.9.1 Cybersecurity in the workforce 
Cybersecurity has become an increasingly important factor in the Jamaican government in the 
last few years, says interviewee B. The government is hiring a combination of experienced 
cybersecurity professionals and recent university graduates in the field that are easily trained 
on the infrastructure, continues interviewee B. As a relatively new practice, gaps in 
cybersecurity expertise are bridged with new professional recruits and allowing personnel to 
becoming certified in cybersecurity practices, according to interviewee B.  
The developers of JamaicaEye have different backgrounds in cybersecurity, ranging from 
testing, network technology and assessment, explains interviewee A. In the C2M2 model it is 
considered of high importance that both vetting of employees and employee cybersecurity 
backgrounds is present (U.S Department of Energy et al., 2014). This has been applied to the 
JamaicaEye project, in a more advanced way in terms of vetting, and using previous 
government standards of cybersecurity, according to interviewees A and B. In order to further 
reduce risks related to corrupt employees or system misuse of malicious insiders, all work in 
the monitoring centers is monitored with surveillance cameras, says interviewee A and B. 
This choice has been made so that internal threats to the system, by employees that may have 
passed the vetting process only to misuse system assets, continues interviewee A. Such a 
process protects the validity of system data, as it becomes less possible to internally damage 
or compromise data, interviewee A concludes.  

5. Discussion 
The main focus of this thesis has been to explore the cybersecurity of the JamaicaEye system 
by mapping collected data against the C2M2 model.  
 Interviewees has shown knowledge and expertise of cybersecurity related risks, threats and 
possible vulnerabilities but also presented mitigations. In the chapter of results, we have 
presented all information derived from conducted interviews that proves that cybersecurity 
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measures have been taken in order to protect the surveillance system from harm and damage. 
However, after the comparison of the C2M2 framework together with the lack of prioritized 
parts of the system we noticed that even though some knowledge concerning the 
cybersecurity domain is present, certain design compromises were made that can actually put 
the system at risk to cyber-attacks. There are also discovered cybersecurity factors in the 
JamaicaEye system that are not present in the C2M2 model.  
            
It has been presented, in section 3.3.3 as well as in section 4.9, that those involved with the 
design and implementation phase of JamaicaEye have the correct cybersecurity training and 
experience. However, our opinion is that more focus could and should be put on incorporating 
technological features that will bridge possible cybersecurity gaps in the system that can arise 
from having less employees with cybersecurity training maintaining the system in the future. 
This can be done by not only focusing on testing the cybersecurity of the application layers, 
but via adding and adapting IDS and IPS technology that can detect and prevent possible 
cyber-threats and attacks (Kulkarni et al., 2012). If such features were to be built into the 
system, less staff working in maintaining the system and doing further development would 
have to work continuously on identifying and preventing cybersecurity threats and attacks. 
This could also mean that the cybersecurity knowledge of the staff does not necessarily need 
to be at an advanced level, since the system itself could help bridge cybersecurity gaps. If the 
current cybersecurity staff incorporates IDS and IPS technology at both the network and 
application layers, using advanced algorithms and technology presented by Saha & Sanyal 
(2014), the system can be less dependent on having a large cybersecurity staff. However, 
while it is not as common to secure the application layer, the visual layer has received focus 
from researchers when assessing the cybersecurity of a CCTV system. As previously 
mentioned, in section 2.1, the visual layer of a CCTV system is often used for attacks and 
exploits via hardware backdoors. To mitigate both visual layer attacks and covert channel 
attacks Muthusentil & Hyun (2018) suggests processes of detecting malicious and suspicious 
code, which we believe can be achieved via stretching the IDS and IPS system software to the 
visual layer as well in the JamaicaEye project.  
   
As explained in section 4.4.1, the interviewees believed that enforcing cybersecurity 
requirements on the private connectors would deter many from connecting due to the cost of 
adding security. However, as Chuang (2017) explains it, adding security features will actually 
increase the external confidence in the system. This is something we believe will encourage 
more private connectors; if their devices are secure, the system is secure and JamaicaEye can 
help make society safer and more secure. If there was to be a breach due to not enforcing 
proper cybersecurity requirements on the private connectors, this would lower the external 
trust in the system and be a costly event to the owners of JamaicaEye (Chuang, 2017). Such 
an outcome, we believe, could actually lead to less people wanting to connect their cameras. 
This due to a feeling of being less trusting an confident in the system that has been built and 
implemented (Chuang, 2017). We believe that devices provided by private connectors needs 
to fulfill certain security requirements before being allowed to connect to the JamaciaEye 
project. Therefore, our opinion is that cybersecurity requirements needs to be prioritized and 
established by the Jamaican government and MSTech Solutions to enable a higher 
cybersecurity level in the JamaicaEye system.We also argue for the disadvantage of private 
connections. This due to the system's current implementation phase and the low level of 
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cybersecurity mitigations taken against risks regarding private connectors. Mainly because we 
think that not enough preparatory work has been done or enough resources has fully been 
provided to secure the private connections.  
       
Looking at previously developed and implemented CCTV systems across the world, the one 
that appears to be the most featured in journals and articles is the CCTV system in Britain.  
 As this system is what JamaicaEye aims to be, ubiquitous, we argue that the same 
vulnerabilities and strategies that are used to gain access to the video feeds in the British 
CCTV system is also something of concern to JamaicaEye. We think that the video sniffing 
that is being used to gain access to the British cameras, should be taken into account in the 
development of JamaicaEye as it has proven to be a relatively simple tactic to access the 
CCTV video feeds (Cardullo, 2014).  
 In the JamaicaEye system however, the system is isolated and only those directly involved in 
this phase of the implementation have access. Although, there are still the risks and system 
vulnerabilities of transient access and system backdoors, explained by interviewee B to 
consider. If devices owned by the government or private connectors are not properly 
configured using adequate security hygiene, access could be transferred to those using 
common sniffing techniques, as explained by Cardullo (2014). We, in accordance with Werth 
(2008) and Cardullo (2014) believe that mitigations measures need to be taken as this is 
something that has previously affected the security of national CCTV systems across the 
world. As interviewee B states, more education needs to be offered to the private connectors, 
and the public, to properly configure and secure CCTV devices. We believe that cybersecurity 
requirements in configuration management should be enforced, using the security hygiene 
expressed by interviewee B and Meyer (2004). All private connectors should be required to 
follow configuration security and be forced to avoid “shared admin passwords, default 
settings, insecure ports, unpatched software and hardware” (Meyer, 2004). We believe, in 
accordance with Meyer (2004), interviewee B and the U.S Department of Energy et al. (2014) 
that with proper education and set security requirements that are frequently controlled and 
tested, can backdoors and transient access be mitigated in configuration cybersecurity. 
Onwards, the visual layer attacks explained by Muthusentil & Hyun (2018) take advantage of 
hardware-based backdoors in the system and could be somewhat mitigated using 
cryptography. But we believe that enforcing proper cybersecurity hygiene and set 
requirements of device configuration that were presented in section can lessen possible 
system backdoors that may be used for visual layer attacks.  
 
Furthermore, as presented by Werth (2008), the video sniffing is a technique that will provide 
a gate of entry to the CCTV cameras that can be used by those who have the skills to carry it 
out. We think that this leads to not only those having video sniffing as a hobby, without 
malicious intent, walking around and gaining unauthorized access, but also those with 
malicious intent and a harmful agenda. We think that there is a lot to learn from the trial-and-
error of previous CCTV systems, using industry best practice to prevent these system 
vulnerabilities from being used as means of entry into the system and the incorporated 
devices.  
       
The CCTV system in London is often referred to as being highly ubiquitous and many 
governments consider this system to be very effective (Taylor, 2010). But, as Piza et al. 
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(2018) and Taylor (2010) clearly states there is not substantial evidence to support that this 
system, or other CCTV systems like it, are in fact efficient in decreasing crime rates. This 
makes us consider why video surveillance systems such as JamaicaEye are still being 
developed and implemented to reduce crime rates. We think that this project could possibly 
have the same, relatively miniscule effects on crime rates as the predecessors but also open up 
the possibilities of unauthorized individuals with malicious intent to gain access to not only 
privately-owned video cameras and resources, but also those owned by the government. A 
dystopian result as this would be a lose-lose situation where the government of Jamaica 
invested time, resources and money into something that did not deliver on expected results 
and made sensitive data and resources more available to those without authorization. 
       
Onwards, as much of the JamaicaEye project information is classified and only available to 
the developers and managing entities, we think that system vulnerabilities that can be 
exploited in cyberattacks may be overlooked. If assessments were made by external parties 
with a specific background in cybersecurity, more vulnerabilities could be discovered and 
mitigated and thus make the system even more secure according to the C2M2 framework 
(U.S Department of Energy et al., 2014). We think, based on the answers and the given 
throughout the interviews combined with the theoretical foundation C2M2, that this may have 
been the result of another compromise. Less people with insight into the system means less 
possible sources of information leakage that could result in known vulnerabilities being 
shared with the public, as interviewee A explains it. We think that the government of Jamaica 
and MSTech Solutions should have planned and established a cybersecurity strategy to be 
able to secure the CCTV system in a ubiquitous manner. Without this preparatory work, we 
believe that the government of Jamaica and MSTech Solutions could lose a lot of money and 
time in the future fixing damages that have occured due to the mistakes that were made in 
planning phase. However, as both interviewees express that Jamaica has a history with 
corruption the quantity of people with access to cybersecurity may not be the only factor of 
securing the information sharing processes. As Colwill (2009) states, it is of high importance 
to consider the integrity of the people involved and not only the amount of people. As 
extensive vetting has been part of the process since the start of the JamaicaEye project using 
interviews, background checks and polygraphs tests, a certain amount of integrity may have 
been secured. We think that it is important to follow the C2M2 model and apply regular 
reviews to ensure that integrity of the people, and therefore system, remains high (U.S 
Department of Energy et al., 2014). As expressed by interviewee B there is a risk of already 
vetted personnel becoming corrupt after the vetting process has taken place and therefore 
becoming a threat to the system. This could be mitigated by establishing regular personnel 
checks and reviews to ensure the integrity of the people involved in the project (U.S 
Department of Energy et a., 2014).  
       
We think that there is a case to be made here that not sharing in-depth information about the 
architecture and security of the system is a wise choice. What no one knows cannot be 
exploited. But there are also benefits from allowing external parties with the proper 
knowledge to partake in the system information (U.S Department of energy et al., 2014). We 
are of the opinion that information sharing can lessen cybersecurity knowledge gaps and raise 
awareness on cybersecurity issues and flaws that were not apparent to the developers 
themselves. In unison with Moore (2010), we believe that proper policy should include 
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information disclosure so that incidents can be brought to the public attention and the 
involved companies and governments can mitigate system vulnerabilities accordingly.   

Onwards, the lack of policy, regulations and laws concerning cybersecurity may affect both 
the awareness and knowledge of the cybersecurity of the system. Adequate policy can educate 
and guide developers on topics of cybersecurity that they did not initially know or think of 
and thereby help create more secure systems. We, Moore (2010) and the U.S Department of 
Energy et al. (2014) agree that cybersecurity policy and insurance can turn into a long-
standing solution to improve cybersecurity.  

Cybersecurity policy is currently being formed within the Jamaican government, but the 
systems being built at this moment lacks the support function. This has led us to consider if 
implementing such an extensive system as JamaicaEye before proper policy is enforced, may 
lead to the system having to be tweaked and somewhat redesigned when new policy and laws 
are set. 
       
Furthermore, we have a lack of insight in the exact documentation of the project development 
itself due to the confidentiality of the system. We have received information that indicates that 
documentation regarding assets and cyber-risk management is being done but the extent of 
this documentation is, for us, currently unknown. 

6. Conclusion 
The purpose of this study was to explore which cybersecurity domains and factors were the 
most important in the JamaicaEye project. The aim of this study was to answer the research 
question: 
- Which are the most important cybersecurity factors in the JamaicaEye CCTV project, 
according to the Jamaican government and the system developers? 
  
For a CCTV system such as the JamaicaEye project, risk strategy and management need to be 
categorized due to several functions in order to protect the most vulnerable system 
components. One of the most considerable risk factors in the JamaicaEye system is the private 
connectors. From a cybersecurity perspective, allowing private connectors is a vulnerability 
and a threat to the system. Offering obligatory and continuous cybersecurity training to both 
private connectors and employees working with the project will minimize possible threats to 
the JamaicaEye project. Also, creating and establishing cybersecurity requirements for private 
connectors will increase the cybersecurity hygiene of both connectors and the system as a 
whole. This can lead to less vulnerabilities such as transient access and system backdoors, 
which are related risks of private connector security. Cybersecurity requirements for private 
connectors should include creation of secure passwords and a ban on shared admin 
passwords, default settings, insecure ports, unpatched software and hardware. It is also a 
secure choice from a cybersecurity perspective to segment and separating the private 
connectors from the governmental owned network.  
Another categorized system component that is considered high risk is the CCTV system 
application layer. As the majority of threats and attacks to modern systems are directed at the 
application layer, vast security measures in this part of the system is a necessity. As much 
focus should be put on securing the application layer as the network layer and proper 
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cybersecurity technology should be applied. Intrusion detection and prevention systems using 
advanced algorithms is a suitable mitigation strategy that can automizer the cybersecurity 
processes, making the system less dependent on manual cybersecurity processes.  
Furthermore, the visual layer of a CCTV system should be given much cybersecurity focus in 
order to prevent the common visual layer attacks and covert channel attacks that are 
commonly directed at CCTV systems. Hardware-based backdoors need to be mitigated, 
preferably using proper cryptography and by applying the above-mentioned cybersecurity 
requirements for private connectors to all hardware.  
 
To further protect the system, it is also important with safe communication channels and to 
hire employees that has been subjected to deep background checks and extensive vetting. 
Vetting is necessary to include people that will safeguard the integrity of the system and 
policy regarding continuous vetting and the cybersecurity of communication and personnel is 
of high importance. Another factor which needs vetting is the existing corruption. The most 
important step here is to aim for a selected group of employees with the right access and 
authorizations within the project and keep continuous vetting in practice. Policy should not 
only include workforce or communication but also asset, change and configuration 
management should be based on existing policy. These factors are extremely important for the 
JamaicaEye project to remain cyber secure while still allowing vulnerable system functions 
such as private connections.  
Policy and documentation do not exist in the extent as it should to create a strong cyber secure 
environment, as no cybersecurity policies are established or enforced. Due to the importance 
of security policies, this must be a priority to increase the cybersecurity focus and processes 
of the JamaicaEye project. Furthermore, not allowing remote access is a wise choice since 
these connections have to be further validated and secure from a separate perspective. Remote 
access to a system that does not have remote monitoring centers is superfluous and increases 
cybersecurity vulnerabilities, risks and threats.  

Lastly, it is important to have a full cybersecurity strategy that covers all system components. 
This due to the fact that in order for the system to be secure, all components of JamaicaEye 
must be secure. A system is always vulnerable to attacks, especially when connected to the 
internet, but cybersecurity should be a part of the planning, design, implementation and 
testing of the system. 

7. Reflections 
In this chapter the quality of the study is being analyzed and controlled based on the 
evaluation method in chapter 3.6. The validity and reliability of the study is being presented, 
followed by propositions on further research. 

7.1 Validity 
The internal validity of the study was strengthened by selecting and applying a well proven 
method of data analysis, the open coding and thematic analysis. As the researchers spent a 
substantial amount of time in the social environment of the JamaicaEye project, the internal 
validity of credibility is further raised as observed phenomenon had the possibility of re-
appearing over time. Notes were kept in accordance with Recker (2013) to detect and analyze 
themes in the data.  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External validity, or transferability, is a problem when conducting case studies like this one. 
Because of the limited sample, being two interviewees and one case, the results of this study 
are not really transferable or generalizable.  

7.2 Reliability 
The study presents the research method including chosen questions, purpose, chosen 
interviewees, interview questions and the process of data analysis. Because of this it would be 
easier for others to replicate the study and reliability is raised in accordance with Recker 
(2013). However, the study is qualitative and set in a social environment with the researchers 
as participating observers. This means that there are social factors that affect the process and 
outcome of the conducted interviews that will make the results less dependable. Outcomes 
may be somewhat similar, but the social settings may change when new researchers perform a 
study of the JamaicaEye system in a later phase of the system development life cycle.  

7.5 Suggestions on further research 
In the cybersecurity domain, a lot of different angles and target views can be approached for 
further research. During this project the chosen perspective is from the developers’ point of 
view. Further research is suggested on the perspective of private connectors and in-depth 
research on the cybersecurity risks of allowing private connectors into a CCTV system. 
Further, another suggestion is that further research is made on how the privacy and integrity 
of the citizens of Jamaica is affected by implementing such a CCTV system. A last suggestion 
of future research would be to explore the possibility of a cybersecurity policy and framework 
for CCTV systems specifically, as there currently is none specifically focused on this sector.  
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10. Attachments 

10.1 JamaicaEye Medium Camera Specifications 
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10.2 High-end Camera Specifications 
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10.3 High- end PTZ Specifications 

10.4 Interview questions for the government of Jamaica 

1. What is your position in the organization?  

2. How long have you been working here?  
  
3. How come you chose your line of work? 
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4. What is cybersecurity to you?  
  
5. What does cybersecurity mean for your department?  
  
6. So do you think cybersecurity is different for CCTV, if so, how is it different?  
  
7. Is there a time where the standstill will be over?  
  
8. What type of work does your department do? Are you also responsible for compliance in 
cybersecurity, if not who is?  
 
9.Do you think that this lack of cybersecurity law can in any way affect the CCTV system 
cybersecurity, if so how?  
   
10. What currently is the level and impact of cyber risks to the organization/cctv system? 
What key plans or strategies exists to deal with risks that have been identified?  

11. How are you/they working on it?  
   
12. Do you as a security engineer see some cyber risks associated with private cameras being 
connected with corporate ones?  
 
13. Do you mean like a backdoor into the system?  
  
14. Are you looking at any technology that can help in this process of cybersecuring, if so, 
what kind?  
 
15. What do you think are the highest risks, cybersecurity wise to the CCTV system?  
   
16. Do you do any type of regular risk assessment?  
  
17. Do you ever test the systems, cybersecurity wise, if so how?  
  
18. If someone were to connect a camera, lets say a company that does not work primarily in 
IT, do they know how to make their systems secure or do they get educated on the subject?  

19. So is there anyone responsible for auditing in cybersecurity, if so, how?  
  
20. How will auditing/policy be created?  
  
21. Do you in any way allow any sort of remote connection to your systems and applications 
and how are these secured?  
 
22. What kind of VPN do you have?  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23. Do you think there is some sort of best practice on how to make a CCTV system secure, if 
so, how? 
 
24. Is that efficient, or not, and why?  
  
25. Do you have any personal preferences on how to make the CCTV system secure?  
  
26. Do you have a disaster recovery plan and will that be copied to the CCTV system, why/
why not and how? 
 
27. We heard in a conference that the people in the control center will be monitored, why is 
this?  
 
28. We heard that the people working in the control center of JamaicaEye will be highly 
vetted, is this correct and how and why is that so?  
 
29. Would that be something that would stand in the way of somebody working in the center?  
 
30. Is it frequent that someone on the inside might be sharing information they are not 
allowed to share?

10.5 Interview questions for the MSTech Solutions 
 
1. What can you tell us about yourself and your company?  
  
2. Why did you choose your line of work?  
  
3. What is MSTech and how are you related to the JamaicaEye project?  

4. Who is driving the JamaicaEye project?  
  
5. Did you and your team have to go through some kind of background check in 
cybersecurity? 
 
6. Do you have any staff working in the data monitoring center?  

7. How many cameras are connected now, that are governmental provided?  
 
8. Why is there supposed to be private corporations connecting to JamaicaEye?  
 
9. Do you think that having this opportunity, giving private corporations the chance to connect 
somehow endanger the security of the system or the efficiency of the system, if so, how?  
 
10. Will or won’t remote connections be allowed to JamaicaEye and why did you choose 
either function?  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11. What kinds of functionality restrictions/demands do you have on connected cameras 
quality wise? 
 
12. Do you have any restrictions on what kind of type security private corporations needs to 
have, if so, please explain them.  
 
13. How is storage handled for the project?  
 
14. How long is this project planned for?  
 
15. Doing changes, such as adding more feeds, locations and servers to the network is that 
something that have been discussed as a security measure? And is it also decided to expand 
the JamaicaEye project?  
 
16. Are there other monitoring centers being built yet? 
 
17. Have you been a part of this project from the start, and have you had any suggestions and 
recommendations for how to make this project better?  
 
18. Can you tell us about the structure of the system, and by that we mean position of 
firewalls etc?  
 
19. How often do you do risk assessment and how is this carried out?  
  
20. What kind of cybersecurity testing do you do, if any?  
 
21. How often is this testing done?  
 
22. For how long is data stored? 

23. The people working at the datacenter, are they being surveilled as well, and why? 

10.6 Interview questions for follow up interviews 
1. Do you have a cybersecurity risk management strategy for the JamaicaEye project, if so, 
what does this include? Are risks, threats and vulnerabilities prioritized due to impact and is 
risk assessment performed to identify risks according to the risks management strategy?  

2. Are identified cybersecurity risks monitored, mitigated, accepted, tolerated or transferred? 
what are the factors based on? 

3. Is the current cybersecurity architecture used to inform risk analysis? 

4. Have you identified information sources to support cybersecurity threat and vulnerability 
management activities, if so, which are these (federal briefings, certifications and/or industry 
associations)?  
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5. Is cybersecurity threat information gathered and interpreted according to project function 
and are more important threats to the function addressed (e.g. monitor threat status)? 

6. Do you use any kind of threat profile? If so, do you identify the threats along with the 
profile frequently? Also, is threats analyzed and prioritized? Is monitoring activities present in 
the threat profile?  

7.  Are all stakeholders involved in risk management activities identified and involved? 

8. Do you keep any kind of documented practices of threats and vulnerabilities management 
activities, are they guided by andy policies and guidelines? If so, is this supported and 
identified periodically by any standards? 
Is the stakeholders involved in this process? And do you have adequate recourse to provide 
and support threats and vulnerabilities management activities?  

9. Do you use any kind of “common operating picture” (COP)? Is so, how is this involved, is 
it documented, is it logged, and is it shared with relevant parties in the JamaciaEye project? 

10. Do you keep documented practices along with common operating picture (COP)? Are the 
stakeholders involved in this such as logging and monitoring? 

11. Do you have any documented practices followed for cybersecurity events and as well as 
continuity of operations activities? If so, how are resources, stakeholders, guidelines and 
policies involved?  

12. Do you identify repertories periodically reviewed/updated to ensure validity? 
Also, credentials are periodically reviewed to ensure its association to the correct person or 
entity.  

13. Are there system identities created for those working in the system and do personnel and 
other entities receive credentials for access to the project assets? Also, are system identities/
access deprovisioned when no longer required (is there a defined time threshold for this)? 

14. Do you have any documented practices, standards, guidelines or policies regarding assets 
in the JamaicaEye project. If so, what do they include?
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University of  Borås is a modern university in the city center. We give education programs and courses in 
business administration and informatics, library and information science, fashion and textiles, behavioral 
sciences and teacher education, engineering and health sciences. 

At the Department of  Information Technology, we have focused on the students' future needs. 
Therefore, we have created programs in which employability is a key word. Subject integration, wholeness 
and contextualization are other important concepts. The department has a closeness, both between 
students and teachers as well as between industry and education. 

Our courses and programs with a major in informatics are centered around basic concepts as system 
development and business development. In our wide range of  specializations there is everything from 
programming advanced systems, analyze the needs and requirements of  businesses, to conduct integrated 
IT and business development, with the common purpose of  promoting good use of  IT in enterprises and 
organizations. 

The department is carrying out IT-related research within the university’s research area called Business 
and IT. In terms of  field, the research activities are mainly within computer and systems science. 
Particular areas of  focus are data science and information systems science. Both scientifically and 
professionally-oriented research are performed, which among other things is manifested through that 
research is often conducted based on domain specific needs of  business and government organizations at 
local, national and international arena. The professionally-oriented research is also often manifested 
through our participation in the Swedish Institute for Innovative Retailing (SIIR), which is a research 
center at the University with the aim of  contributing to commerce and society with the development of  
innovative and sustainable trade. 
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