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Abstract 

The employment of the right technology in an organisation can provide major competitive 
advantages. Not only in organisations, but at a higher level, governments are seeking for new 
technologies to enhance their services while minimising the costs. Although, there might be 
no precise definition for cloud computing, the tremendous advantages and benefits of this new 
technology has turn cloud computing to the hottest topic in Information Technology. 

The remarkable effects of cloud computing in economy have already stimulated the 
developed countries to deploy this technology in national level. Nonetheless, the adoption of 
cloud computing could transform the workflow in the organisations. Therefore, in order to 
ensure the smooth transition with minimal casualties, preparations needs to be done and a 
clear road map has to be followed.  

However, the approach to cloud adoption process in developing countries can be entirely 
different.  While it has been pointed out that cloud computing can bring more advantages to 
developing countries, it adoption can be profoundly challenging. Consequently, a set of 
fundamental and yet vital preparation are required to facilitate the process of cloud adoption. 
Moreover, a definite framework that is formed based on the current state of the country is 
absolutely necessary.  

In this research, we focus on the process of cloud adoption in Iran as a developing country. 
We start by providing a comprehensive background on cloud computing by studying its 
aspects, features, advantages and disadvantages and continue to identify the vital cloud 
readiness criteria. Next, we conduct an empirical study in order to assess the state of cloud 
readiness in Iran by performing interviews, observations and discussions. Finally, after we 
analyse our data from the empirical study, we present our results by presenting a clear and 
definitive framework for cloud adoption in Iran. 

Keywords: Cloud computing, grid computing, data security, ICT infrastructure.  
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1. Introduction  
 

This chapter serves as an introduction for this research. It starts by providing a brief 
background and continues by discussing the motivation and the purpose of this research. 
Next, the delimitations and the scope of the research are established. Finally, it provides a 
quick glance on the structure of this thesis.   

 

1.1. Background  
 

Without doubt, the outbreak of Internet has had enormous effects on our lives. The fast 
growing use of portable and handheld devices which are communication storms of 
information in matter of seconds has even changed the way we used to do our daily chores. 
Not only on the personal level, but adoption of technologies has revolutionized the operation 
of small to worldwide organisations and enterprises.  

As technology becomes more pervasive in organisations, the need to manage the 
infrastructure and information architecture has turned into a costly issue for organisations.  In 
this time of global economic downturn, enterprises are looking for new innovative 
technological advancement in order to bridge between cost reduction and increased 
productivity.   

As it is defined by Wikipedia (n.d.), “cloud computing is the use of computing 
resources (hardware and software) that are delivered as a service over a network (typically the 
Internet)”. In simple words, cloud computing provides extended scalable infrastructure to 
allow individuals or organisations to connect to information and computing resources upon 
request. Cloud computing gives a real meaning to time and location independency of Internet.  

National Institute of Standards and Technology (NIST) defines cloud computing as 
follows.  “Cloud computing is a model for enabling ubiquitous, convenient, on-demand 
network access to a shared pool of configurable computing resources (e.g. networks, servers, 
storage, applications, and services) that can be rapidly provisioned and released with minimal 
management effort or service provider interaction. This cloud model is composed of five 
essential characteristics, three service models, and four deployment models” (NIST 2011). 
Table 1.1 below, illustrates the distinctive features of cloud computing.  

 

On-demand self-
service 

A consumer can unilaterally provision computing capabilities, such 
as server time and network storage, as needed automatically without 
requiring human interaction with each service provider. 
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Broad network 
access 

Capabilities are available over the network and accessed through 
standard mechanisms that promote use by heterogeneous thin or 
thick client platforms (e.g., mobile phones, tablets, laptops, and 
workstations). 

Resource pooling The provider’s computing resources are pooled to serve multiple 
consumers using a multi-tenant model, with different physical and 
virtual resources dynamically assigned and reassigned according to 
consumer demand. 

Rapid elasticity Capabilities can be elastically provisioned and released, in some 
cases automatically, to scale rapidly outward and inward 
commensurate with demand. 

Measured service Resource usage can be monitored, controlled, and reported, 
providing transparency for both the provider and consumer of the 
utilized service. 

Table 1.1 Cloud Computing Features, Adopted From (NIST 2011) 

The ease in scalability is one the most vital features of this new born technology. Cloud 
computing enables organisations to adopt new technologies without worrying about the 
needed infrastructure and the trained personnel to operate and maintain the required 
applications or hardware. Following are some of the advantages of cloud computing in 
individual and organisational levels (we will further discuss about the benefits of cloud 
computing in the following chapters): 

 
ü Decrease in capital expenses 

 
ü On-demand self service 

 
ü Broad network access 

 
ü Resource pooling 

 

1.2. Motivation 
 

The employment of cloud computing has direct impacts on the development of nations. Main 
functions of cloud computing such as e-health, e-government and e-commerce are of the main 
incentives that most of the developed countries have moved toward adopting the new 
technology nation-wide.   

In late 2012, the European Commission assented a new strategy for “unleashing the 
potential of cloud computing in Europe” (European Commission 2012). The new strategy 
enforces the rapid employment of cloud computing in Europe in order to deliver nearly 2.5 
million new jobs and additional 160 billion Euros to European Union’s GDP by 2020.  



8 
 

However, due to the limitation and obstacles in the developing countries, the 
challenging process of employment of cloud computing requires a promising line of research. 
Based on the research that has been done by Springboard Research, the adoption process of 
cloud computing greatly depends on the current state of the existing infrastructure, policies, 
the target functionalities and lastly, the support of the government.    

After Saudi Arabia, Iran is the largest economy in the Middle-East with 484 billion 
US dollars in 2012.  This research revolves around the development and applications of cloud 
computing in Iran as a developing country. Recently, Iranian government has announced that 
a great amount of support will be given to improvement of the Information and 
Communication Technology (ICT) infrastructure of the country. For instance, in 2011, Iran 
signed the Europe Persia Express Gateway (EPEG) agreement for the construction and 
maintenance of the new high capacity fibre optic cable system which connects Oman to 
Frankfurt via Iran and Russia. Therefore, the employment of cloud computing would be 
absolutely beneficiary for the government.  

 

1.3. Research Questions 
 

Cloud computing has been identified as the fastest rising area in Information Technology. As 
highlighted above, in this research, we aim to gain comprehensive knowledge in area of cloud 
computing and its adoption in Iran as a developing country. Defining a set of relevant and 
carefully adjusted research questions assists us to focus our research by shaping a definite 
roadmap.  This is mainly due to the fact that properly designed set of questions help the 
researcher to frame the research and establish its borders. As it is defined by Bordage and 
Dawson (2003), research question is one of the inevitable parts of a scientific research. 

Our research questions are consisted of central questions (CQ) and the respective sub-
question (SQ).  The central questions are broad questions which encompass several sub-
questions that are more narrow and focused.  

CQ-1 What are the aspects and effects of cloud computing? 

The main focus of our first central question is to investigate the nature of cloud 
computing and it can be further divided into the following sub-questions: 

 
SQ-1. What is cloud computing and how can it be deployed and 

deliver services? 
 

SQ-2. What are the key advantages and disadvantages of cloud 
computing? 
 

CQ-2 What is the best approach for migrating to cloud computing in a developing 
country like Iran?  
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 Our second central question focuses on the adoption of cloud computing Iran. It 
can be implied in a more focused manner through the following sub-questions.  

 
SQ-1. What are the necessary requirements for cloud computing 

adoption? 
 

SQ-2. What are risks and challenges for cloud computing adoption in 
Iran? 
 

SQ-3. How to effectively and efficiently overcome the challenges and 
minimise the risks in the way of cloud adoption in Iran?   

 

1.4. Purpose of the Research   
 

The prominent purpose of the research is to study and investigate cloud adoption in Iran as a 
developing country. Evidently, in our way to attain our main goal, answering the above 
research questions succours us to ensure that our research is focused within its pre-set 
boundaries. Subsequently, the objectives of this research are as follows.  

 
ü To review the state of the art of cloud computing 

 
ü To analyse the services, application, advantages and disadvantages of cloud 

computing 
 

ü To review the cloud computing migration in other countries 
 

ü To assess Iran’s cloud readiness and to propose a framework for cloud migration 
process in Iran   
 

More precisely, this research starts by a comprehensive overview on cloud computing and its 
egregious benefits for governments. Moreover, the criteria for cloud readiness assessment in 
developing nations are provided. Next, an empirical study would be performed in order to 
assess readiness of Iran for cloud migration. Lastly, a new specific framework will be 
proffered to best suit Iran’s case in migration of cloud computing. 
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1.5. Target Audience 
 

The main target audience of this research would mainly be the public authorities in Ministry 
of Information and Communication Technology of Iran at the national, state and district 
levels, and private users and companies who are interested to migrate to cloud computing. 
This research could be used for academicians, researchers and students who are keen to learn 
about cloud computing, its benefits and challenges. Moreover, since a portion of this thesis 
investigates the process of migrating to cloud computing in some other countries it can 
provide the reader with a precise literature review.   

 

1.6. Delimitations and Research Scope 
 

The main focus of this thesis is on the deployment of cloud computing in Iran as a developing 
country.  

In the theoretical portion of this thesis, a comprehensive study would be held in order to 
define cloud computing, its services, advantages and disadvantages. Then, a through literature 
review would be performed so as to review the methods and frameworks that the existing 
nations which has already migrated to cloud used in their approach.  

In the empirical section of this thesis, due to the resource and time constraints, the required 
information would be collected by conducting interviews and direct observations.  We strive 
to use our knowledge from the theoretical study in order to identify the areas that we need to 
focus and collect data from in the empirical study. 

 

1.7. Author’s Background  
 

The author has obtained his degree in Information Technology with majoring in Business 
Information System from Multimedia University. During his degree, the he had intensive 
interests on the applications and effects of Internet and computing in business. Hence, he 
decided to design and implement a comprehensive and secure e-auction system for his Final 
Year Project. The author spent his Industrial Training course working in the Iranian Civil 
Aviation Organisation as a researcher and data analyser to gather data regarding the 
requirements of an e-ticketing system and was later assigned to the system development team. 
At present, the author is pursuing his masters in Informatics in the University of Borås. By 
undertaking the relevant courses in his master degree, and the knowledge toward research 
methodology, the author is expected to undergo this research and obtain a set of fair results. 
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1.8. Thesis Structure  
 

This thesis is consisted of six chapters. In the following, we highlight the contributions the 
remaining chapters of this thesis. 

 

ü In Chapter 2, we propose our research methods by discussing our research 
perspective and research strategy. Moreover, we present our data collection and result 
presentation methods. 
 

ü Chapter 3 forms the basis of our theoretical study. More precisely, we review the 
state of the art of cloud computing and discuss about it aspects and features. In 
addition, we provide a set of cloud readiness criteria and review cloud migration in 
some countries that have already shifted to cloud. 
 

ü Chapter 4 discusses about our approach in primary data collection in details. It 
provides an introductory background on the organisations that we have collected data 
from and explains about the procedure of data collection in these organisations.  
 

ü Chapter 5 consists of two main parts. In the first part, we present our data analysis. 
More precisely, we polish and present the analysed data from our empirical study. The 
second part serves as the result of this research. Whereas we present our framework in 
details and discuss about cloud computing adoption in Iran.  
 

ü Chapter 6 serves as the concluding chapter of this thesis. Whereas a brief summary is 
provided and the main approaches in undertaking this research are evaluated.   
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2. Methods  
 

This chapter is dedicated to identifying the methods that are used to conduct this research. We 
first start by justifying our research perspective and continue to explain our strategy to 
undergo this research. Next, we explain about our data collection methods and the types of 
data that we will collect in our research. Lastly, we explain about research quality and argue 
about the validity and reliability of research and present our result presentation method. 

 

2.1. Definition of Research 
 

Based on the definition provided by the Cambridge Dictionaries Online, “research is a 
detailed study of a subject, especially in order to discover new information or reach a new 
understanding”. Mainly, research means continues search for knowledge to reach some 
certain objective and eventually contribute to the existing knowledge stock. Based on Kumar 
(2008), research has the following characteristics: 

 
ü Research is held to seek for facts or principles. 
 
ü Research is exploration into a particular field of knowledge. 
 
ü Research is organised and systematic in inquiry.  
 
ü Research is a genuine contribution to the existing knowledge.  

 

As it is defined by Khanzode (2004), a good research has the following criteria. 

 
ü The purpose of the research should be defined without ambiguity.  

 
ü The procedure of the research should be depicted in detail to allow other researchers to 

extend the research in future.  
 

ü The research work must be organised, logical, Empirical and replicable.  
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2.2. Research Perspective 
 

Essentially, there are two main scientific perspectives namely, positivism and hermeneutics. 
Both of the perspectives are comprised of theories and frameworks for comprehension and 
creation of knowledge.  

 
ü Positivism: Mainly, positivism declares that real events can be observed empirically 

and further contemplated and discussed by a logical analysis. As it is stated by Collis 
and Hussey (2003), positivism explores the facts or causes of social phenomena with 
little regard to the subjective state of the individual. In other words, in positivism 
paradigm, valid knowledge resides in Scientific and it has to be objective and tangible. 
When positivism paradigm is adopted in a research, the emotions and personal 
opinions are completely ignored and results will be drawn from the attainment of 
certain criteria. Since positivistic paradigms are mainly data oriented, therefore, they 
are usually associated with the quantitative research.   
 

ü Hermeneutics: In simple words, hermeneutics is the art of comprehension and 
interpretation of linguistic and non-linguistic expressions. In hermeneutics paradigm, 
the researcher has his own understanding of concepts and theories. The researcher 
interprets and construes the collected information and seeks a relationship among the 
meanings in order to find solutions, values and elucidation. Pre-judgment of the 
researcher plays an important role in this paradigm and factors such as feelings, 
perspectives, and beliefs are the grounds of this paradigm.  
 

However, positivism and hermeneutic sustain two completely different perspectives of 
research methods. Until early 1900s, hermeneutic used to be called anti-positivism. 
Hermeneutics paradigm has been selected in this research. Using this paradigm (i.e. 
hermeneutics) an in-depth study will be carried out in order to identify the aspects, variations, 
benefits and challenges of cloud computing and the history of its deployment in other 
countries. All the acquired theoretical information will be  then used to conduct a better 
empirical study about the subject in hand.  

 

 2.3. Research Strategy  
 

When conducting a research, it is vital to set the methods that are going to be used for 
knowledge acquisition. Essentially, there are two main methods to be employed for gathering 
the required knowledge in the area, namely, theoretical approach and empirical approach.  
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ü Theoretical Approach: This approach consists of extensive investigation in the 
existing work and textual material and data. In other words, theoretical approach 
provides foundation of the required knowledge for the research. The availability of 
Internet sources and the access to different journals and publications makes the 
theoretical study more efficient and precise as it used to be in the old days. Finally, the 
results of the theoretical study can help the researcher in data selection and analysis 
which take part in empirical approach.  
 

ü Empirical Approach: As it is stated by Wikipedia (n.d), “empirical study is a way of 
gaining knowledge by means of direct and indirect observation or experience.”  
Empirical study helps to gained specific and accurate data about the subject in hand.  
 

As it is pointed out by Melville (1996), a good research compromises both theoretical and 
empirical study.  Accordingly, in this research, we make use of the mixture of both of the 
aforementioned approaches (i.e. theoretical approach and empirical approach).  We first start 
by a theoretical study so as to obtain a comprehensive knowledge on the subject of cloud 
computing, its variations, benefits and challenges. Moreover, we study the process and the 
framework that the cloud-equipped countries employed. Finally, as one of the main results of 
our theoretical study, we will come up with the criteria to for cloud readiness assessment in 
developing countries like Iran. Using the empirical study, we collect information about the 
current state of cloud computing in the country, the ICT infrastructure of the country, etc. 
through formal/informal interviews and direct/indirect observations.  

 

2.3.1. Exploratory Research vs. Descriptive Research 
 

The purpose of the research greatly affects the way that the research would be carried out and 
can be directly determined from the research objectives/questions. Identification of the 
research purpose relates to the nature of the research and the approach of the researcher to 
collect data and finding analysis. There are two main research approaches as follows.  

 

ü Descriptive Research: This type of research is usually to find answers to the 
questions such as “how much?” and “how often?” (Johnson & Christensen 2010). It is 
also called statistical research whereas; the objective would be to describe the data by 
studying the relationships, patterns, frequencies, and other statistical characteristics of 
the collected data. While the results that are obtained from this type of research are 
quite accurate, it does not pay much attention on the causes behind a situation. This 
type of research is mainly chosen when the researcher is aiming to obtain knowledge 
of a specific topic. 
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ü Exploratory Research: This type of research would be usually used in situations 
where the subject of the research is relatively new and insufficient knowledge on the 
area exists. As stated by Babbie (2012), exploratory research is useful in situations 
where the researcher is aiming to obtain a better understanding of the situation. 
Exploratory research is very flexible regarding the methods that used for collecting 
information and insights (Hair et al. 2011). 

 

 

 
 
 
 
 
 
 

Figure 2.1 Common Types of Exploratory Research, Adopted From (Brown & Suter 2011) 

This research is considered as an explorative research due to its characteristics. Explorative 
research is aligned with our research since the very goal of our research is to investigate the 
employment of cloud computing in the developing countries and then gain enough 
information to propose a framework for deploying cloud computing in Iran as a developing 
country.  

 

2.3.2. Quantitative Method vs. Qualitative Method 
 

Regardless of the research strategy, one or more data collection methods may be needed to 
produce the required information in the area. Generally, there are two main data collection 
methods as follows.  

 

ü Quantitative Method: This method of data collection usually deals with numerical 
and statistical data which can be measured in units or ranked in order. Data that are 
collected using this method are usually translated in terms of their range, average or 
percentage and can be presented using graphs.  
 

ü Qualitative Method: This method is useful in gathering data and information that are 
not in numerical form. Data that are obtained from this method are mainly descriptive 
data which are much harder to categorise and analyse than numerical data (as collected 
using quantitative method). The collected data may be gathered from audio 
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Research 

Literature 
Review 

Interviews/
Observation 

Case 
Analysis 
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recordings, face-to-face to on the phone interviews or from the written work (e.g. 
memo and observation notes) of other researchers.  
 
 

Quantitative Method Qualitative Method 
• To measure the obtained data and map 

the results of a sample to the desired 
population. 

• To measure the occurrence of 
different views and opinions in a 
chosen sample 

 
• Can be followed by a qualitative 

method. 

• To gain insights of underlying reasons 
and motivations 

 
• To highlight the aspects of a problem, 

constructing viewpoints and 
understating and/or hypotheses for 
future research 

 
Ø To bring to the limelight and uncover 

the common trends in thought and 
opinion 

 

Table 2.1 Quantitative Method vs. Qualitative Method, Adopted From (Snapsurveys n.d.) 

 

The nature of the data that are required to conduct this research can only be collected through 
the qualitative methods. Since the nature of our research is explorative, the qualitative data 
collection method is the best option for us to collect the required data and information in order 
to draw the best results.  The required data for our research can be gathered via studying the 
literature review (the work of other researchers), observing the facts and the current on-going 
events or by interviews (either face-to-face or via other means of communication mediums) 
and observations. 

 

2.4. Data Collection  
 

Data is one of the chief components of any research study and accordingly, it greatly affects 
the results of the research. Evidently, there are numbers of different resources that the 
researcher can refer to in order to collect relevant data about his/her research. Based on 
Kumar (2005), there are two main types of data to be collected in a research study, namely, 
primary data and secondary data. In the following, we further discuss about the process of 
primary and secondary data collection in our research.  
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Figure 2.2 Data Collection Methods in Our Research 

2.4.1. Primary Data 
 

The importance of the primary data in a research is undeniable since this type of data is 
collected specifically for the research in hand. A research can be performed without collecting 
any primary data; however, this research would not be as reliable as a research that is founded 
based on both primary and secondary data. This is due to the fact that primary data provide 
the researcher with some first-hand information (Kumar 2010) whereas; it has not been 
tampered by other parties.  

In our research, as depicted in Figure 2.2, the primary data are collected via direct 
observations, formal interviews or conversations. In the following, we precisely discuss about 
our data collection methods.  

 

2.4.1.1. Interviews 
 

Interviewing is one of the widely used methods of data collection in qualitative research. 
However, as compared to quantitative research, interviews in qualitative research are less 
structured. Typically, in such interviews, the interviewer is keen to obtain long and detailed 
answers. In this research, our interviews are based on a set of pre-set questions (interview 
guide) as included in Appendix A. Though, in the interview process, questions may not be 
asked in the order as they appeared in the interview guide, all of the questions were asked in 
the interview process.  Besides, additional questions are asked during the interview in order to 
pick up on the topics that are expressed by the interviewees in the interview processes. 
Interview guide in qualitative research is also much less structured comparing to the ones in 
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Direct Observation 

Formal/Informal Interviews  

Journal Articles/Books 

Internet Sources  
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quantitative research. However, this does not; in any means diminish the importance of an 
interview guide.  One of our main concerns in preparing the interview guides was to avoid 
using very narrow and focused questions during the interview process in order to eliminate 
the opportunity of obtaining all the aspects of the relevant information in the area. If questions 
are too focused, it may limit the interviewee and he/she may not tend to leeway and provide 
additional information that could be useful for the research.  

In the following, we express some of the key criteria that are considered in preparing the 
interview guides for our research. 

 
Ø The main objective in preparing the interview guide of our research is to make sure 

that the listed questions are in line with the research questions and purpose of the 
research as presented in Chapter 1. 
 

Ø The questions in the interview guide should be grouped in a way to ensure a smooth 
transition from one topic area to another.  
 

Ø Another important concern in preparing our interview guide was to strive to avoid 
asking any leading questions. This is due to the fact that leading questions usually 
propose a specific answer and convey the implication of expecting a “correct” answer. 
 

Ø It is suggested that questions should be formed in a language that is easy to understand 
for the interviewee. For instance, if the interviewees have limited or no background in 
the area of Information Technology, we try to avoid using specific terms in our 
questions.  

One of the most reliable methods of capturing the information during interviews is audio 
recording. Hence, we used the same method in order to record our interviews. Additionally, in 
order to ensure that effective interviews are conducted, some general and behavioural 
measures have to be followed. In the following, we list some of these techniques that have 
been used in the interviews carried on for this research.  

Ø Before each interview, the interviewer introduced himself and the nature of the 
research is clearly explained for the interviewee.  
 

Ø All the interviews were held in Farsi as the interviewees were much more comfortable 
with the language. Furthermore, the interviewer strived to avoid using any “foreign 
term” that is not widely used in the country and may cause confusion for the 
interviewee.  
 

Ø Even though the interviews are all recorded, the interviewer made sure that we are 
completely devoted to the interview process and exchanged questions and answers 
while staying neutral during the interview.    
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Ø New questions were asked in order to pick up on the new topics that are brought up by 
the interviewee and were related to our research.  
 

Ø Each interview took about 30 minutes on average and they were all held in the 
environment which was most familiar to the interviewee (their own office). 

 

2.4.1.2. Observations 
 

Observation is another method of data collection that is mainly used in qualitative research. 
Direct observation can be used to collect a wide range of data. It is believed that in qualitative 
research, most of the researches make use of this method either deliberately or undeliberately. 
In our research data collection, we employ the technique of direct observation which 
essentially means meticulously monitoring and recording what is being observed, heard or 
felt. Using this method helped us to collect information that was either difficult or too detailed 
to gather during the interview process.   

The observations in our research are all overt as the individuals in the organisations are well 
aware about the purpose of our observations. Observations in our data collection were 
conducted before the interviews. In this way, we could clarify and discuss about the issues or 
questions that arose by undertaking the observations. We provide our observations guidelines 
in Appendix B.  

 In addition, in order to ensure our observations are effective, we took some general measures 
as follows: 

 
Ø Define a clear focus for the observation. 

 
Ø Ensure that the objective of the observations is in accordance with the research 

questions and purpose. 
 

Ø A clear plan should be prepared beforehand (i.e. what to look for and where to look 
for it). 
 

Ø Use interviews to clarify about the issues and results of the observations. 
 

Ø Avoid being biased in observations. 
 
We reordered the results of our observations in tables that we prepared before the 
observations took place.   
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2.4.2. Secondary Data 
 

This type of data can help the researcher to form the theoretical framework of the research. 
Secondary data has been already collected (and sometimes even analysed) and it is ready to be 
accessed from many different sources including published papers in journals or conference 
proceedings, books (published or electronic version), Internet/online sources (e.g. webpages, 
blogs, forums, etc.) and internal or external reports that are prepared by 
organisations/ministries. The advantage of secondary data is its availability and the fact that 
they are cheaper to access than primary data.  

The data collection step of this research comprised of both primary and secondary data 
collection. Therefore, with the support of the gathered reliable primary and secondary data, 
the researcher is able to provide the most accurate results for this research.  

 

2.5. Method of Analysis 
 

Without doubt, the method of analysing data in a research study has immediate influence on 
its results. As it was stated by Patton, “the cardinal principle of qualitative analysis is that 
causal relationships and theoretical statements be clearly emergent from and grounded in the 
phenomena studied. The theory emerges from the data; it is not imposed on the data.”   

Since our research is consisted of both theoretical and empirical study, we would need 
appropriate methods in order to analysis the data that are obtained from each of the studies. 
This is important since a poor data analysis can results in invalid or low quality results. 

The secondary data which corresponds to the theoretical study of this research were first 
sorted out, interpreted and analysed after collection. This was vital to ensure that all the data 
that are used in the research are updated, valid and completely relevant to research questions 
and purpose. The data are then presented in a general to specific manner in order to elevate 
the understandability of the thesis.  

As for the primary data, which were gathered through the empirical study, the data were 
processed and analysed after their collection in the following manner. After the data are 
collected from either of the methods (observation or interview) they are processed and the 
relative information are identified and sorted. The immediate action was important in this 
matter since some data may not be recorded which can be forgotten over time. Data reduction 
is also of great importance in qualitative studies since usually, in such studies, a huge amount 
of data is collected while some may be redundant and some can be of less importance or 
relevance. After the most relevant data were extracted, the next main task was to group the 
collected data together.  This was done with the content analysis approach (Hsieh & Shannon 
2005). Using Hsieh and Shannon method, this was done in three steps, browsing the data for 
certain content or words, understanding their correlation and impressions, and lastly, 
extracting and explicating the meaning. Finally, in the last step, all the findings and their 



21 
 

meaning were interpreted and formed to comprehensively answer the research questions and 
lastly, implications were drawn.   

 

2.6. Presentation Method 
 

As for the presentation of the results of this research, the written method has been selected. A 
comprehensive and yet short abstract has been provided in the beginning of this thesis in 
order to provide the reader with an overall overview of the objectives and contributions of this 
thesis. With the aid of tables and figures, we aimed to improve the understandability of our 
thesis by providing the reader with short and easy to read set of our findings.  

 

2.7. Quality Criteria 
 

Quality criteria are used to determine the soundness and the quality of the research. Two main 
criteria to assess the robustness of the research are namely, reliability and validity.  

 

2.7.1. Reliability  
 

As it is defined by Joppe (2000), reliability in research is “the extent to which results are 
consistent over time and an accurate representation of the total population under study is 
referred to as reliability and if the results of a study can be reproduced under a similar 
methodology, then the research instrument is considered to be reliable”. In this research, 
much attention should be paid to primary data collection in order to make sure valid and 
relevant information are collected (either via observation or interviews) from reliable sources 
(e.g. interviewees). Moreover, secondary data should be obtained from legitimate and up-to-
date sources (e.g. journal article, internet sources, etc.).    

 

2.7.2. Validity 
 

This criterion is an indication of the relation of the research result and the reality.  In other 
words, validity mainly deals with the success of the research in measuring what has been 
aimed to be achieved. In order to ensure validity, researcher should be aware of two main 
types of validity measures.  
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ü Internal Validity: As defined by Campbell and Stanley (1963), “internal validity 
refers to the extent to which the methodological research design used by a researcher 
can provide empirical evidence to test the possible cause-and-effect relationship”. The 
internal validity of our research can be determined from the quality of our empirical 
approach and its relation to theoretical approach. Hence, the quality of our primary 
data collection directly affects the validity of our research. As it has stated by Johnson 
(1997) the main prominent problem in achieving internal validity in qualitative 
research are factors such as analysis of data based on personal views and opinions, 
researcher bias, and jumping out of a selective collection of data. Therefore, we ensure 
that our observations are not biased in any possible direction and our interviewees are 
the people who have sufficient knowledge and experience in the field that they are 
being interviewed about.  
 

ü External Validity: This measure is generally dealing with the possibility of extending 
or generalising the research. Hence, if the research does not possess external validity, 
it would not have the advantage to be generalised in other relative context. Since our 
research is focused on the implementation and deployment of cloud computing in Iran 
as a developing country, therefore, it has the generalisation ability to at least cover this 
phenomenon in other developing countries. However, we believe that the results of 
this research can provide useful knowledge on the development and popularisation of 
cloud computing in developed counties which have already migrated to cloud.  
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Figure 2.3 Structure of Our Research 
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3. Theoretical Background 
 

This chapter is dedicated to our theoretical background. We first start by describing the 
concept of Information Technology and computing services. Then, we clearly define cloud 
computing and discuss about its characteristics, architecture, delivery models and 
development models. In addition, we point out the prominent advantages and disadvantages 
of cloud computing and elaborate about cloud security. Finally, we provide the cloud 
readiness criteria and argue about cloud migration in cloud equipped countries.  

 

3.1. Information Technology 
 

The outbreaks of automated computing with emerge of computers and Internet has completely 
revolutionised the human’s perspective of living by even changing the way we used to do our 
very daily chores. The term Information Technology (IT) refers to all the developments that 
are progressing due to the improvements in technology which has been obtained from 
superior information. Two detachable constituents of IT are computer and Internet. This 
combination enables us to access any information we are looking for in a blink of an eye. This 
ease of access has brought us many prominent advantages. Some advantages of IT are as 
follows.  

 

ü Ease of Communication: One of the main advantages of IT is providing easy 
communication means.  Not only IT has made communication easier and cheaper, but 
it has also brought new ways of communication. Video conferencing, instant 
messaging, and emails are only a few of the new ways of communication that are 
provided by IT.  
 

ü Globalisation: Information technology has turned the whole word into a “global 
village” by creating interdependent systems and breaking down the geographical 
boundaries (James 1999). Therefore, enabling the creation of an extensive burden of 
shared information and eliminating barriers like language and cultural difference.  
 

ü Cost Reduction: Employment of IT in business leads to increased productivity and 
greater opportunity for small businesses. IT infrastructures enable organisations to 
process, sort and protect their sensitive information much easier. Moreover, it 
improves the efficiency in organisations by providing automated processes.  
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3.2. Computing Services 
 

The computing world is evolving in a rapid pace. Computing services are now being treated 
similar to traditional utilities such as electricity, gas, and water.  Various paradigms have been 
introduced which are aiming to provide computing services as a utility. Among all, much 
attention has been paid to three of these paradigms which are namely, cluster computing, grid 
computing and cloud computing.  

 

3.2.1. Cluster Computing 
 

The idea of cluster computing was first proposed by IBM in 1960s. In simple words, cluster 
computing is a form of computing whereas two or more computer nodes are interconnected in 
order to processing power as a single entity. One of the main reasons in implementing cluster 
computing is to create redundancy to ensure continues and reliable availability. Another main 
reason is to provide low-cost form of high performance computing.  The employment of 
cluster computing has been relatively slow mainly due to the poor software support 
(complications arise when treating the whole cluster as a single system).  

 

Figure 3.1 Cluster computing adopted from (Accc.uic.edu n.d.) 
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3.2.2. Grid Computing 
 

The concept of grid computing came to the limelight when Foster and Kesselman published 
their noble work (Foster & Kesselman 1999).  A grid is a set of computing resources that 
execute tasks. Grid computing refers to a particular computer network whereas each computer 
node is sharing its resources (e.g. storage, memory, etc.) with every other node. Grid 
computing can be considered as a special variation of distributed computing. In distributed 
computing, computer nodes on the same network and share the same resources, whereas in 
grid computing, all the resources on each node are shared which creates a computing power 
equivalent to ones in supercomputers. Grid computing is largely scalable, reliable (i.e. does 
not suffer from single points of failure), and makes efficient use of the idle resources in the 
network. However, the need for high-speed connection between the computer nodes and the 
lack of a complete set of standards and policies are the main drawbacks of grid computing.
  

 

Figure 3.2 Grid computing adopted from (IBM refer to papers grid) 

 

3.2.3. Cloud Computing 
 

The idea of cloud computing was envisioned even before Internet was created. The term 
“cloud computing” was first mentioned by Professor Ramnath Chellapa in 1997, whereas he 
advised that cloud computing is going to be a “new computing paradigm where the 
boundaries of computing will be determined by economic rationale rather than technical 
limits alone”. The first practical implementation of cloud was by Salesforce.com where it 
became the first enterprise-level application provider by offering its services through Internet.  
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Comparing to other computing technologies (cluster computing, grid computing, etc.), cloud 
computing has attracted much attention in both academia and industry and therefore, it is 
being evolutionised drastically.  There are uncountable numbers of journal and peer-reviewed 
conference papers on the definitions, aspects, advantages and disadvantages of cloud 
computing. Armbrust et al. (2009) remarks that cloud computing has the potential to 
revolutionise the IT industry.  

As it is defined by Wikipedia (n.d), “cloud computing is a form of Internet-based computing, 
whereby shared resources, software, and information are provided to computers and other 
devices on demand, like the electricity grid”. Among the many definitions of cloud 
computing, Zhang et al. (2010) defines cloud computing as an extension to three main 
computing technologies, which are grid computing, cluster computing and parallel 
computing. Geelan (2009) defines cloud computing as a phenomenon that has many 
definitions and provides 21 definitions for it.  Table 3.1 provides a few of these 
comprehensive definitions from different authors who have different perspectives of cloud 
computing.   

 

Author Definition 
Reuven Cohen Cloud computing can be best described as “Internet centric software”. 

This new cloud computing software model is a shift from the traditional 
single tenant approach to software development to that of a scalable, 
multi-tenant, multi-platform, multi-network, and global. This could be as 
simple as your web based email service or as complex as a globally 
distributed load balanced content delivery environment. 

Jeff Kaplan I view cloud computing as a broad array of web-based services aimed at 
allowing users to obtain a wide range of functional capabilities on a 'pay-
as-you-go' basis that previously required tremendous hardware/software 
investments and professional skills to acquire. Cloud computing is the 
realization of the earlier ideals of utility computing without the technical 
complexities or complicated deployment worries. 

Kevin Hartig Cloud computing overlaps some of the concepts of distributed, grid and 
utility computing, however it does have its own meaning if contextually 
used correctly. Cloud computing really is accessing resources and 
services needed to perform functions with dynamically changing needs. 
An application or service developer requests access from the cloud rather 
than a specific endpoint or named resource. What goes on in the cloud 
manages multiple infrastructures across multiple organizations and 
consists of one or more frameworks overlaid on top of the infrastructures 
tying them together. The cloud is a virtualization of resources that 
maintains and manages itself 

Aaron Ricadela Today's combination of high-speed networks, sophisticated PC graphics 
processors, and fast, inexpensive servers and disk storage has tilted 
engineers toward housing more computing in data centres. In the earlier 
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part of this decade, researchers espoused a similar, centralized approach 
called "grid computing." But cloud computing projects are more powerful 
and crash-proof than grid systems developed even in recent years 

Bill Martin Cloud computing really comes into focus only when you think about 
what IT always needs: a way to increase capacity or add capabilities on 
the fly without investing in new infrastructure, training new personnel, or 
licensing new software. Cloud computing encompasses any subscription-
based or pay-per-use service that, in real time over the Internet, extends 
IT's existing capabilities. 

Trevor Doerksen Cloud computing is ... the user-friendly version of grid computing. 
Jan Pritzker Clouds are vast resource pools with on-demand resource allocation. The 

degree of on-demandness can vary from phone calls to web forms to 
actual Application Programming Interfaces (API) that directly requisition 
servers. I tend to consider slow forms of requisitioning to be more like 
traditional data centres, and the quicker ones to be more cloudy. A public 
facing API is a must for true clouds. 

Table 3.1. Definitions of Cloud computing (Geelan 2009) 

 

3.3. Characteristics of Cloud Computing 
 

As it is highlighted by NIST (2011), cloud computing models should possess the following 
indispensable characteristics.    

 

ü Rapid Elasticity: This characteristic enables the services to be expanded and 
contracted to serve the “actual need”. This automated process ensures that service is 
instantly provided if the demand rises and released if the demand drops and therefore, 
increasing the efficiency while providing transparency to end-users.  
 

ü Resource Pooling: Using a method called virtualisation; the service provider can use 
a multi-tenant model in order to pool physical and virtual resources to meet the need 
of multiple cloud users simultaneously. The geographical locations of the resources 
should be hidden from the user. Nevertheless, the user can query to limit the domain 
location of the physical resources being used so as to meet the legal constraints.  
 

ü On-Demand Self-Service: The cloud user should be able to solely control (e.g. obtain 
and release) services as required without any human supervision. This greatly 
improves the cost efficiency of the services since reducing the number of staff needed.  
 

ü Measured Service: Similar to other utility services, cloud computing comprises a 
metering mechanism in order to measure the services provided to each cloud user. In 
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addition, the detailed information about the resource usage could be useful to cloud 
providers to enhance their services.  
 

ü Broad Network Access: This characteristic refers to the availability of the resources 
to a wide range of computing devices (e.g. laptops, hand phones, tablets, etc.) 
regardless of their operating system, hardware, etc. through standardised network 
interfaces. 
 

3.4. Cloud Computing Architecture  
 

As it is depicted in the Figure 3.3 below, cloud architecture is consisted of 4 layers (Zhang, 
Cheng & Boutaba 2010).   

 
 

 

Figure 3.3. Cloud Computing Architecture Adopted from (Zhang, Cheng & Boutaba 2010) 

 

ü The Hardware Layer: This is the first layer in cloud architecture which is dedicated 
to administering and directing the physical resources (e.g. physical servers, 
networking hardware). Generally, hardware layer is located in data centres which are 
used to provide accommodation for computer systems. 
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ü The Infrastructure Layer: This is a detachable component of cloud computing 
which enables resource pooling. This layer which is also known as virtualisation layer 
provides pool of resources by employing the virtualisation techniques. 
 

ü The Platform Layer: As the name conveys, this layer is consisted of platforms and 
operating systems and is built on top of the infrastructure layer.  
 

ü The Application Layer: All the applications that are provided through cloud 
computing reside in the application layer. This is the most accessible layer to the cloud 
user.  

 

3.5. Cloud Computing Deliver Models  
 

Cloud computing services can be delivered in one of the three main models. The acronym 
XaaS describes “anything as a service”. Where X represents software (SaaS), platform (PaaS) 
or infrastructure (IaaS) and S stands for service.  

 
ü Software as a Service (SaaS): This service is the most common and cost efficient 

service that is provided by cloud computing (Armbrust et al. 2009). It consists of the 
software and applications that are provided by cloud in order to meet the specific 
needs of a user.  The main difference of cloud software and ordinary software is that 
cloud software is much more scalable. Cloud software does not need to be installed on 
the user’s machine and are usually accessible to cloud users via web browsers. Note 
that the cloud user has no control over the underlying infrastructure that the software 
is being run. The cloud provider is usually in charge of managing the operating 
systems and the underlying infrastructure.  
 

ü Platform as a Service (PaaS): This service provides cloud users with development 
platforms which are usually equipped with software design, development, deployment 
and testing services. While the cloud user has control over the platform that is being 
delivered as a service, he has no control over the underlying cloud infrastructure 
including operating systems, network hardware, storage unites, etc. PaaS can help 
organisation to avoid the extreme costs of the purchase and maintenance of the 
computing resources.  
 

ü Infrastructure as a Service (IaaS): This models offers computing resources such as 
storage and networks in order to enable the user to run his own operating system and 
user specific applications. Comparing to the above two models (i.e. SaaS and PaaS), 
this model provides more flexibility for the user.  The cloud user is not able to directly 
access the cloud infrastructure but has control over the operating system, storage units, 
software development applications and API’s.  Typically, his service is available to 



31 
 

cloud users anywhere and anytime via Internet. It is environment friendly as it allows 
the optimal usage of the resources by many users. With IaaS, the companies would not 
need to worry about the update and maintenance of their infrastructure and therefore, 
can be more focused in bringing better innovative solutions.   
 

Figure 3.4 provides a quick overview of the cloud delivery models and their relation to a 
specific type of users with different purposes.  

 
 

 
Figure 3.4 Cloud Delivery Models Adopted from (Tecires 2010) 

 

3.6. Cloud Computing Deployment Models 
 

There are many motives why organisations tend to migrate to cloud. Regardless of what type 
of services clouds deliver, they can be classified by three different deployment models where 
each brings along its own set of advantages and disadvantages.  

 

3.6.1. Public Cloud 
 

Public clouds convey the basic perception of cloud computing, where cloud users can access 
the resources on the fly. Services provided by public clouds are usually accessible by public. 
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In public cloud models, the cloud infrastructure are owned and managed by the cloud 
provider. A public cloud normally delivers services to many unrelated cloud users.  

A public cloud provider may receive services from other cloud providers, and therefore, 
addressing the costly issues of purchasing and maintaining IT infrastructure. Normally, in 
public clouds, the cloud providers are in charge of managing and protecting the data in cloud.    

 

3.6.2. Private Cloud 
 

A private cloud is implemented and managed for one specific organisation. While the cloud 
would only be accessible within a private network, the cloud infrastructure can be located and 
managed within the organisations data centres or in other vendor’s data centres. The main 
reason for deploying private clouds is to protect the sensitive data by granting the access right 
only to the rightful employees of the organisation.  

The main advantage of migrating in private cloud is added security. Private cloud proves to be 
less risky.  As it has been stated in (WashingtonTechnology n.d.), the majority of 
organisations are migrating from public cloud to private cloud due to security concerns. 
However, deploying a private cloud is less cost efficient due to the requirements for IT 
infrastructure.    

 

3.6.3. Hybrid Cloud 
 

The hybrid cloud is a mixture of two above deployment models. Usually in hybrid cloud, the 
cloud provider owns a private cloud that is connected to a public cloud or vice versa. 
Therefore, hybrid clouds enjoy from the advantages of private clouds in providing solid data 
protection and advantages of public clouds in cost efficiency. This model usually retains the 
sensitive data on the private cloud and migrate the non-sensitive data and services to public 
cloud.   

 

3.6.4. Community Cloud 
 

Organisations with the same domain of demands share a community cloud. In other words, 
community cloud is a private cloud that is shared among more than one organisation. 
Therefore, many organisations can enjoy from the advantages of private cloud with a lower 
cost.  
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Figure 3.5. Cloud Computing Deployment Models Adopted From (Edureka, 2013) 

Table 3.2 depicts the strong points and weaknesses of different types of cloud deployments 
models. 

 

Deployment Model Pros Cons 
Public Cloud • Minimise the resource’s   

wastage 
• Minimise the IT 

infrastructure cost 
 

• Protection of sensitive 
data  

• Lower quality of service 
 

Private Cloud • Ensure security of 
sensitive data 

• High quality of service 
 

• The high IT infrastructure 
cost 

• The high cost of managing 
and maintaining the 
infrastructure.  

Hybrid Cloud • Better data protection • Less cost efficient than 
public cloud 

Community Cloud • Minimise the IT 
infrastructure cost 

• Ensure security of 
sensitive data 

• Less cost efficient than 
public cloud 

  
Table 3.2 Comparison of Cloud Computing Deployment Models  
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3.7. Advantages and Disadvantages of Cloud Computing 
 

There have been many studies to highlight the advantages and disadvantages of cloud 
computing. The advantages motivate governments and organisations to migrate to cloud and 
highlighting the disadvantages helps them to come up with countermeasures and policies so 
as to prevent the possible forfeitures.  

In the following, we discuss about four of the key advantages of migrating to cloud 
computing. 

 

ü Time and Location Independent: The information as well as the services are 
constantly available and can be accessed from anywhere through Internet. One of the 
main advantages of this feature is enabling employees to work from anywhere. This 
greatly affects the productivity and knowledgeability of employees.  
 

ü Cost Reduction: Another main advantage of cloud computing which is also one of 
main incentives for governments and organisations to move to cloud is cutting the 
costs of IT infrastructure. By migrating to cloud, IT costs will be greatly reduced as 
there would be no need to purchase new hardware and install up-to-date software.   
Moreover, the routine maintenance costs and electricity costs would be minimised 
when migrating to cloud.   
 

ü Disaster Recovery: Cloud computing can provide mechanisms for automated 
scheduled network wide backup systems in order to store the data in off-site data 
centres.  
 

ü Increased Collaboration: Cloud computing increases the collaboration of 
organisations (e.g. government agencies) to share data and information. In other 
words, cloud computing can improve data consistency and integrity among different 
related organisations and therefore, enable increased collaboration.  
 

Below, we provide the main disadvantages of cloud computing that are also the main 
discouraging factors of migrating to cloud.  

 

ü Security Concerns: Security concerns are the main discouraging factor of migrating 
to cloud for governments and organisations. Compromisation of the sensitive data 
which are stored in a virtual server is one of the biggest issues. We will further discuss 
about this issue in the following section.  
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ü Legal Issues: Legal issues are another main discouraging factor for migrating to 
clouds. The defined rules and regulations in cloud computing mainly stress on 
different approaches in access control (Coombe 2009). The underlying idea of cloud 
computing is to store data and information on virtual data centres that can be located 
in distributed locations in the world. However, conflicts may arise as there are no of 
internationally accepted set of rules and regulations. 
 

ü Data Transfer: In cloud computing, all the data are stored in a remote server. 
Therefore, the file transferring time for big chunks of data may become an 
inconvenience for the users.   
 

3.8. Cloud Security  
 

Security issues are one of the main discouraging factors for migrating to cloud. Therefore, this 
section of the thesis is dedicated to study the security threats that are associated with cloud 
computing. 

There are a few organisations that are devoted in identifying the possible threats. Cloud 
Security Alliance is one of such organisations that has done many research on identifying 
security threats of cloud computing. Following are the main security threats that are identified 
by Cloud Security Alliance (2010). 

 

1. Abuse and Nefarious Use of Cloud Computing: Cloud services are 
provided to users with relatively high level of anonymity. Therefore, anyone 
holding a valid credit card can sign up for powerful cloud processing 
capabilities.  The high degree of anonymity enables malicious users (e.g. 
hackers, crackers, etc.) to simply exploit this computing power in mounting 
organised attacks such as Denial of Service attacks, password cracking, 
CAPTCHA solving farms, etc. Primarily, PaaS providers are more prone to 
this kind of attacks than IaaS. Evidently, SaaS providers are also threatened 
by such attacks. 

 
2. Insecure Interfaces and APIs: Generally, cloud providers enable cloud 

users to access the services with use of software interfaces and APIs. The task 
of managing and monitoring cloud services is therefore controlled using these 
interfaces and APIs. Hence, the security of the cloud is greatly dependant on 
the security of the underlying interfaces and APIs.  

 
3. Malicious Insiders: This threat has been around for a long time and it is not 

only related to cloud environments. However, it is quite amplified in cloud 
computing settings.  This is due to the fact that a large number of users are 



36 
 

related via the same cloud provider and the management and procedures of 
cloud providers is quite opaque for the users. Therefore, by signing up with a 
cloud provider, the user “has to” trust the provider on the hiring criteria and 
background checks of their employees.  

 
4. Shared Technology Issues: This threat is specific to IaaS providers where 

they offer highly elastic infrastructure as service to a large number of cloud 
users. However, these infrastructures are not originally designed to provide 
strict isolation for a shared environment. While the virtualisation software is 
in place to isolate each user’s services and data and address this issue to a 
certain point, it still cannot address this problem completely. 

  
5. Data Loss or Leakage: When organisations move to cloud, the cloud 

provider is in charge of disaster recovery and needs to back-up the users’ data 
on regular basis. Therefore, any shortcoming in cloud provider’s side may 
cause in users’ data loss. In addition, since the entire users’ data are stored in 
encrypted format (for data protection purposes), the loss of the decryption key 
by the cloud user may cause in vanishing all his/her data.  Lastly, the chance 
of data compromisation increases in cloud setting as due it architecture and its 
nature to be worthy target for computer hackers and crackers.  
 

6. Account or Service Hijacking: These types of threats have been around for 
a long time. Impersonation, identity theft, and phishing attacks are some 
examples that can lead to account hijacking. Nevertheless, these threats are 
amplified in case of cloud computing due to the possibility that if the user’s 
credentials are disclosed to the attacker it would enable him to access or alter 
the user’s personal data. The hijacked accounts will then be used as new 
platforms for subsequent attacks.  

 

3.9. Cloud Readiness 
 

The term cloud readiness refers to the readiness of the organisation or country to migrate to 
cloud computing.  There are of course many criteria in order to assess the cloud readiness of a 
country. These criteria vary from information regulations and infrastructure to government 
environment. Asia Cloud Computing Association is one of the organisations across the globe 
that performs annual assessment of the cloud readiness of leading economics in Asia. 
Following their report in 2012 (Asia Cloud Computing Association 2010), we state the main 
cloud readiness evaluation criteria. Meeting these required criteria enables the countries 
which are migrating to cloud to fully enjoy the benefits of cloud computing while minimising 
its disadvantages and risks. 
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These criteria can be divided into three separate categories as follows. 

 

3.9.1. Information Regulation 
 

Information regulation refers to the set of policies that are enforced on the available 
information. In information regulation category of cloud readiness assessment report, there 
are four main criteria to be taken into account.  

1. Intellectual Property (IP) Protection: Digital data can be easily copied or 
altered.  Therefore, parties that have access can easily duplicate the data 
without the permission of its owner. In cloud computing, users store their data 
in cloud servers and evidently, they would want to be ensured their data is 
immune from unauthorised copying or alteration. Similarly, cloud providers 
aim to provide the reliable and secure services in order to attract more users. 
This criterion refers to the government’s support of internationally recognised 
and widely accepted IP protection rules and regulations enforcement. 
Establishment of a comprehensive framework of IP protection is one of the 
main encouraging factors of healthy cloud computing adoption practice.  

 
2. Freedom of Access to Information. Obviously, the benefits of cloud 

computing could only be effective if the information can be easily accessed, 
deployed and regenerated. This criterion refers to the availability and 
accessibility of information in a cloud setting based on two more specific 
branches:  

a. Freedom of speech through freedom of the media and press. 
b. The context which the digital media (information and data) 

are available through multiple platforms.  
 
3. Data Sovereignty: This criterion refers to the way that the government deals 

with the rules and regulations that are associated with data sovereignty. Data 
sovereignty refers to ownership and control over data. In cloud computing, 
this becomes a prominent issue since organisations worry about their 
information and data being stored in third party data centres that are located 
in different countries.  

 
4. Data Privacy: This criterion focuses on the laws and regulations in order to 

ensure the right level of data protection in cloud settings. The preparation and 
enforcement of a detailed set of laws regarding storage and communication of 
data in cloud by governments are of the key factors of this criterion.  
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3.9.2. Information Infrastructure 
 

Information infrastructure refers to the set of communication mediums and the related 
software that support interaction and connectivity among the users.  This category of criteria 
assesses the information infrastructure of the country.  

1. Broadband Speed and Coverage: Cloud computing is highly relied on 
broadband connections since all the services and features of cloud can only be 
accessed via broadband. The availability of high speed broadband across the 
country is of the main criteria in this category.  

 
2. Data Centre Risk: This criterion emphasises on the security of the data 

centres. It is composed of factors such as the physical security of the data 
centres, resource security and reliability, natural hazards, etc. 
 

3. Power Grid and Green Policy: The primary focus of this criterion is on the 
availability and reliability of the electric supplies. In addition, it considers the 
development of power generators, renewable energy usage, and built-in 
redundancy in power grid. 

  
4. International Connectivity: This criterion relates to the international 

connectivity of the country. The existence of high-speed international 
broadband leads to boundaries elimination and enables the better use of cloud 
computing.   
 

3.9.3. Business and Government Environment 
 

This category relates to the nature of the business in the country and the government’s 
policies toward cloud computing.  

 
1. Business Sophistication: Mainly, this criterion emphasises on the nature of 

the business in individual organisations and the overall business network in 
the country.  

 
2. Government On-line Services and ICT Prioritisation: The government’s 

support on cloud computing is a key factor in evaluating the cloud readiness 
of the country. It mainly relates to the adoption of cloud for government’s 
services and the support for further development of IT infrastructure across 
the country.  
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3.10. Migrating to Cloud  
 

In this section, we discuss about cloud migration in some of the developed and developing 
countries. This information helps us to have better perspective of cloud adoption in national 
level and therefore, gain the ability to analysis the various aspects of this process.  

 

3.10.1. Cloud Computing in China 
 

The government of China is extremely supportive of cloud computing. The government has 
proposed a cloud development plan to initiate a national cloud called the China Cloud. 
Therefore, China strives to invest on developing multiple clouds which are mostly focused in 
offering IaaS and PaaS.  

As in 2012, China has initiated around 100 cloud related projects which include building 
national data centres (CloudWorldSeries 2011; ChinaDaily, 2013). Currently, cloud 
computing is being used by the telecommunication companies to handle large amount of data 
and even by the government in order to deliver online services. However, the adoption of 
cloud computing in national private organisations is lagging behind due to concerns about 
data security and Sovereignty (CloudWorldSeries 2011; ChinaDaily, 2013). 

3.10.2. Cloud Computing in Japan 
 

In 2009, the Digital Japan Creation Project was initiated to produce new ICT markets to 
strengthen the Japanese economy. The main focus of this project is to put in action a 
nationwide cloud called Kasumigaseki Cloud by 2015. The main purpose of this cloud is to 
establish high level of collaboration and integration and to unite hardware (by using 
virtualisation technology) and infrastructure among different ministries in order to create 
platforms for shared functions (Soumu 2009).  

Japanese claim that Kasumigaseki Cloud would be so comprehensive that it will eliminate the 
need for ministries and government agencies to keep their own IT infrastructure and be able 
to access their required services conveniently by accessing Kasumigaseki Cloud. 
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Figure 3.6 Kasumigaseki Cloud Adopted From (Soumu 2009)  

 

3.10.3. Cloud Computing in Australia  
 

Based on Cloud Computing Strategic Direction Paper (BusinessReviewAustralia  2013; 
ZDNet 2013), the Australian government’s vision is to employ cloud computing in order to 
meet a wide variety of the government’s demands in a cost effective, flexible, secure, and 
reliable manner.  Much research has been done in order to clearly highlight the benefits and 
potential risks of cloud adoption nationwide.  

Government agencies are encouraged to make greater use of cloud computing so as to save 
costs while bringing more capability and capacity. Besides, cloud computing has been chosen 
to enhance the government’s operation efficiency by improving the countries IT effectiveness. 
We will further discuss about the approach of the Australian government to cloud adoption in 
Chapter 5.   

 

3.10.4. Cloud Computing in the United Arab Emirates (UAE) 
 

The advancement of cloud computing in the UAE is prominent in the region (Middle East). 
While the security issues are of the main concerns in migrating to cloud,  incentives such as 
accessibility, scalability and improved performance has made the government to make use of 
this new technology.  

Among the Arabic countries of the reign (e.g. Saudi Arabia and Qatar), UAE is striving to be 
the first country to deploy cloud nationwide. The country has relatively strong ICT 
infrastructure and deployed high-speed broadband the basis of the migration is already 
fortified. However, beside security concerns, the main issue is the lack of set of detailed laws 
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and standards. The absence of a set of comprehensive laws intensifies the significance of 
issues like data ownership, privacy and Retention obligations (Fortsec n.d.).  

 

3.11. Summary  
 

This chapter provided a solid theoretical background for this study. It started by presenting an 
inclusive background on cloud computing and its features. Then it highlighted and discussed 
about the main advantages and disadvantages of this technology. The last part of this chapter 
focused on the adoption of cloud computing, whereas it provided a comprehensive set of 
could readiness criteria and argued cloud adoption plans in some of the developed and 
developing countries. 
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4. Empirical Study   
 

In this chapter, we present our approach in collecting the primary data for our research. Since 
the nature of our research is qualitative, primary data have a profound influence on the results 
of our research as they mainly carry information about many aspects of the current state of the 
country and its trends toward cloud computing adoption. The data in our empirical study are 
mainly gathered through formal/informal interviews and direct/indirect observations. In order 
to ensure that our primary data are comprehensive and reliable, we chose different enterprises 
that are operating in either public or private sector.  

By collecting data from organisations in both public and private sectors we can have a more 
comprehensive perspective on the current state and challenges of cloud adoption in Iran. 
Since the development of ICT infrastructure has direct impact on the adoption of cloud 
computing, we decided to gather genuine and primary data about the current state of ICT 
infrastructure development of Iran through informal interviews and direct/indirect 
observations. We made use of qualitative interviewing techniques in our interviews, whereas, 
a set of predefined topics form the structure of the interview and questions are ask regarding 
topics.  

 

4.1. Private Sector Organisation (Parevan Gostar) 
 

In this section, we present our empirical study of an organisation that is operating in private 
sector in Iran. We first provide the background of the organisation and discuss about its 
operation, services, and structure. Next, we discuss about our interview and observation 
processes.   

 

4.1.1. Introduction to Parevan Gostar Organisation  
 

Parevan Gostar was established in 1999. The main functions of this organisation are in the 
field of facility and road construction. Parevan Gostar is working closely with major 
organisations such as Bandar Abbas Oil Refinery Company, Pars Oil and Gas Company and 
Pipelining Company of the National Iranian Oil Company.  

The organisation has seven branches in three major states of Iran and has been awarded with 
the best engineering services award of Bandar Abbas Oil Refinery Company. Mr.  Ghorbani 
is the CEO of the organisation. The company has a separate IT department which is in charge 
of all the IT-related matters (hardware and software) in all the branches of the organisation. 
The company has total of 120 staff. 
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4.1.2. Interviews  
 

Interviews are one of the most common approaches in collecting data in an empirical study. 
As it has stated in the previous chapter, we make use of formal/informal interviews in order to 
collect primary data in our research. The reliability of the data that are collected through 
interviews is highly related to the knowledge and the competency of the interviewees. 
Fortunately, we had the chance of interviewing the CEO of the company in person. However, 
due to the time limit of the CEO, we were later directed to conduct another interview with the 
senior manager of the company in order to gather sufficient information. Prior to the 
interviews we prepare some background information for the interviewees about the topic and 
the framework of information to prevent any barriers or issues during the interviews.  

The first set of interview from the management team of the organisation was mainly orbiting 
about the following topics. 

 
ü The level of understanding and awareness toward cloud computing 

 
ü Challenges and benefits of adopting cloud computing 

 
ü The government support in adoption of cloud computing 

 
ü The enthusiasm and possibilities of cloud adoption 

 

There are a few companies in the country that started to offer cloud services to organisations. 
In the process of commercialisation, these companies have approached many organisations 
seeking for potential customers. Interestingly, the initial knowledge of our interviewee was 
obtained from the face-to-face advertisement with the promoters of these companies. 
However, afterwards, meeting sessions were held with the IT department in order to develop 
this knowledge and explore opportunities. The interviews were quite formal and open ended 
questions where mostly used with the aim of convey the required information.   

In our second interview session, the interviewee was the head of the IT department of the 
company. It was also an in person interview and again, most of the questions were open ended 
and were asked to gained knowledge regarding the following topics.  

 

ü The level of knowledge about cloud computing among the IT department members 
 

ü Current state of IT and ICT infrastructure 
 

ü Potential benefits and risks of shifting entirely to cloud (technology-wise) 
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ü The required ICT and IT infrastructure requirements for migrating to cloud 
 

ü Steps taken and the level of support of the management team toward cloud adoption in 
practice 
 

After the interview ended, the interviewee took interest in the subject and initiated a 
discussion about the topic which allowed us to gather even more information that was not 
expressed through the formal interview process.   

 

4.1.3. Observations 
 

During the time spent in their Tehran branch, we also performed an overt and direct 
observation on the current trend of IT in the company. All the members of the executive and 
engineering department were having access to their personal computer. However, the 
specifications of the computers in most of the departments, except engineering department, 
were relatively low. The Internet in the company was provided by a private Internet Service 
Provider which offered a fairly high-speed Internet. However, the drop in the speed was quite 
common due to the excessive usage of the staff in certain time periods. The most convenient 
way for communicating information and data to other branches was through Fax or e-mail. 

 

4.2. Public Sector Organisation (Razi Institute) 
 

In this section, we present our empirical study of an organisation that is operating in public 
sector in Iran. Similar to the previous section, we first provide the background of the 
organisation and discuss about its operation, services, and structure. Then, we illustrate our 
interview and observation processes.   

4.2.1. Introduction to Razi Institute 
 

Razi organisation was established in 1925 and is one of the oldest scientific and research 
centres in the country. Initially, this organisation was mainly in charge of vaccine production 
for livestock and poultry. However, now it is known as the largest centre for producing 
around 3.5 billion dose of biological products in 60 varieties such as, medical vaccines and 
serums, veterinary and diagnostic antigens. 

Razi institute has seven branches in seven major states of the country. In total, the 
organisation has 1200 employees who consist of 110 members of the academic board, 400 
specialists and experts and 750 skilled and experienced employees. The CEO of the 
organisation is Dr. Ghadakchi. The four main departments of Razi institute are namely, 
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Department of Planning and Support, Department of Quality Assurance, Department of 
Research and Production of Biologic Products and Department of Research and Diagnosis. 
Indubitably, the organisation has its own dedicated IT division which operates under the 
Department of Planning and Support. 

 

4.2.2. Interviews  
 

Similar to the data collection method from the private sector, interviews are one of the main 
methods of primary data collection. In order to conduct the interviews about Razi institute, 
my presence was necessary. Similar to above, in order ensure the reliability of the collected 
data, we strived to conduct the interviews with the right people (i.e. qualification, knowledge 
and competency) from both the members of the management team and the IT department.  

We first performed the interviews with a member of the management team (senior manager). 
Our interview was revolving around the following topics. 

 
ü The level of understanding and awareness toward cloud computing 

 
ü Benefits and challenges of migrating to cloud for the organisation 

 
ü Current trends and initiatives of cloud computing in the country 

 
ü The enthusiasm for national cloud adoption 

 
ü Possibility of shifting to cloud as a whole 

 
Before the interview, a series of information were provided for the interviewee so as to 
highlight the purpose of the interview. Most of the questions were open ended and 
fortunately, the interactive medium enabled us to freely ask questions and gain sufficient 
information about the predefined topics.  

In our second interview session, which consisted of two parts, we had the chance to interview 
two of the members of the IT department. While the first interview took place as a one-on-one 
interview, in the second meeting, we interviewed both of the employees together. The main 
topics that were covered in our interviews are as follows (some of which are identical to the 
topics that were covered in the private sector interviews). 

 
ü The level of knowledge about cloud computing among the IT department members 

 
ü Current state and use of cloud computing in the organisation 
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ü Potential benefits and risks of shifting entirely to cloud (technology-wise) 
 

ü ICT requirements of shifting to cloud as a whole 
 

ü Steps taken and the level of support of the management team toward cloud adoption in 
practice 
 

The medium of interviews were quite friendly and they eventually turned into a knowledge 
sharing sessions. Almost all the questions asked during the interview were open ended. A few 
close ended questions were also ask in order to gather some definitive answers toward 
different subjects we had in mine. 
 

4.2.3. Observations 
 

While we were in the main branch of the institute, we performed a series of overt and direct 
observations in order to assess the current IT trends and the degree of cloud adoption in the 
organisations. As expected, almost all of the executive and research personnel have access to 
computers which are connected through Internet in the work place. The specification of the 
computers in research and development unit was enough to meet their expectations, however, 
in some departments/offices computers were still running on windows XP. Moreover, in order 
to improve internal connectivity, the computers in the organisations are connected via an 
internal network. In order to ensure the access of other branches to a specific set of data 
(research related and business operation data), the organisation makes use of a 
private/community cloud which stores the data that are to be shared and it is only accessible 
from the IP addresses within the main office and its branches. In general, the IT infrastructure 
of the Razi institute was more well-organised and advanced than the one in Pavaran Gostar 
organisation.  

 

4.3. ICT Infrastructure in Iran  
 

One of the key factors to be assessed prior to cloud adoption is the ICT infrastructure of the 
country. As it was mentioned previously, the Ministry of Information and Communications 
Technology is solely responsible for the development and deployment of ICT infrastructure in 
the company. However, the news about the latest and future initiatives of ICT development is 
so scattered that we were unable to find the most updated source in our theoretical study. 
Moreover, due to the sensitivity of this data in our research, we decided to gather primary data 
from reliable sources.  

The Iranian ISP (Iranian Internet Service Provider) Association (IIA) serves as guild for the 
private Internet providers in the country. It is operating closely with the Ministry of 
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Information and Communications Technology and therefore, the members are updated with 
the latest trends of ICT in the country. 

Therefore, we could find the chance to interview one of the members of  IIA in other to gather 
first hand and reliable information about the ICT infrastructure enhancements in Iran. Before 
the interview, we clearly stated the details of our study and discussed about our objectives for 
this research. As mentioned above, the members of the Iranian Internet Service Providers 
Association are aware of all the existing and future projects and policies that are carried out 
by the Ministry of Information and Communications Technology. This information is usually 
provided to this association via reports that are generated by the ministry.  The interview was 
oriented to convey knowledge mainly about the following topics. 

 
ü Current state of ICT infrastructure in the country and its issues 

 
ü Measures taken to address the issues (i.e. future plans  and projects) 

 
ü Vision and mission of the Ministry of Information and Communications Technology 

in enhancement of ICT infrastructure in the country 
 

ü Advancement of IT in Iranian organisations 
 

The reliability of the gathered information was guaranteed as they were mostly according to 
the latest reports that were prepared by the Ministry of Information and Communications 
Technology. 

 

4.4. Summary 
 

This chapter was dedicated to the empirical study of our research. We presented our strategy 
and methods of gathering our primary data mainly through interviews and observations. In the 
next chapter, we provide a systematic analysis of the data that were gathered in our empirical 
study.  
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5. Analysis and Results 
 

After a comprehensive empirical study, in this chapter, we analyse the data gathered from our 
empirical study and aim to come up with reliable results. With the data collected from the two 
organisations, we can identify the issues and obstacles that are in the way of shifting to cloud 
computing in these two specific entities. Moreover, we use the data that are collected from the 
advancements of the ICT ministry and its upcoming projects and policies. Next, we combine 
these two data to come up with a solid framework that aims to provide a clear road map for 
cloud adoption by minimising the risks and additional costs. 

We noted that we analyse the data that we gathered in the empirical study in a cluster manner 
and use a general tone in expressing our data analysis throughout this chapter with the 
intention of increasing the understandability for the reader.  

 

5.1. Cloud Computing in Private Sector Iran 
 

As a part of our empirical study, we focused on the adoption of cloud computing in private 
entities in Iran. We aimed to obtain sufficient information about the current state of the 
company (technology-wise) and their perspective regarding cloud computing. We can process 
our gathered data in three categories which are centring on the perspective of the management 
and the IT team about cloud computing, the obstacles that are preventing the companies to 
migrate to cloud and their tendency to migrate to cloud.  

 

5.1.1. Knowledge of Cloud Computing 
 

From our interviews and observation, we figured that the knowledge of the IT department of 
the companies is relatively high about cloud computing. They have broad knowledge on the 
fundamentals of cloud computing such as the delivery models and deployment models of 
cloud computing and even the operating systems and software development kits that are 
designed for cloud computing (e.g. Windows Azure). It is worth noting that all the knowledge 
they have about cloud computing are mainly self-learned through Internet or IT magazines 
and books.  

The management teams are also aware of the benefits of cloud computing. As mentioned in 
the previous chapter, there are a number of companies that are offering cloud computing as 
public and private services and the main incentive for the management team to learn more 
about cloud computing was due to the advertisement that they received from these companies.  
The management teams do have meetings with the IT teams about the benefits of employing 
cloud computing in the company and is very keen about some of it advantages such as, less 
cost for IT infrastructure (hardware and software), ease of data management, scalability and 
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the fact that the information are available anytime from anywhere. One of the main incentives 
that the management was so enthused about was the accessibility of information among the 
branches which could lead to effective sharing of resources and data.  

 

5.1.2. The Preventive Factors 
 

In our interview, we also enquire about the perspective of our interviewees about the factor 
that prevent effective adoption of cloud computing. Interestingly enough, while the 
management team was aware of the benefits of cloud computing, they were also aware of the 
risks and issues of adopting such new technology. In the following, we provide the main 
issues and obstacles that the management team is concerned about in migrating to cloud 
computing.  

 

ü Speed and Unreliability of Internet: The main concern of the management team in 
employing cloud computing was the unreliability and the speed of their Internet 
connection. If the entity wants employ cloud computing (public cloud) for a portion of 
its IT services, it needs to be ensured that it would have continuous access to the data 
and the applications on the cloud. Sudden decrease of speed or disruption of Internet is 
not an uncommon phenomenon in Iran and the incapability of the company to access 
the cloud for data and services suspends the operation of the company as well.  
 

ü Data Security: As we expected, one of the main issues that was pointed out was data 
security. By employing cloud computing, the company’s data and information would 
be reachable to a third party (cloud provider). Hence, the company relies on the cloud 
provider to ensure the security of its data. However, there are no effective law that 
supports the cloud user if his/her data is compromised or vanished by the cloud 
provider or any malicious party.  Besides, the law should be in place to ensure that the 
cloud provider will be penalised if it fails to meet the user demands due system failure 
or any other possible reason. Therefore, providing a true transparency and ensuring the 
smooth operation of the company. Currently, a few of the cloud providers in the 
country strictly deny any responsibility regarding disaster recovery and put the burden 
of data backup on the users. They are simply denying any responsibility for the 
security of their user’s data.  
 

ü Adopting a New Technology: When a new technology is going to be employed in a 
company, there are some well-known issues to be addressed. First and foremost is user 
acceptance, whether the staffs are tending to learn the new technology and how it can 
help them to ease their job. The next issue is the necessity to perform training for the 
personnel to learn the new technology (i.e. cloud computing).  
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ü Cost Efficiency: It is quite difficult for the management team to decide whether 
adapting cloud computing is a cost efficient option as they still have to pay the 
occurring fees for cloud provider.  
 

ü Compatibility: The other issue that was pointed out as a preventive factor was the 
compatibility of the existing IT infrastructure with cloud computing. A large amount 
of money has been invested on the existing IT infrastructure and equipment of the 
company and the compatibility of all of this hardware and software with cloud 
services is another vital issue that need to be addresses before migrating to cloud 
computing.  
 

ü Maturity of Technology: The concept and idea of cloud computing is relatively new 
in the country. Therefore, it may be replaced with a newer technology.  If cloud 
computing is replaced with a newer technology, going back to the “old style” can be 
costly.  

 

5.1.3. Tendency to Migrate to Cloud Computing 
 

The management teams believed that while there are prominent challenges in adopting cloud 
computing, it is a technology that gives a competitive edge to the company. Therefore, sooner 
or later initiatives should be enforced for this migration. In the meantime, the search for an 
appropriate framework that prepares the enterprises to adopt cloud computing in a step by 
step manner continues.  Unfortunately, the government has not provided any support or 
incentive for cloud adoption in the organisations that are operating in private sector. 

 

5.2. Cloud Computing in Public Sector in Iran 
 

As it was discussed in the previous chapter, in order to gain comprehensive knowledge about 
the subject, we also focused on the adoption of cloud computing in organisations that are 
owned and operated by or under a close supervision of the government. We can process our 
gathered data in four categories which are centring on the current state of cloud computing in 
the organisation, perspective of the management and the IT team about cloud computing, the 
obstacles that are preventing the companies to migrate to cloud and their tendency to migrate 
to cloud. 
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5.2.1. Current State of Cloud Computing 
 

Based on our empirical study, most of the entities in public sector are making use of cloud 
computing to some extent and Razi organisation is not an exception. The company has six 
branches in six different states of Iran and it makes use as a private cloud to store data and 
share data among the branches. The data that are stored in the cloud are accessible from 
within the organisations and stored in the organisation’s data centre. However, data are being 
stored on the server in plain formats (i.e. not encrypted). The IT department has dedicated 
staff to ensure the smooth operation and accessibility of the cloud. The main reasons of 
deploying the private cloud storage in the company are the accessibility of data to all the 
branches, data protection and disaster recovery.  

 

5.2.2. Knowledge of Cloud Computing 
 

The main task of managing and adopting a new technology is listed under the responsibilities 
of Department of Planning and Support. Nonetheless, the top management team were also 
relatively familiar with the concept of cloud computing. A number of dedicated members of 
the Department of Planning and Support are appointed by the organisation to attend the 
technology related workshops and talks that are mainly organised by Ministry of Information 
and Communications Technology in order to gain knowledge of the latest trends of 
technology in the country. The members are invited to attend the first conference on the cloud 
computing and its effects on workplace which is co-organised by the Ministry of Information 
and Communications Technology and Ministry of Industry and Mines and to be held on April 
2013. 

 

5.2.3. The Preventive Factors 
 

About the preventive factors of deploying cloud computing, they mainly believed that the 
main issues are to be addressed in the government level. Some of the main factors that they 
were stressing about are as follows.  

 

ü Speed and Unreliability of Internet: They believed that it is a great opportunity to be 
able to share data among other government agencies and organisations. For instance it 
would be greatly useful for the organisation to directly share data and information 
with other organisation that are operating under Ministry of Health and Medical 
Education. However, if data are to be located outside the organisation premises drop 
in the speed or disruption of internet could completely affect the operation of some 
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departments in the organisation. Currently, they have several problems when the data 
on cloud becomes inaccessible in the other branches of the company. 
 

ü Lack of Standards: If the data or services are to be shared via cloud among many 
organisations that are operating in related field, there must be a widely accepted set of 
standards. Practicing a set of enforced standards in organisations will ease the use of 
cloud and increases its benefits and advantages.   
 

ü Data Security: The concern of data security is more severe in the public sector as the 
information that is being communicated may contain classified data which can cause 
severe damage if compromised.   

The other main factor that they were stressing about was the need to have staff training and 
developing the culture in the organisations which is quite similar to the factor we listed for the 
private sector. For the other factors that were identical to the ones in private sector, we can 
name compatibility. 

 

5.2.4. Tendency to Migrate to Cloud Computing 
 

Considering the prominent advantages of cloud computing for the organisations and specially 
the ability to have knowledge and information sharing with other related organisations is 
indeed a great incentive for the organisation to adopt cloud computing. However, the 
immaturity of the technology and the lack of confidence of its respond time and adoption by 
the staff make the decision of migrating to cloud a challenging task for the management team. 
It is worth noting that the initiatives toward migrating to cloud cannot be taken without the 
approval and support of the Ministry of Information and Communications Technology.  

 

5.3. ICT Infrastructure  
 

In our empirical study, we decided to assess the ICT development state in Iran. In recent 
years, the Iranian government has paid enormous attention to its ICT infrastructure with the 
aim of achieving e-government, e-health, e-education, e-commerce and production of Farsi 
content in Internet in the next ten years. In our interview with the member of IIA, we have 
obtained some actual information about the ICT infrastructure deployment in Iran.  

 

 

 



53 
 

5.3.1. e-Readiness of Iranian Organisation 
 

Based on our gathered data from the interview which were originally produced in an internal 
report of the Ministry of Information and Communications Technology there are total number 
of 1214 administrative organisations which are examined for their e-readiness. E-readiness 
refers to the degree to which an organisation or agency is ready and willing to gain benefits 
from ICT advancements. From these organisation 73.6% (893 organisations) responded and 
willing to assess their e-readiness, 8% (102 organisations) cloud not respond due to the 
security reasons and 18.4% (223 organisations) did not respond. The e-readiness assessment 
was based on the 6 criteria, namely, ICT infrastructure, the business environment, the social 
and cultural environment, the legal environment, government policies and perspectives, and 
consumer and business adoption.  

 

Figure 5.1. e-Readiness’s Respond 

5.3.1. Issues of ICT Infrastructure in Iran 
 

However, the ICT infrastructure in Iran is one of the worst in the Middle East region. While 
the norm of Internet speed is about 4Mbps, only 1.5 million Iranians have access to 256kbps 
Internet connection which. The other issue in Iran is the condition of the data centres. While 
the deployment of ICT infrastructure has been started the data centres are still a missing link. 
The high cost of high-speed broadband in Iran is one of the main reasons that the domestic 
data centres are operating in a poor level.  

 

5.3.1. ICT Infrastructure Developments 
 

The government is well-aware that the task of upgrading it ICT infrastructure is a necessity 
for its survival. The Ministry of Information and Communications Technology has initiated a 

Responded	  
73,60%	  

Not	  Reponded	  
18,40%	  

Security	  Issues	  
8,00%	  
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set of projects to develop its ICT infrastructure. 20% of these projects are being implemented 
by the public sector and 80% of these projects are given to the private sector.  

One of the main projects that is called EPEG and currently being co-implemented with the 
cooperation of the Iranian Ministry of Information and Communications Technology, 
Rostelecom, Cable & Wireless, and Omantel. This project is capable of transferring 540 
gigabyte traffic and is 6000 kilometres long. This project is called the gateway of Europe and 
the Middle-East. The EPEG communication cable starts in Frankfurt, Germany and passes 
through Hungary, Czech Republic and Ukraine to Russia and reaches Oman through Iran. 
This project has positive effect on the bandwidth problems in the country, enables a cheaper 
access to the Internet and reduces the ping time from Iran to Europe, vice versa.  

Another major project with the aim of improving the communication infrastructure in the 
country is the 8500 kilometres of fibre optic that has been started mid-2012 and is expected to 
be done in a 30 month interval.  

However, another major issue in the ICT infrastructure of the country is the lack of 
commercial data centres. While the government has moved all its data and information to 
domestic data centres, the number of available commercial data centres in the country is less 
than 10 data centres which is a surprisingly low number for a country with approximately 75 
million populations.  

 

5.4. Proposed Framework  
 

In this section, we present our proposed framework which serves as road map in adopting 
cloud computing in Iran. The proposed framework is developed based on the data that was 
gathered through the theoretical and empirical study that we underwent in this project. While 
the data that was gathered through the empirical study may not be sufficient to be generalised 
as a framework, it is enough to identify the prominent challenges and give insights about the 
current state (in technological, cultural and legal aspects) and niche for adopting cloud 
computing in both private and public sectors in Iran. 

As it was highlighted as a result of a comprehensive research by Garrison, Kim, and 
Wakefield (2012), managerial capabilities, trust and technical capability are the three main 
factors that directly affect the deployment of cloud.  

In the following, we propose our framework which can be viewed as a set of propositions and 
suggestions which are categorised in the following three categories namely, government 
planning, ICT infrastructure development and organisations’ responsibilities.  
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5.4.1. Government Planning 
 

The profound effects of migrating to cloud computing have major economic benefits for 
governments.  As it was pointed out by Goundar (2010), the advantages of cloud computing 
are more profound in developing nations than in developed countries. This is because of the 
fact that in the developing countries, the organisations have slighter conflict and resistance in 
adoption of cloud computing. However, the adoption of cloud in developing countries is 
associated with many risks and challenges due to its novelty.  

Nonetheless, these challenges and risks are different for each developing country. Below, we 
propose our suggestions to be undertaken by the Iranian government in the process of 
adopting cloud computing.  

 

ü Awareness of Policy Makers: The first step in cloud adoption is to fully familiarise 
the policy makers about its nature, benefits and challenges. Since the policy makers 
are the key factors in  deciding the approach in cloud adoption, their knowledge of the 
technology is of great importance. Aside from the basics of cloud computing (e.g. its 
core principle, development models, delivery models, etc.), the policy makers should 
be completely familiarised with the transformative benefits of cloud and its 
challenges. This awareness should not be limited to the members and the minster of 
the Ministry of Information and Communications Technology but also the parliament 
members and even the president. After considering all the possible pros and cons, a set 
of plans and milestones should be laid out in order to form an effective framework for 
the migration process.   
 

ü Legal and Regulatory Issues: Based on our empirical study, one of the main 
concerns in cloud adoption (especially in private sector) in Iran is a lack of a legally 
enforceable set of laws that can address the legal challenges of cloud computing.  
While the first Iranian cyber law and computer crime act was proposed and accepted 
in 2008, there are still many shortcomings in its enforcement. Nevertheless, the 
adoption of cloud computing may raise new challenges which would need the revising 
and updating the existing cyber and computer crime law. Based on our empirical 
study, for the most of the potential cloud users in Iran, the main issue was the absence 
of a set of regulations that ensure a safe and seamless relationship between the user 
and cloud provider. The Iranian government should ratify rules and regulations to 
address the major concerns of the cloud users about cloud providers. Some of the key 
concerns that are to be addressed for user’s assurance are namely, data security, data 
segregation, and cloud provider long term viability.  For instance, in order to ensure 
data security, the government should ratify rules to obligate cloud providers and data 
centres to require users to store their data and information in encrypted format and 
provide methods to enable users to browse their own data on the cloud while there are 
still in encrypted format (eliminate the need to decrypt the data on the cloud which 
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results in jeopardises the security of data). Not only the law ratification, but its 
enforcement is also of a great importance. Therefore, measures need to be taken in 
order to ensure the fair enforcement of the laws.  
 

ü Interoperability Standards: One of the major constraints of establishing an e-
government by adopting cloud computing is the lack of having interoperability 
standards. However, this issue is not unique for the case of cloud deployment in Iran; 
it is more conspicuous for Iran as a developing country. Having an open standard 
increases data and service sharing among governmental agencies and organisations 
and therefore, upsurges the benefits and minimise the risks of cloud adoption. 
Establishing collaborations between government and the subsidiary agencies and 
organisations and cloud providers can greatly improve the interoperability standards.  
 

ü Promoting and Monitoring: In order to ensure smooth and continuous 
implementation migration framework in both public and private sector, the Ministry of 
Information and Communications Technology with the full support of the government   
should assign a dedicated organisation to monitor the process of cloud deployment. 
Generally, this organisation should act as a mediator between the government and the 
organisations in the process of shifting to cloud computing. Some of the main 
obligations of this dedicated organisation are as follows. 
 

o Increase the awareness of the organisation managements about the benefits and 
challenges of cloud computing in both public and private sector though 
conferences and workshops. 
 

o Assess the progress of the public sector and selected private sector 
organisations in cloud migration and report back the issues and obstacles to the 
respective ministry or government agency.  

 
o Identifying the common services in organisations and establish process (shift 

to cloud) transparency for the organisations.  
 

o Propose suggestions to reform the interoperability standards or laws and 
regulations. 
 

5.4.1. ICT Infrastructure  
 

Without doubt, the successful operation of cloud is directly affected by its underlying ICT 
infrastructure. While the initiatives have been taken in order to improve the poor ICT 
infrastructure in the country, there are still many measures to consider in order ensure the 
effectiveness of the currently allocated projects.  
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ü Broadband: One of the main issues in Iran is the lack of high-speed Internet. This can 
chiefly affect the development of cloud computing since the data and services are 
mainly communicated through Internet connection. While the government has 
allocated a large amount of budget to improve its fibre optic broadband, a clear 
roadmap and plan is required to ensure the success of all these projects.  
  

ü Data Centre: The existence and evolution of cloud computing is much relied on data 
centres. Therefore, aside from the development of communication and broadband 
infrastructure, the government should provide incentives and financial assistance to 
companies which are willing to establish data centres especially in cities other than 
Tehran (the capital). In addition, the government should offer a dedicated broadband 
with lower cost which will be elastic with the data centre’s traffic.  
 

ü Support: The Ministry of Information and Communications Technology should 
ensure the availability of Internet and service providers. If the organisations migrate to 
cloud, the availability of Internet and service providers can directly affect the 
operation of the organisations (this was also one of the main concerns in 
organisations). Therefore, the operation of these entities should be completely 
monitored by auditing agencies that are operating this ministry. Internet and service 
providers should be obligated to have 24/7 support hotlines in order to provide 
continuous support for the users.  
 

ü Mobile Service: The Ministry of Information and Communications Technology has to 
propose plans for improving the wireless infrastructure (i.e. 3G, 4G, etc.) in the 
country in order to enable mobile cloud (i.e. cloud services that are accessed through 
smartphones and other portable devices).  
 

5.4.3. Organisations’ Responsibilities 
 

Cloud computing has enormous effects on organisations. Mainly, the employment of cloud 
computing in organisations transforms the way services are being presented and used. The 
approach of adopting a new technology is principally affected by the expected benefits, 
exterior force and organisation’s readiness (Kuan & Chau, 2001). The adoption of cloud 
computing in Iranian organisation has to follow a predefined and solid plan. Moreover, the 
fact that a positive organisational change management plays a very important rule in adopting 
a new technology should not be overlooked. Rogers (2003) categorised the adoption of a new 
technology in five steps as follows.  

 
1. Agenda Setting Phase: The management team sort the organisations needs and 

demands based on the set goal. 
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2. Matching Phase: Finding a suitable technology to provide services to serve the 
organisations demands and gives it a competitive edge.   

 
3. Clarifying Phase: The technology is introduced and staffs are familiarised with it.  

 
4. Restructuring Phase: As the new technology is started to being used in the 

organisation, it should be amended and restructured to best serve the needs of the 
company.  
 

5. Routinising Phase: Finally, the new technology becomes a routine in the 
organisation.  
 

These steps are well-accepted and universal in the adoption of any new technology in 
organisations and can be used as a framework for adoption of cloud computing in Iranian 
organisations at a very general level.  

However in Iran, the task of migrating to cloud for organisations in public or private sector 
can be more risky due to the freshness of the technology in the country. In following, we 
propose a few suggestions in order to help to minimise the risk and challenges of cloud 
adoption in Iranian organisation in public and private sector.  

 

ü Familiarising the Management Team: The management team should strive to 
increase their awareness about cloud computing and receive consultations from 
specialist to best identify the possible benefits and challenges of cloud computing for 
their organisation. This is vital in obtaining a unified vision for the migration process. 
The management team should provide their full cooperation with the government 
agencies that are in charge of cloud computing deployment in the country. One of the 
main benefits of this cooperation is that they will receive the latest update about the 
trends of cloud computing in the country which could help them to choose the best 
alternative. Another advantage of this cooperation would be the improvement of the 
interoperability standards especially for organisation in public sector.  
 

ü Readiness and Compatibility: Assigning a team consisted of IT and business 
operation departments to assess the readiness of the company in adopting cloud 
computing can help the development of a clear set of criteria which are vital in 
assessing the organisation readiness. Another important issue to be addressed by 
organisation is to evaluate the compatibility of the existing IT infrastructure of the 
company with cloud services. The compatibility evaluation can help in predicting the 
possible technical challenges of cloud adoption. This task would be usually done by 
the collaboration of the organisation’s IT department and outsourced cloud specialists. 
 

ü Staff Training: One of the successful strategies in organisational change management 
is staff training. In the case of cloud adoption in Iranian organisations, workshops and 
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training courses should be arranged (either by the organisation or the government 
agencies in charge of cloud deployment) so as to increase the level of knowledge of 
staffs about cloud computing and its benefits and encourage them to take part in the 
change. Internal meetings between the management team and staff can be a successful 
approach in bringing the company visions into the limelight for the staff.  
 

ü Internal Cooperation: In adopting cloud computing, the cooperation of the IT 
department managers and business operation managers is of a vital importance. The 
lack of knowledge of the IT department of the business operation and the business 
department of cloud computing can hamper the successful adoption process.   
Therefore, devoting a committee consisting of representatives from both the IT 
department and the business operation department can increase the cooperation within 
the departments of the organisation in migration process.  

 

5.4.4. Iran Cloud Readiness 
 

Based on the cloud readiness criteria that are provided in Chapter 3 and the information that 
we have gathered in our empirical study, we can assess the cloud readiness of Iran. Aside 
from the suggestions and plans that were proposed in the previous section, the current 
situation of Iran in information regulation is much weaker than its information infrastructure 
and government environment. The Iranian government is taking a rapid pace in developing its 
ICT infrastructure to improve its ICT infrastructure and publicly encourages the cloud 
adoption both in public and private sector. Per contra, information regulation in the country is 
one of the biggest concerns in the adoption of technologies like cloud computing. Much more 
devotion should be given in the governmental level so as to ratify policies to support the 
update, revision and enforcement of information regulation criteria. 

 

5.4.5. Suggestions 
 

One of the successful adoption frameworks that have been employed is the one by the 
Australian government. The Iranian government can also make use of these existing 
successful frameworks in order to minimise the risks by adopting a prudent approach. In the 
following we briefly discuss the three main streams that the Australian government is taking 
so as to ensure a smooth transition to cloud computing.  

The Australian government proposed three main streams for its cloud adoption process, 
namely enabling, public cloud, and private cloud (Di Maio  2011). The direction of the 
enabling stream is to prepare to adopt cloud by ratifying policies, regulation and increase the 
knowledge of cloud computing and formulating the cloud adoption framework. In the public 
cloud stream which overlaps with the enabling stream, organisations shift a portion of their IT 
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infrastructure to public clouds. This will help in maturing the technology which can be 
considered as a trial period.  The private cloud stream is a tactical approach that aims to shift 
the whole government (ministries, organisations and agencies) to cloud computing. The 
private cloud stream could only be initiated with assurance of the existence of sufficient and 
reliable data centre support.  
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6. Conclusions, Evaluation and Further Research 
 

This chapter serves as the final chapter of this thesis. We first start by providing a summary of 
the contributions of the research. Next, we emphasis on our empirical study and evaluate our 
data collection methods. Moreover, we discuss about our research quality by assessing its 
reliability and validity. Finally, we discuss the contribution of this research and highlight the 
path for the possible future research.  

 

6.1. Conclusions 
 

In this research, we tried to explore the latest technology phenomenon that is transforming the 
way we used to perceive information technology. Our first goal in undertaking this research 
was to gain comprehensive knowledge about the nature of cloud computing and its benefits 
and disadvantage from different perspectives. Next, we aimed to study the adoption of this 
technology in Iran as a developing country.  Our method for undergoing this research was 
consisted of both theoretical and empirical study. 

The adoption of cloud computing has uncountable benefits for governments. The benefits of 
this technology are too prominent and obvious for nations that most of the developed 
countries have already taken initiatives to migrate to cloud.  However, this task becomes 
fairly complicated in the case of adoption in developing countries. Therefore, in order to 
minimise the risks and challenges and increase the potential advantages of cloud computing 
adoption, a proper case specific framework is very important.  

In this research, we tried to investigate the most relative set of criteria that are prepared to 
assess the cloud readiness in a country.  Moreover, we performed a qualitative research so as 
to evaluate the cloud readiness of Iran and highlighted its weaknesses and strong points. As 
stated in the previous chapter, the most prominent area that the Iranian government needs to 
work on is to ensure the ratification and enforcement of laws and regulation to ensure data 
security, privacy and other related issues. This is due to the fact that with set of updated and 
comprehensive laws the users are assured that in cases that the security of their data is being 
jeopardised, they can always refer to the court of law  in order to seek for compensation from 
the cloud provides. On the other hand, the cloud providers would be obligated to provide data 
security for users as they would want to avoid being penalised or even lose their license by 
the court. In addition, we addressed some of the other main existing obstacles in the country 
and proposed solutions in order to ensure the efficient and effective cloud adoption process. 
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6.2. Data Collection Methods Evaluation  
 

We decided to start our research by undergoing a theoretical study so as to obtain a clear 
vision about the subject and gain the primary knowledge form the secondary data. Our 
research area has many aspects and to decide what aspects to explore was the first challenging 
task in our theoretical study. There were many sources available such as books, journal 
articles, conference proceedings and of course the online sources such as online 
encyclopaedias. Hence, in order to avoid the issue of spending time on exploring irrelevant 
information, we set a framework and a definite scope for our theoretical study. We first 
started by discovering the main computing models and explored different sources to clearly 
define cloud computing and its aspects. Next, we conducted a comprehensive study to 
investigated the key advantages and disadvantages of cloud computing. Lastly, we focused on 
the area of cloud computing adoption to enhance our knowledge about the problem in hand. 
Our main concern, besides deviation from our research scope was to ensure that the gathered 
information (i.e. secondary data) is up-to-date and obtained from reliable sources.  

Our theoretical study formed that basis for our empirical study. It helped us to determine the 
sort of information to be after in our empirical study. As mentioned in Chapter 3, we gathered 
the first hand data for our research mainly through formal and informal interviews and direct 
observations. The interviews established an interactive environment between us and our 
interviewees and helped us to extract sufficient information. Evidently, our intent was to 
acquire the information that we were unable to capture in our theoretical study.  We provided 
enough pre-interview information to the interviewee to make sure that the interview process is 
as fruitful as possible and used focused open-ended questions to ensure that interview would 
not be averted from its predefined path. The other method that was used in our empirical 
study was direct observation.  We performed some overt and direct observations mainly in 
order to assess the trends of technology and IT infrastructure in the organisations.  This was a 
necessity as the investigation of these two factors was imperative in the formation of our final 
results.  

 

6.3. Quality Evaluation  
 

In this section, we evaluate the quality of our research based on the two main criteria that are 
widely used for research quality assessment.  
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6.3.1. Research Reliability 
 

In Chapter 2, we defined research reliability. A research is considered to be reliable if under 
the different circumstances the same research is to be carried out by multiple researches the 
yielded results are more or less identical. The reliability of the research is greatly related  

We were so sceptical in our secondary data collection and paid much attention so that the data 
are up-to-date and gathered from authentic and legitimate source whether it is a book, a 
journal/conference/online article, or an unpublished manuscript.  

In our primary data collection, we used two main methods namely interviews and 
observations. Another approach for us to ensure that the data gathered from the interviews 
was unbiased; we tried to match the interview data with the data that was collected through 
the observations. We practiced the successful interview techniques in our interview processes 
to avoid any unambiguity or inconsistency of the collected data. We strived to be highly 
engaged with both our primary and secondary data in order to ensure the validity of our 
interpretation and derived results.  

 

6.3.2. Research Validity 
 

As it was defined in Chapter 2, the overall validity of research can be assessed by two criteria 
as follows.  

 
1. Internal Validity: The internal validity of the research stresses on the quality of the 

collected primary data and their relation with the secondary data. As aforementioned, 
in our primary data collection, we made use of well-known and common data 
collection techniques (i.e. interviews and observations) and tried to investigate two 
completely different organisations in order to gather comprehensive data. Our 
observations were completely unbiased and we tried to have interactive and focused 
interviews and avoided any kind of prejudgments or assumptions in order to ensure 
the quality of our primary data and hence our research results.   
 

2. External Validity: This criterion emphasises on the possibility of generalising the 
contributions of the research. As stated in Chapter 2, our research focuses on cloud 
adoption in Iran as a developing country. Therefore, the proposed frameworks and 
suggestions proposed in this thesis can be slightly modified and employed in other 
developing countries that are operating in similar situations.   
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6.4. Value to Informatics 
 

In this section, we discuss the value of our research and its results in the field of informatics. 
More precisely, we highlight the importance of the results of this research in relation to theory 
in the field of informatics.  

As it has been already discussed in this thesis, cloud computing has opened up a new angle of 
viewing information technology. More precisely, it has revolutionised how information is 
being generated, presented, processed and communicated. Cloud computing has created 
egregious incentives for governments to move from traditional paper-based systems to 
comprehensive IT-based systems like e-health, e-education, e-government, etc. Hence, the 
relation and effects of cloud computing in the field of informatics are undeniable.   

It is a well-established fact that the potential impact of cloud computing in developing nations 
is much more profound than in the developed countries. In this thesis, we studied the adoption 
of cloud computing in Iran as a developing country. The adoption of cloud computing in Iran 
can have revolutionary effects on how informatics is perceived in the organisations. 
Successful adoption can build up a seamless foundation for the nationwide deployment of e-
auction, e-health, e-education, etc. that directly contribute to growth and job creation in the 
country. This research also identifies the obstacles in cloud computing adoption in Iran which 
can provide insights in identifying obstacles in other developing countries. 

 

6.5. Value to Practice  
 

This research investigated cloud adoption in Iran as a developing country. It strived to 
identify the obstacles that are on the way of cloud adoption in the country. Moreover, we 
proposed a framework in order to address all the identified obstacles and provide suggestions 
which can be highly useful in effective adoption of cloud computing in Iran. Our results can 
be highly beneficial for the Ministry of Information and Communication Technology of Iran. 
The authorities and policy makers in the government can also view the results of this research 
in order to make decisions about the cloud adoption approaches in Iran.  

This research can also be of substantial help to researchers, academicians and students who 
are keen to learn about cloud adoption in developing countries. This is due to the fact that the 
results of this research can be generalised to other developing countries to some certain point.  

 

6.6. Future Research  
 

The topic of cloud computing is still fairly new and has many potential advantages to be 
explored. There are uncountable researches that are investigating the aspects of cloud 
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computing in technical depth. However, the research on the social aspects of this phenomenon 
is on a fairly slower pace.  

More research is desirable on the legal framework of cloud adoption in developing countries. 
Our research can also be a good start point for researchers to carry on a focused study on each 
of the key areas in cloud adoption. The security of cloud computing in developing counties is 
also a challenging task due to the number and limitations of data centres. This can also be a 
possible direction for future research to solely investigate the security of cloud computing in 
Iran or other developing nations.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



66 
 

Reference List 
 

Accc.uic.edu, n.d., Cluster Computing, Available from: http://accc.uic.edu/service/argo-
cluster. [10  January 2013] 

Armbrust, M., Fox, A., Griffith, R., Joseph, A. D., Katz, R., Konwinski, A., Lee, G., 
Patterson, D., Rabkin, A., Stoica, I. & Zaharia, M.,  2009, Above the Clouds: A Berkeley 
View of Cloud Computing, University of California Database, Available from: 
http://www.eecs.berkeley.edu/Pubs/TechRpts/2009/EECS- 2009-28.html. [15 January 2013]. 

Asia Cloud Computing Association, 2010, Cloud Readiness Index, Available from: 
www.asiacloud.org/docs/Cloud_Readiness_White_Paper_v1-0.pdf. [20 January 2013]. 

Babbie, E. R. 2012, The Practice of Social Research, Wadsworth Publishing Company, 
California, United States. 

Bordage, G., Dawson, B. 2003, Experimental Study Design and Grant Writing in Eight Steps 
and 28 Questions, Med Education, vol. 37, pp. 376-385. 

Brown, T. J., Suter, T. A. 2011, MR, Cengage Learning, Connecticut, United States.   

BusinessReviewAustralia,  2013, Cloud Computing Heats Up Australia, ), Available from: 
http://www.businessreviewaustralia.com/technology/cloud/cloud-computing-heats-up-
australia [10 February 2013]. 

Campbell, D. T., Stanley, J. C., & Gage, N. L. 1963. Experimental and Quasi-Experimental 
Designs For Research, Houghton Mifflin, Boston, United States.  

ChinaDaily, 2013, Companies' Future is in The Cloud, Available from: 
http://www.chinadaily.com.cn/bizchina/2013-01/21/content_16147614.htm [10 February 
2013]. 

Cloud Security Alliance, 2010, Top Threats to Cloud Computing v1.0, Available from: 
https://cloudsecurityalliance.org/topthreats/csathreats.v1.0.pdf. [19 January 2013]. 

CloudWorldSeries, 2011, Getting to Grips with Cloud in China, Available from: 
http://www.cloudworldseries.com/blog/future-of-cloud-computing/getting-to-grips-with-
cloud-in-china. [11 February 2013]. 

Collis, J., & Hussey, R. 2003, Business Research Methods: A Practical Guide for 
Undergraduates and Postgraduates, New York: Palgrave Macmillan. 

Coombe, B., 2009, Cloud Computing- Overview, Advantages, and Challenges for Enterprise 
Deployment, Bechtel Technology Journal, vol. 2 , no. 1, pp.1-12.  

Di Maio, A., 2011, Australian Strategy Moves Government Clouds Closer to Earth, Available 
from:  http://blogs.gartner.com/andrea_dimaio/2011/04/15/australian-strategy-moves-
government-clouds-closer-to-earth/ [15 April 2013]. 



67 
 

Edureka, 2013, What is Cloud Computing?, Available from: 
http://www.edureka.in/blog/what-is-cloud-computing/. [21 April 2013]. 

European Commission, 2012, European Cloud Computing Strategy, Available from:  
https://ec.europa.eu/digital-agenda/en/european-cloud-computing-strategy. [2 January 2013]. 

Fortsec, n.d., The State of Cloud Computing Around the World: United Arab Emirates, 
Available from:  http://www.fortsec.com/the-state-of-cloud-computing-around-the-world-
united-arab-emirates/ [2 March 2013]. 

Foster, I. & Kesselman, C. 1999, The Grid: Blueprint for a New Computing Infrastructure, 
Morgan Kauffman Publishers, California United States.  

Garrison, G., Kim, S., & Wakefield, R. L. 2012, Success Factors for Deploying Cloud 
Computing. Communications of the ACM, vol. 55, no. 9, pp. 62-68. 

Geelan, J. 2009, Twenty-One Experts Define Cloud Computing, Available from: 
http://cloudcomputing.sys-con.com/node/612375. [15 January 2013]. 

Goundar, S. 2010, Cloud Computing: Opportunities and Issues for Developing Countries, 
DiploFoundation: Internet Governance Research Paper, Available from: http://www. 
diplomacy. edu/sites/default/files/IGCBP2010_2011_Goundar. pdf. [5 April 2013]. 

Hair, J. F., Money, A. H., Samouel, P., & Page, M. 2007, Research Methods for Business,  
John Wiley & Sons, Chichester, England. 

Hsieh, H. F., & Shannon, S. E. 2005, Three Approaches To Qualitative Content Analysis. 
Qualitative Health Research, vol. 15, no. 9, pp. 1277-1288. 

James, J. 1999. Globalization, Information Technology and Development. St. Martin's Press, 
Inc., New York, United States. 

Johnson, B., & Christensen, L. 2007, Educational Research: Quantitative, Qualitative, and 
Mixed Approaches, SAGE Publications, California, United States. 

Johnson, R. B. 1997, Examining the Validity Structure of Qualitative Research, Education, 
vol. 118 no. 2, pp. 282-292. 

Joppe, M. 2000. The Research Process, Available from: 
http://www.ryerson.ca/~mjoppe/rp.htm. [5 January 2013]. 

Khanzode, V. V. 2004, Research Methodology, APH publishing corporation, New Dali. 

Kuan, K. K.Y., & Chau, P.Y.K. 2001, A Perception-Based Model for EDI Adoption In Small 
Businesses Using A Technology-Organization-Environment Framework, Information and 
Management, vol. 38, pp. 507-521. 

Kumar, R. 2008, Research Methodology, APH publishing corporation, New Dali. 



68 
 

Kumar, R. 2010, Research Methodology: A Step-By-Step Guide for Beginners, Sage 
Publications, California, United States. 

Melville, S., & Goddard, W. 1996, Research Methodology: An Introduction for Science And 
Engineering Students, Juta & Co Ltd, Cape Town, South Africa.  

NIST, 2011, The NIST Definition of Cloud Computing, Available from: 
http://csrc.nist.gov/publications/nistpubs/800-145/SP800-145.pdf. [15 January 2013]. 

Rogers, E.M. 2003, Diffusion of Innovations5th edition, Free Press, New York, United States. 

Snapsurveys, n.d., Qualitative vs. Quantitative Research, Available from: 
http://www.snapsurveys.com/techadvqualquant.shtml. [5 January 2013]. 

Soumu, 2009, MIC Announces the Outline of Digital Japan Creation Project (ICT Hatoyama 
Plan), Available from: 
http://www.soumu.go.jp/main_sosiki/joho_tsusin/eng/Releases/NewsLetter/Vol20/Vol20_01/
Vol20_01.html [22 January 2013]. 

Tecires, 2010, What is Cloud Computing?, Available from: 
http://tecires.ecs.soton.ac.uk/cloud_computing.php. [15 January 2013] 

WashingtonTechnology, n.d., Agencies Flee Public Clouds, Available from: 
http://washingtontechnology.com/microsites/2012/download-cloud-computing/02-public-
clouds-less-popular-cloud-computing-type.aspx. [17 January 2013]. 

Wikipedia, n.d., Cloud Computing, Available from 
http://en.wikipedia.org/wiki/Cloud_computing. [15 January 2013] 

Wikipedia, n.d., Empirical Research, Available from 
http://en.wikipedia.org/wiki/Empirical_research. [2 January 2013]. 

ZDNet,  2013, What's in Store for The Australian IT Industry in 2013,  Available from: 
http://www.zdnet.com/au/whats-in-store-for-the-australian-it-industry-in-2013-7000009423/ 
[10 February 2013]. 

Zhang, Q., Cheng, L., & Boutaba, R.  2010, Cloud computing: State-Of-The-Art and 
Research Challenges. Journal of Internet Services and Applications, vol. 1, no. 1, pp. 7-18. 

Zhang, S., Zhang, S., Chen, X., & Huo, X. 2010. Cloud computing research and development 
trend. In Future Networks, 2010. ICFN'10. Second International Conference on, pp. 93-97. 
IEEE. 

 

 

 

 



69 
 

Appendix A 
Interview Guideline (Managers)  

In the following, we provide the interview guides for the interviews that we undertook in our 
research. Questions that are asked from the management teams in both the public and private 
sector were the same in nature. However, the flow of the conversation and the additional 
questions that were asked during the interview were highly related to the nature of the 
organisations (public sector or private sector), the setting of the interview and level of 
participation of the interviewee.  

The main questions that were asked during the interview with the management team are as 
follows. 

1. What is the nature of business in your organisation? 
 

2. How many staffs are employed in all the branches of your organisations?  
 

3. Do you have a dedicated IT department? 
 

4. What is the current trend of IT in your company? More precisely, what are the main 
technologies that are being used? 
 

5. Explain about your understanding of cloud computing? 
 

6. How can cloud computing improve the business and operation in organisations? 
 

7. What are the top drivers of cloud computing initiatives at your organization?  
 

8. What types of cloud computing are currently being used in your organisation? 
 

9. Is cloud computing being discussed in meetings or knowledge sharing sessions in the 
company, especially with the IT department? If yes, how often?  
 

10. How can cloud computing affect the current operation of the company? 
 

11. Can you explain about the main issues that you are most worry about if the company 
is to adopt cloud computing?  
 

12. What are the incentives offered by the government to encourage you to adopt cloud 
computing? 
 

13. Have you ever been invited by any ministry or government agency to attend 
workshops or conferences about cloud computing?  

14. Explain about your tendency of in migrating to cloud?  
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15. What are the steps that are already taken in order to achieve successful cloud 
adoption?  

 

Interview Guideline (IT Department Members)  

We also conducted interviews from the IT department members of the organisations in order 
to gather more in-depth and technical information. Similar to above, questions that were 
asked from the IT specialists in both the public and private sector were the same in nature. In 
the following, we present our interview guideline for the interviews that were conducted from 
the IT department members in the organisations.  

 

1. How many staffs are currently working in the IT department? 
 

2. How do you assess your knowledge about cloud computing? 
 

3. How do gain and update your knowledge about cloud computing? 
 

4. How do you transfer this knowledge to the management team? 
 

5. What types of cloud computing are currently being used in the organisation?  
 

6. How can cloud computing affect the operation of organisation? 
 

7. What are the technological barriers on the way of completely shifting to cloud? 
 

8. How supportive is the management team to take initiatives toward cloud computing 
adoption in the company? 
 

9. Have you ever been invited to any workshop of conference about cloud computing? 

 

Interview Guideline (ICT Infrastructure Assessment)  

With the aim of assessing the current ICT infrastructure of the country, we conducted an 
interview with a member of IIA which is an association that is working closely with the 
Ministry of Information and Communications Technology. The guideline of our interview is 
as follows. The information that was provided by the interview in this interview was very 
detailed and the above questions were only used in order to ensure that the interview is not 
diverging from its intended path.  
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1. What is the level of awareness of the government toward cloud computing and its 
potential benefits? 
 

2. Are the current ICT infrastructure issues known to the government?   
 

3. Name and explain about the current major known issues in the ICT infrastructure of 
the country? 
 

4. What objectives the government is trying to achieve in order to overcome these 
issues? 
 

5. Has the government deployed cloud computing in any organisation or government 
agency? 
 

6. What are the current ratified policies that are aimed to elevate cloud adoption in the 
country? 
 

7. What steps have been taken toward paving the way of cloud computing adoption in 
the country (technology-wise)?  
 

8. Has the government conducted any research to investigate the possibilities of 
migrating to cloud?  
 

9. What measures have been taken to address the issues? 
 

10. What are the on-going ICT related projects in the country?   
 

11. What incentives have been proposed by the government in order to encourage the 
public/private organisations to adopt cloud computing? 
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Appendix B 
Observation Guidelines  

Before we perform our interviews in the organisations, we took the time to perform overt and 
direct observations mainly, in order to collect data about the current ICT infrastructure of the 
company. Before we perform the observations we prepared a check list in order to avoid 
missing any aspect of the ICT infrastructure in the company. While the information that were 
gathered during our direct observation cannot be limited to the following topics, they 
provided a general domain for our observations.  

 
1. The first thing that we had to look into in organisations was that how many of the staff 

has private access to dedicated personal computers. 
 

2. Assess the specifications of the computers and software that are being used. 
 

3. Access to Internet connection and existence of any workgroup or private network in 
the organisation. 
 

4. Means of communication with other branches. 
 

5. Adoption of any sort of cloud computing. 
 

6. Possibilities of merging cloud services with the current hardware/software.  
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University of Borås is a modern university in the city center. We give courses in business administration 
and informatics, library and information science, fashion and textiles, behavioral sciences and teacher 
education, engineering and health sciences. 

In the School of Business and IT (HIT), we have focused on the students' future needs. Therefore we 
have created programs in which employability is a key word. Subject integration and contextualization are 
other important concepts. The department has a closeness, both between students and teachers as well as 
between industry and education. 

Our courses in business administration give students the opportunity to learn more about different 
businesses and governments and how governance and organization of these activities take place. They 
may also learn about society development and organizations' adaptation to the outside world. They have 
the opportunity to improve their ability to analyze, develop and control activities, whether they want to 
engage in auditing, management or marketing.  

Among our IT courses, there's always something for those who want to design the future of IT-based 
communications, analyze the needs and demands on organizations' information to design their content 
structures, integrating IT and business development, developing their ability to analyze and design 
business processes or focus on programming and development of good use of IT in enterprises and 
organizations. 

The research in the school is well recognized and oriented towards professionalism as well as design and 
development. The overall research profile is Business-IT-Services which combine knowledge and skills in 
informatics as well as in business administration. The research is profession-oriented, which is reflected in 
the research, in many cases conducted on action research-based grounds, with businesses and government 
organizations at local, national and international arenas. The research design and professional orientation 
is manifested also in InnovationLab, which is the department's and university's unit for research-
supporting system development. 
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