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Abstract 
 

Cloud computing is the computing model in which the computing resources such as software, 

hardware and data are delivered as a service through a web browser or light-weight desktop 

machine over the internet (Wink, 2012). This computing model abolishes the necessity of 

sustaining the computer resources locally hence cuts-off the cost of valuable resources 

(Moreno, Montero & Llorente, 2012). A distinctive cloud is affected by different security 

issues such as Temporary Denial of Service (TDOS) attacks, user identity theft, session 

hijacking issues and flashing attacks (Danish, 2011). The purpose of this study is to bridge 

the research gap between the cloud security measures and the existing security threats. An 

investigation into the existing cloud service models, security standards, currently adopted 

security measures and their degree of flawless protection has been done. The theoretical 

study helped in revealing the security issues and their solutions whereas the empirical study 

facilitated in acknowledging the concerns of users and security analysts in regards to those 

solution strategies. The empirical methods used in this research were interviews and 

questionnaires to validate the theoretical findings and to grasp the innovativeness of 

practitioners dealing with cloud security. 

 

With the help of theoretical and empirical research, the two-factor mechanism is proposed 

that can rule out the possibility of flashing attacks from remote location and can help in 

making the cloud components safer. The problem of junk traffic can be solved by configuring 

the routers to block junk data packets and extraneous queries at the cloud outer-border. This 

security measure is highly beneficial to cloud security because it offers a security mechanism 

at the outer boundary of a cloud. It was evaluated that a DOS attack can become a huge 

dilemma if it affects the routers and the effective isolation of router-to-router traffic will 

certainly diminish the threat of a DOS attack to routers. It is revealed that the data packets 
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that require a session state on the cloud server should be treated separately and with extra 

security measures because the conventional security measures cannot perform an in-depth 

analysis of every data packet. This problem can be solved by setting an extra bit in the IP 

header of those packets that require a state and have a session. Although this change should 

be done at universal level and would take time; it can provide a protocol-independent way to 

identify packets which require extra care. It will also assist firewalls to drop bits which are 

requesting a session sate without a state-bit being set. The cloud security analysts should 

consider that the interface and authentication layer should not be merged into a single layer 

because it endangers the authentication system as the interface is already exposed to the 

world. The use of login-aiding devices along with secret keys can help in protecting the cloud 

users. Moreover, a new cloud service model “Dedicated cloud” is proposed in this research 

work to reinforce the cloud security. It was discovered that the optimal blend of HTTPS and 

SSL protocols can resolve the problem of session hijacks. The client interface area should be 

protected by HTTPS protocols and the secure cookies should be sent through a SSL link along 

with regular cookies. Disallowing the multiple sessions and the use of trusted IP address lists 

will help even further. A reasonable amount of care has been paid to ensure clarity, validity 

and trustworthiness in the research work to present a verifiable scientific knowledge in a 

more reader-friendly manner. These security guidelines will enhance the cloud security and 

make a cloud more responsive to security threats. 
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1 INTRODUCTION 

 

1.1 Background 

 

Cloud computing is a state of the art computing model in which the computing resources for 

example; software, hardware, databases and data are accessed as a service usually through a 

web browser or light-weight desktop machine over the internet (Wink, 2012). A typical cloud 

is a pool of commuting resources such as servers, application development platforms, storage 

devices, load balancers and virtual machines that are shared among cloud users (Kim, W, 

2011; Dixon, 2012). Many companies find it a best way to diminish the capital expenditures 

in term of buying, installing and maintaining computational resources (Rauline, 2011). It is an 

internet-based computing model which is a reputable substitute of client server computing 

model and conventional network resource sharing. It also abolishes the need of sustaining the 

computer resources locally hence cuts-off the cost of valuable resources (Moreno, Montero & 

Llorente, 2012). Cloud computing has four different service models which include Software 

as a Service (SaaS), Platform as a Service (PaaS), Infrastructure as a Service (IaaS) and 

Network as a Service (NaaS) (Wink, 2012). The SaaS service model offers the software as a 

service to the clients usually through the internet and this software application is locally 

installed and maintained in the cloud. It lets the users to utilize the software without installing 

and maintaining it on their own computers (Brodkin, 2010). Hence it gives the freedom to the 

users from installing complex software application on their computers (Rauline, 2011). PaaS 

stands for platform as a service where the required development environment is made 

accessible on a cloud and thus this platform can be accessed by different developers through 

the use of the web (Lawton, 2008). It eradicates the necessity of installing the development 

frameworks, tools, IDEs, databases and services on local machines. Whereas IaaS is the 

provision of hardware resources as a service which include storage, network and computing 

power (Vaquero, Merino & Morán, 2011). NaaS provides the users compute-intensive 

networking resources without installing the complex networking equipments and techniques 

(Mizusawa & Kitsunezaki, 2011). These cloud services have already made a vital impact on 

our computing routines and their big stake in the IT industry is evident (Danish, 2011). 

 

Cloud computing also suffers from a lot of security issues and threats that can outlaw the 

entire cloud to function; hence posing a serious question mark on the cloud handiness and 

security (Dixon, 2012). On the other hand, these issues are truly opportunities to further 

enhance the cloud to make it more alive, productive and secure by implementing the state of 

the art and refined security measures. A distinctive cloud is affected by different issues like 

Denial of Service (DOS) attacks, session hijacking threats, flashing attacks, failing to obey 

governmental regulations and data confidentiality issues (Danish, 2011). The issues such as 

DOS attacks, malware injection, hijacking of a server or a specific service and user identity 

theft are very common (Neumann, 2000). Network sniffing is yet another severe threat in 

which a packet sniffer can steal protected data which may include session cookies, users' 

passwords, UDDI (Universal Description Discovery Integrity) files and WSDL (Web Service 

Description Language) (Danish, 2011). SQL injections to execute an always true statement in 

a query to get all the tables back can harm a cloud by unauthorized access to users´ data 

(Neumann, 2000). These issues can seriously distress the use of a cloud as cloud users do not 

want to share their secret information with anyone especially with their business contenders 

(Zissis, 212). 
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By comparing the uses of cloud computing with traditional networking model one can 

effortlessly decipher the supremacy and technical superiority of cloud computing over the 

outmoded networking techniques, on the other hand the threats attached to cloud computing 

are, however, of an extreme nature (Neumann, 2000). These threats are essentially compelling 

numerous users not to use cloud services in present time because the consequences of such 

security issues can be tremendously severe to any business entity and can even result in a total 

cessation of a pretentious entity (Zissis, 212). Due to these actualities, several measures have 

been being taken to safeguard cloud security, few of them are Virtual Private Cloud (VPC) by 

Amazon, Firewalls, unscrambling the host administrator and cloud administrator in defining 

security, the use of HTTPS protocols, competent encryption algorithms, monitoring the 

information stream and conformance to the multi-layered security shields (Danish, 2011). 

 

1.2 Statement of problem 

 

Several security management standards and measures have been intended to safeguard the 

cloud but nevertheless cloud security is at a high risk due to the innovative hacking 

techniques. These security standards comprise of Information Technology Infrastructure 

Library (ITIL) guidelines, ISO/IEC 27001/27002 standard and Open Virtualization Format 

(OVF) standards (Kalyani, 212). The dark side of this picture is that; despite having such 

measures we cannot promise cloud security. This hard reality has two explanations; one is the 

weaknesses in these security routines currently adopted all over the globe and secondly the 

innovative hacking techniques that are quickly becoming extraordinarily intelligent, 

sophisticated and hard to detect. A lot of other measures are also being undertaken by 

different cloud venders but are themselves, not flawless (Zissis, 212).  

 

This research paper addresses cloud security in regards to three aspects to conclude the 

guidelines for improved cloud security. This research follows a three layered research 

approach whereas each layer´s outcome is directly affecting the investigations into the 

subsequent layers. At first, the structure and mechanism of the cloud security measures will 

be explored, for example, the use of firewalls, private cloud, encryption/decryption 

algorithms, digital signatures and the protection against DOS attacks. Investigation into these 

measures will help to understand the nature of the problem and conceivable deficiencies in 

these measures. Secondly, the newly-emerged security risks, their underlying mechanism, 

strengths and the way these issues affect the cloud security will be investigated to acquire 

innovative knowledge about these unlawful techniques. Thirdly, by identifying the flaws in 

the security procedures, current security techniques and strengthens of security hazards, a rich 

amount of knowledge will be achieved that can give a sound foundation for deducting 

security guidelines.  

 

1.3 Purpose of study 

 

Cloud computing is the pool of computing services, which are provided over the internet, to 

diverse users on demand (Wink, 2012). It establishes an innovative business model for users 

to have IT services without spending a lot of their capital on buying computational resources 

(Dixon, 2012). It is obvious that cloud computing has enormous benefits for the corporate 

sector but studies have shown the security threats to cloud computing and its self-doubting 
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future (Brodkin, 2010). These threats can result in temporary suspension of cloud services and 

in worst case scenario; it can result as a total cloud breakdown which unquestionably can 

never be entertained in a competitive environment (Danish, 2011). Such breakdowns of a 

cloud could mean a termination to that service provider as users will not trust that cloud 

anymore. Due to the security issues, different cloud models have been adopted to lessen the 

bottlenecks of cloud security. These include; private cloud, hybrid cloud, public cloud with 

additional security measures but the dark side of the picture is that security risks still hover 

over the cloud future (Zissis, 2012; Kuyoro, 2012). 

 

The purpose of this study is to bridge the technical deficiency gap between the cloud security 

measures and existing security threats. This research will analyze the impact of denial of 

service (DOS) attacks, how they affect the cloud, the underlying mechanism that intruders use 

to disturb the cloud services and how to safeguard a cloud from such security threats. 

Moreover, this research will investigate into the possibility of users´ account and session 

hijacking issues and present a guideline to secure the cloud users from these identity thefts. 

The problem of the anonymous usage model of cloud services will also be investigated to find 

out the trade-offs between providing service with strong user authentication routines and 

anonymous usage model of cloud computing.  

 

This research project will investigate into the current cloud models, security standards, 

presently adopted security measures and their degree of flawless protection. A scrutiny of 

these techniques will also be presented to show the worst case scenario even in the presence 

of these measures. On the other hand, the underlying mechanism of security threats which 

include network sniffing, permanent denial of service attacks, cloud shutdown, integrity 

violation and privacy issues will also be highlighted to give a clearer depiction of the 

problem. After having the knowledge of the technical complexities of security issues and 

security measures, the security guidelines will be presented to make a cloud safer and this will 

serve the primary objective of this research work.  

 

1.4 Research questions 

 

This research is based on the main research question that encompasses on different research 

sub-questions those deal with separate but interrelated phenomena.  

 

What are the security issues that a cloud is facing today and how to secure a cloud from these 

security threats? 

 

This research question is further divided into sub-questions and each sub-question contracts 

with different but interconnected security hazards. 

 

 

1. How much permanent denials of service (PDOS) attacks are a threat to cloud security 

and what measures should be taken to secure a cloud from these attacks? 

2. How temporary denials of service (TDOS) attacks are initiated and what measures 

should be taken to safeguard a cloud from these attacks?  

3. How to eliminate the possibilities of account hijacking?  

4. How to safeguard a cloud from session hijacking? 
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5. What measures should be taken to reduce the anonymous usage of a cloud for 

unlawful purposes? 

 

1.5 Target group 

 

The cloud security analysts, cloud service providers, cloud users and organizations that have 

their own detached private cloud are the direct beneficiaries of this research dissertation. This 

research outcome will help them in providing information regarding re-engineering their 

security processes, standards and security management tools to appraise the cloud protection 

against the state of the art security jeopardizes. The students, researchers and instructors 

dealing with cloud security will also have a better vision into the cloud security risks, 

considerations and solutions. Moreover, the areas highlighted at the end of this paper will 

define new and existing research opportunities which can motivate researchers to investigate 

and to find new solutions. 

 

1.6 Expected outcome 

 

The outcome of this research dissertation will be the guidelines, which are based on the 

current security issues and if these security guidelines are implemented, these can counteract 

with the security hazards to a great deal. The outcome will highlight the existing security 

faults, their pre-conditions, significances and how to address them. The underlying 

mechanism of DOS attacks, session hijacking and identity theft techniques will be expanded 

on technical grounds and formerly a solution will be presented to avoid these glitches. The 

problem with the anonymous usage model of cloud computing will also be analyzed in regard 

to security perspective and concluding recommendations will be presented to safeguard a 

cloud from this uprising issue.  

 

1.7 Delimitations 

 

Cloud security is a multifaceted phenomenon and has a lot of technical, social, governmental 

and legislative influences that function parallel with each other. Dealing with all these parts at 

once is beyond the possibilities of this research project. For this reason, not all the aspects are 

considered here. This research work emphasis on the technical issues those can be eradicated 

by altering the security standards and protection techniques.  

 

On the other hand, the development of a tool that can contract with all these threats is not 

included in the research result as it would be a very prolonged process. Moreover, 

presentation of an agreed-upon security standard for example ISO/IEC 27001/27002 is 

beyond the range of this research venture.  

 

1.8 The authors’ own experience and background 

 

I, the author, Muhammad Inam ul Haq is a student at the University of Borås, Sweden and 

have previously completed a Masters in Informatics which included a Master thesis. The 
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former Master thesis was about, ―The implementation problems of medical information 

systems‖ which is published and accessible online. I have also completed research work on 

system development philosophies, artificial intelligence and co-design of business and IT. I 

took courses in Technical English academic writing and Information seeking in computer 

science from University of Skövde, Sweden. Moreover, I have presented my former research 

work at conferences and seminars at University of Borås, Sweden. 

 

1.9 Structure of the thesis 

 

The first chapter comprises of the short background of the research area, objective of the 

research and the research questions. The expected result and target audience of the research 

work are also mentioned. In the second chapter the research design is presented. The research 

design consists of research strategy, data collection methods, data analysis procedures, 

strategies for validating findings and the result presentation methods selected for this research 

work. The third chapter described the relevant subject areas, previous research done in the 

field of cloud computing and the need to conduct empirical studies is also described in 

sufficient detail. The fourth chapter deals with the empirical study; this empirical study 

includes the interviews and questionnaires. The results of the empirical findings are presented 

at the end of the fourth chapter. The fifth chapter analyzed the theoretical and empirical 

findings. The solutions to the research sub-questions are presented there. The sixth chapter 

concludes the results presented in the former chapter and discussed the research implications 

for the field of cloud security. The possibilities to generalize the research results and the ideas 

for future research are presented to motivate further research in the field of cloud security.  

 

The following diagram depicts the research work as a whole.  
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Figure 01:  The structure of the thesis. 
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2 RESEARCH DESIGN 

 

The aim of this chapter is to illustrate the research perspective, data collection methods, research 

strategy and data analysis techniques used in this research. All the research activities and their 

chosen criteria are described here in adequate details.  

 

2.1 Research perspective 

 

The character of knowledge is objective comprehension knowledge that should describe which 

constraints and values are important to have a secure cloud computing model. The knowledge 

will be related to generalized scenarios rather than specific environment or organization. It 

will answer what to do, why to do it and how to do. It will emphasise on comprehension and 

contextual denotations to present scientifically certifiable research conclusions.  

 

Today most of the scientific research is undertaken with a positivism approach (Giddings, 

2006). It is a scientific research structure which dictates that scientific knowledge base on the 

underlying theories. The motive of this research perspective is to acquire results which are 

isolated from the researchers‘ beliefs, thoughts, personal experiences and emotions (Paley, 

2001). 

 

The word ´positivism´ was derived from the French word ´positivisme´ in the 19
th

century 

(Petit, 2003). The basic assumptions in positivism research are that social realities are testable 

and the researchers should be unbiased throughout the research process. The researcher acts 

as a detached-spectator who can only observe and analyze the behaviours and processes 

(Paley, 2001; Giddings, 2006). 

 

The positivism research perspective is based on the assumption that the only authentic 

knowledge can be verified with positivism by assuming that only scientific knowledge is valid 

knowledge. However, notable positivist, Wilhelm Dilthey contradicted this belief and argued 

that it is not only the scientific knowledge which is valid because scientific explanations do 

not strike the inner depth of actuality whereas the humanistic knowledge can provide superior 

insight into the phenomena (Petit, 2003). In the 20
th

century, the German sociologists Max 

Weber and Georg Simmer opposed both the former assumptions about positivism and 

founded the antipositivism trend in the social research which later resulted in the positivism to 

be associated with scientism (Petit, 200; Stahl, 2007). However, the German noble prize-

winner and the originator of quantum mechanics, Werner Heisenberg counteracted the 

positivism by his historical quote. 

 

“The positivists have a simple solution: the world must be divided into that which we can say 

clearly and the rest, which we had better pass over in silence. But can anyone conceive of a 

more pointless philosophy, seeing that what we can say clearly amounts to next to nothing? If 

we omitted all that is unclear, we would probably be left with completely uninteresting and 

trivial tautologies” (Gregg et al., 2009, p. 128). 
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The positivism believes that there is always a single objective reality to any research purpose 

regardless of the researchers‘ beliefs and perceptions (Stahl, 2007). Positivism research 

perspective is fundamentally a controlled and structured approach which directs the research 

activities right from the selection of research theme and then firmly following the controlled 

and unbiased approach in selecting the research questions, assumptions and research 

methodology. It also keeps the researchers nonaligned by not distressing themselves from the 

research fellow participants´ beliefs and opinions. This distance ensures clear distinction 

between the reasons and feelings and the clear separation between personal experience and 

reality (Stahl, 2007; Waluchow, 1998). It also believes that human actions can be explained as 

a consequence of their own procedures and behaviors. The statistical and methodological 

techniques are widely used in positivist research; however, qualitative methods are intensively 

used in positivist research (Waluchow, 1998). Whereas, interpretivism differs from positivism 

perspective by believing that a reality has multiple and related explanations and realism can 

have more than one structured way of defining itself (Williams, 2000). The interpretivists 

consider that multiple meanings are hard to clarify because of their dependencies on the other 

systems (Rolinson, 2001). The research approach followed by interpretivism perspective 

holds more individual, influential and flexible research structure. The research starts with 

prior assumptions and hypotheses. During the data collection stage, the research participants 

and informants pull together each other and form a mutually interactive research model. Most 

of the time the goal of interpretivism research is to understand the human reactions and 

behaviors (Rolinson, 2001; Williams, 2000). The following table describes the major 

differences between positivism and interpretivism with respect to various research constraints. 

 

  
        Positivism 

 
     Intrepretivism 
 

 
Reality 

 

Single explanation of the reality 

 

Multiple explanations of reality 

 
Grounds of 
knowledge 

 

 Possible to obtain hard and secure 

objective knowledge. 

 Research focuses on generalization 

and abstraction. 

 Thought governed by hypotheses and 

stated theories. 

 

 Understood through ‗perceived‘ 

knowledge. 

 Research focuses on the specific 

and concrete hypothesis. 

 Seeking to understand specific 

context. 

Data collection 
methods 

 

Quantitative and qualitative 

 

Qualitative 
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Role of the 
researcher 

 

 Detached, external observer. 

 Clear distinction between reason and 

feeling. 

 Aim to discover external reality 

rather than creating the object of 

study. 

 Strive to use rational, consistent, 

verbal, logical approach. 

 Seek to maintain clear distinction 

between facts and value judgments. 

 Distinction between science and 

personal experience. 

 

 Researchers want to experience 

what they are studying. 

 Allow feeling and reason to 

govern actions. 

 Partially create what is studied, 

the meaning of phenomena. 

 Use of pre-understanding is 

important. 

 Distinction between facts and 

value judgments less clear. 

 Accept influence from both 

science and personal experience. 

 
Relationship 
between research 
participants 

 

 Completely detached, no 

relationships. 

 

 Collaborative work and direct 

relationship between the 

participants. 

 
Focus of the 
research 

 

 Concentrates on description and 

explanation. 

 

 Concentrates on understanding 

and interpretation. 

 

Tabel 01: Interpretivism and Postivism (Ontological and Epistemological Perspectives)       

(Prabash, 2012). 

 

During this research, positivism approach was followed and the research participants; 

interviewees and questionnaire informants remain detached from each other to avoid the 

biased and influential research results. This research comprises of qualitative and quantitative 

methods this is the reason why positivism was an ideal choice because it deal with both the 

qualitative and quantitative research approaches. The qualitative interviews were undertaken 

in a way that the interviewee was not associated with the other informants likewise the 

interviewer remained unprejudiced during the interviews. Moreover; the participants of the 

quantitative questionnaire were also secluded from each other to make certain that quality of 

the research was not compromised. The controlled, prearranged and isolated research model 

was followed throughout the data collection and analysis phase. This helped in achieving the 

superlative quality results. The theoretical facts were confirmed with the help of empirical 

study by following the major theme of positivism research that knowledge is ineffectual until 

it is validated. The triangulation approach for results validation and the positivism research 

perspective is an ideal mix, which helped in concluding the research findings without the 

undesired intermingle of bias and own thoughts. The quality of research is strengthened due to 

the positivism perspective of the research (Petit, 2003).  

 

2.2 Research Strategy 

 

A research strategy includes the selection of research paradigm, research perspective, data 

collection methods, sampling techniques and data analysis techniques. Ferguson (2005) stated 

that “a research strategy is a plan of actions that gives the direction to your efforts, enabling 

you to conduct research systematically rather than haphazardly”. The appropriate choice of 

research strategy helps researchers stay focused, ensures better result quality, reduces 
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frustrations and most importantly saves time (Laerd, 2012). Due to these important factors, 

the choice of research strategy has grown with immense significance and this area of social 

science is highly debated in scholarly published literature. There is a great deal of guiding 

principles that have been published about how and why to pick a precise research strategy 

which best suits the research purpose, research design and the nature of the research project. 

There are many and wide-ranging research strategies which have been developed and adopted 

by researchers in computer science today; these include exploratory, explanatory, descriptive 

and emancipator research strategies.  

 

According to Lisa (2008) “the term exploratory research or exploration refers to broad-

ranging, intentional, systematic data collection designed to maximize the discovery of 

generalizations based on description and direct understanding of an area of social or 

psychological life”. Exploratory research is adopted when the research problem is not well 

defined and the research purpose is to identify novel areas of interest and to investigate into 

the unexpected areas of research paradigm (Lisa, 2008). The explanatory research defines the 

patterns which are directly or indirectly related to a phenomenon and to identify a plausible 

relationship between the phenomena (Mathie, 2006). Descriptive research defines the current 

status of a phenomenon to identify ‗what exists‘ in respect to a set of conditions and variables 

in a particular scenario (Dulock, 1993). Emancipator research is conducted to benefit a 

disadvantageous group of people as it is used to identify the power imbalance and to empower 

the exaggerated objects (Dan, 2013). 

 

During the decision making process of the selection of research strategy, a great care has been 

paid in regards to the rationale of the research, the nature of the research problem, the existing 

understanding of the research problem and the probable nature of the research outcome. After 

a critical analysis of the known research strategies, the exploratory research strategy was 

adopted to conduct the research for cloud computing security issues. The exploratory research 

strategy is best suited when the problem statement is not well explicit; the possibilities to 

investigate into unexpected and new areas of research exist. Thus the need exists to identify 

new categories of meaning and to create hypotheses for advanced research (Lisa, 2008). All 

of the above mentioned factors were present in this research case due to several important 

reasons; a few of them are mentioned here to provide solid justification for the selection of the 

research strategy and to highlight to what degree this strategy was adopted with respect to the 

nature of this research project. The security issues of cloud computing, for example, DOS 

attacks, anonymity of cloud usage model, account and session hijacking are widely discussed 

in security bulletin reports published by cloud venders. However, the problem with such 

research is that no standard or legal guidelines exist in regards to how the anonymity of cloud 

can be eliminated; is it beneficial for a cloud or not, as one set of cloud researchers favors this 

whereas a significant number of researchers are against it (Giweli, Shahrestani & Cheung, 

2013). There is no consensus surrounding this fundamental concept of cloud security and it is 

still under-debate the use of current internet communication protocols and techniques for 

cloud data transfer. These techniques include the use of cookies, session states, XML, 

TCP/IP, FTP and the use of Secure Socket Layer (SSL) (Zhang, Li, Song & Tan, 2012). The 

problem becomes further ambiguous when practitioners from the cloud security field of 

science consider different causes for the successful launching of a denial of service attack. 

Numerous practitioners argue in limiting the bandwidth of cloud whereas others favor more 

bandwidth and compute-intensive resource to tackle denial of service attacks. Moreover, as 

the nature of the research problem is unclear; it was not certain at the start of the research that 

what the final outcome would be. Will it be a new hypothesis or will there be a new area of 
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research which will emerge at any stage of research? Due to the evident reasons, the choice of 

exploratory research was highly desirable.  

 

At the start of the research, an intensive literature review was undertaken to gauge the current 

security issues in regards to cloud security. The need for this phase was to identify the 

unresolved security issues. The motivation for this phase was that many of security issues 

which were threatening the cloud a few years ago are no more security hazards today; this is 

why the distinction between the solved issues and current issues was very important. By 

keeping this important fact in mind, a great deal of security bulletin reports published by 

various cloud security analysts, internet security news websites and blogs were consulted to 

identify the core problems the cloud suffers from today. The outcome of this small and 

independent research phase is the research-sub questions which are pointing directly to the 

solemn security concerns to a cloud in 2013.  

 

Further along the research, the choices of the research methods, research perspective, data 

collection methods and methods to validate research findings were decided upon by keeping 

in mind the nature of the research problem. The choice of data collection methods is of high 

importance in creating valuable and verifiable knowledge (Harwood, 2009). The data 

collection methods in this research project include textual analysis, critical analysis of security 

reports published by cloud security solution providers, unstructured qualitative interviews, 

online and paper-based surveys. 

 

With the use of above mentioned data collection methods; the literature review phase begun 

to grasp the ideas of other practitioners published in the literature. Specific facts were selected 

in regards to their direct and significant impact on the research problem and the generic facts 

were discarded. The empirical phase was comprised of interviews and surveys to validate the 

theoretical findings and to obtain a solid base for creating new and innovative scientific 

knowledge. The results were concluded and validated with the decided methods. The 

following diagram describes the entire research strategy to present a simpler yet 

comprehensive overview of the research activities. 
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                                Figure 02: The research design. 
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2.3 Data collection methods 

 

Data collection is the most important research activity in the research work which forms the 

basis of finding conclusions. Inaccurate data collection can lead to unrealistic results and 

drives away the project to an undesired end (Harwood, 2009). It is the act of obtaining data to 

keep records and to formulate decisions based on the collected data about the concerned 

issues (Denise, 2006). Data is collected according to a predetermined arrangement which 

includes three phases; the pre-collection activities, collection of data and finally presentation 

of the research findings. In a broader spectrum, data collection methods are of two natures: 

qualitative and quantitative methods. These methods comprise of different, distinct and 

overlapping activities, for example, interviews, questionnaires, observations and experiments 

(Sandelowski, 2000). The nature of this research work demands the use of several data 

collection methods. Qualitative interviews from cloud security providers and users gave an 

insight into the possible flaws and their consequences of cloud security whereas online 

questionnaires provided valuable feedback from cloud users about their personal security 

concerns and previous encountered security hazards. On the other hand, quantitative analysis 

of survey results gave a superior insight into the research problem (Hutchinson & Harwood, 

2009). 

 

During the empirical phase, the author performed unstructured qualitative interviews and 

online surveys with cloud security researchers, cloud users and students dealing with cloud 

security. These interviews generated a great deal of valuable knowledge and resolved a lot of 

ambiguities of cloud security. The choice to have at-least two interviews with practitioners 

dealing with cloud security hazards was desired to attain detailed information from their first 

hand experience; in this way, they got the chance to express and share their knowledge on a 

personal level. Furthermore, interviews are a convenient way for the researcher to ask detailed 

questions to the interviewee to resolve and discuss complex issues (Jones, 2010). However, 

this data collection method suffers with problems of cost, time and extra preparation required 

(Nunkoosing, 2005). 

 

Computer-assisted interviews are yet another useful source of data collection; however, this 

method of data collection was neglected in favor of the telephone-based personal interviews 

because of the ease of accessing the respondents through telephone (Kirk, Tribe, Givney, 

Raupach, & Stafford, 2006). A significant benefit is that I have the possibility of recording the 

interview which can be done with the permission of the interviewee. However, in this case, 

recording was not done to convey a sense of comfort to the interviewees and traditional way 

of recording the responses were used which include writing abbreviations and short text to 

record the interviewees´ responses. The disadvantage attached to computer-assisted 

interviews is the requirement of having computer literacy at both ends of communication, the 

interviewer and the interviewee; which was not a problem in this case as the person who is 

involved in cloud computer security routines possess adequate computer skills to be 

interviewed via the internet. Despite these facts, telephone based personal interviews emerged 

as a more practicable choice of data collection.  

 

The observation method of data collection is no doubt a useful method to gain in-depth 

information, but has less effectiveness in this research scenario because I was not required to 

observe behavior or social phenomena instead I have to evaluate the technical aspects such as 
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algorithms‘ analysis, DOS attack mechanism, network sniffing issues and their repletion 

technique. Thus observation method is less effective in this research work and was not used 

(Kawulich, 2005). 

 

Questionnaire is the fastest and most inexpensive source of data collection, along with its 

gains and drawbacks (Bot et al., 2013). Web-based questionnaire is the most useful tool to 

obtain data in relatively cost effective and quickest manner (Kveton, Jelinek, Klimusova & 

Voboril, 2007). Moreover, we can control the behavior of the respondents by giving them a 

rating scale and checklist so that they are able to select their answers from the range. 

However, in this case, questions have a possibility that they could be misinterpreted by the 

respondents and may produce inaccurate results. Although many people do not respond to 

questionnaires at all or fill them in randomly but despite these facts; this source of data 

collection helps greatly in attaining an overall opinion (Kveton, Jelinek, Klimusova & 

Voboril, 2007). Paper/pencil-questionnaire is also another feasible solution to attaining data 

from respondents (Miguel, 2004). This method was used to capture data from those, who were 

available geographically. The respondents of Paper/pencil-questionnaire includes students, 

programmers, IT staff of small companies using cloud services and people conducting 

research on cloud computing.  

 

Text analysis is the most utilized form of data collection prevailing in IT research projects. 

This method provides the previously known knowledge and eliminates the probability of 

solving the already solved issues once again (Fursich, 2009). Cloud computing security is a 

bulky field and covers a great deal of interrelated disciplines, for example; Information 

security, Network sniffing techniques, Security standards, Cyber legislation, Data integrity, 

Resource sharing, Digital signatures, Encryption/decryption algorithms and Remote access 

standards (Dixon , 2012). These research areas need to be investigated in order to come to a 

conclusion about cloud security issues which include DOS attacks, unauthorized remote 

access and account hijacking. Fortunately, a large amount of information was available on the 

internet surrounding these topics. The sources of textual data were research articles published 

in online journals, conference papers, paper reviews, books, security standards published by 

different organizations, antivirus manuals and descriptions, security bulletin reports, security 

attacks information published by security solution providers and online databases.  

 

Malware detection reports comprising of recent attacks and solutions were of great 

importance to this research work. These reports are published by various antivirus protection 

providers, cloud security providers and security analysts such as NSS Labs and VMware. This 

information is usually up-to-date and expresses the new trends and techniques employed by 

the adversaries to get unauthorized access whereas the measures taken by different cloud 

services providers are also discussed in these reports. Analysis of such reports successfully 

directs the research progress, keeping it on track and up-to-date. Moreover, users‘ reviews 

about cloud antivirus were another up-to-date source of information and a convenient way to 

be familiar with new trends in cloud security. 

 

Secondary data analysis is yet another rich source of information which plays a large part in 

understanding the problem and forming conclusions (Coyer & Gallo, 2005). If data is 

collected primarily for specific purpose for which the research is being conducted, it is called 

primary data whereas if it is collected by someone else for some other purpose than the 

current research purpose, it is called secondary data (Judith, 2006). Data collected for cloud 
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usage details, resource allocation strategy optimization, networking and implementation of 

cloud system have a lot of significance which affects the cloud security (Sarah, 2007).  

 

2.4 Data analysis methods 

 

Data analysis is an iterative process that runs continuously and iteratively with the data 

collection, data coding, interpretation and documenting the results (Marcella, 2007). It begins 

after selecting the research topic, perspective, methodology and the plan (Lisa, 2008).  

 

According to Dr. MaduBala (2005) “Data analysis is an ongoing activity, which not only 

answers your question but also gives you the directions for future data collection. Data 

analysis procedures (DAP) help you to arrive at the data analysis outcome. The uses of such 

procedures put your research project in your research perspective and assist you in testing 

the hypotheses with which you have started your research”. 

 

By selecting a suitable data analysis procedure one can successfully convert the data into 

meaningful information, finding the relationship between the information and later converting 

it to new knowledge (Lisa, 2008). Data analysis procedures are divided into two broad 

categories: deductive and inductive data analysis procedures. The following figure shows the 

hierarchy of these procedures (MaduBala, 2005). 

 

 

Data Analysis Procedures

Univiriate

Inductive Deductive

QuantitativeQualitative

Multiviriate 

Semiotics

Hermeunitic

Narrative 
and 

Metaphor

 
 

                     Figure 03: The data collection procedures (MaduBala, 2005). 

 

The data collected during the research phase were of two natures; qualitative and quantitative 

data. To ensure the best quality of data it was decided that the suitable and optimal strategy 
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should be followed to analyze the data for producing solid, realistic and true results which can 

assist in formulating conclusions.  

 

Data triangulation is a multivariate data analysis method which was used to analyze the data 

throughout the data collection phase. In data triangulation, the data collected from various 

sources are cross-checked to reduce the bias in the data and to increase the validity of research 

(Ramprogus, 2005). The main advantage of using data triangulation method in this research 

project is that data triangulation can check the data collected from various sources for possible 

bias, validity issues and improves the quality of data (Michael & Lewis, 2003). Moreover, it 

can validate both the types of data; qualitative and quantitative. The data were collected from 

various sources; for example cloud users, security analysts, IT students, researchers in the 

field of cloud security and literature reviews. Due to these diverse sources of data, it was 

decided to use the data triangulation. It not only cross-checked the data but also addressed the 

issue of diversity in the nature of data. 

 

2.5 Strategies for validating findings 

 

Validating the research data with suitable method is very important in any research project to 

ensure that the research outcome is influential and has the highest quality standard 

(Ramprogus, 2005). During the research phase, data concerning various sources are collected 

and findings are concluded based on theoretical and empirical data. Hence, it was crucial in 

deciding on a precise method to validate these findings according to a proven method. The 

desired result validation method should validate both the qualitative and quantitative data in 

case of this research work. Moreover, it should validate data from different sources, for 

example, literature review, survey and interviews. Due to these facts, triangulation method of 

validating findings was selected to validate findings which are based on different sources. 

Ramprogus (2005) found that “Triangulation is a challenging task that tries to reconcile the 

differences of two or more data sources, methodological approaches, designs, theoretical 

perspectives, investigators and data analysis to compensate for the weaknesses of any single 

strategy towards achieving completeness or confirmation of findings‖. 

 

There are five forms of triangulation are currently in use. These are. 

 

 Data triangulation. 

 Investigator triangulation. 

 Theory triangulation. 

 Methodological triangulation. 

 Environmental triangulation. 

 

The two forms of triangulation; data triangulation and methodological triangulation were used 

in this research project and the other three forms of triangulation were not used as those were 

not suitable in this research scenario. Additionally, the data were collected by various 

methods and from various sources which include students, researchers, security analysts, this 

is the reason data and methodological triangulation were used to cross-check the data 

collected by various methods and from different sources. 

 

Data triangulation is a technique “which entails gathering data through several sampling 

strategies, so that slices of data at different times and social situations, as well as on a variety 
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of people are gathered” (Michael, Lewis, 2003). In data triangulation, the different data 

sources are involved in the cross-checking process to increase the validity of the research 

(Hartley & Sturm, 1997). During the data collection phase, the empirical data is collected 

from different sources; cloud users, cloud security analysts, researchers and students, thus 

increasing the diversity of the data sources. The theoretical data were collected from journal 

articles, conference papers, books and other literature sources. To address the diversity in the 

nature of data, data triangulation was used as a method to validate the research findings.  

 

Various methods were used to gather data which included textual analysis, interviews, online 

survey and paper-based survey. These research methods may include preconceived notions 

which cannot be completely eliminated and hence affecting the outcome of the research 

findings. To address the issue of biased data result-set and to produce stronger research 

design, ´method triangulation´ was used to cross-check the data collected by various methods 

(Ramprogus, 2005). 

 

Method triangulation involves the various qualitative and quantitative methods of data 

collection to interpret a single set of data. By cross checking the multiple data collection 

methods and data sources, we can ensure supplementary confidence in validating the findings 

(Howe, 2012). Moreover, method triangulation creates innovative ways of understanding the 

results, thus revealing unique findings. Here it is not necessary that findings from different 

sources convey the same results as it may have different results which will open new horizons 

for further research (Ramprogus, 2005). 

 

2.6 Result presentation methods 

 

Result presentation methods influence the research results in term of clarity and the 

contribution it makes to the new scientific research. This is the reason why the methods used 

in this research project to display research results were given adequate deliberations. Various 

methods are used for documenting and depicting the research findings. These methods include 

text descriptions, charts, tables, pictures and pseudo-codes. Every method has its own 

significance and contributions in displaying the results. The most useful mode of result 

presentation is textual descriptions. It is used in describing how security issues are affecting 

cloud infrastructure and clients; including measures which are needed to be taken. All results 

are described in textual form and a small number of results are equipped with graphs, tables, 

pseudo-codes and charts in addition to the textual descriptions. 

 

Graphs are essentially a swift way to visualize data to the audience and most importantly 

specific results can be emphasized (Robert, 1964). Moreover, it possesses a very solid and 

interesting way to present information. Graphs are mainly used in describing the survey 

results in a more scientific form to better express the research findings. Likewise they are 

used to describe the effects of different security issues of cloud computing. 

Tables are an extremely useful way to depict results in this research scenario, these are easy to 

read, exact numbers can be presented and a respectable option for a comparison analysis of 

data (Krawiec, 1995). Tables are mainly used for describing the statistical data collected 

through the empirical and theoretical phase. Pictures are used where it was felt necessary to 

use to describe the concepts, issues, structures, processes and findings.  
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During this result presentation phase, the above mentioned methods were used due to the 

diverse nature of the research results. Numerous results can be expressed with greater 

understanding by graphs, while others can be depicted better as picture and obviously a 

textual description is provided throughout to discuss and analyze the results.  
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3 THEORETICAL STUDY 
 

3.1 Key concepts 

 

There are a number of key concepts that are repeatedly discussed in the literature related to 

cloud security. Therefore, to enhance the readability of the research paper and to clarify the 

definitions of these key concepts, it was decided to mention them here.  

 

3.1.1 Cloud computing 

 

Cloud computing is the computing model in which computing resources such as software, 

hardware and data are accessed as a service usually through a web browser or light-weight 

desktop machine over the internet (Wink, 2012). A typical cloud is a pool of computing 

resources, for example, servers, application development platforms, storage devices, load 

balancers and virtual machines shared among the cloud users. The cloud users pay in regards 

to the amount of resources they use according to a Service Level Agreement (SLA) (Dixon, 

2012). 

3.1.2 Public cloud 

 

Public cloud resources include servers, software applications, data, and storage are shared 

among public users across the globe and users are charged according to what and how much 

they use (Rauline, 2011). These resources are shared on vast scale and people access them 

from geographical disperse locations. Microsoft Azure Service Platform, Google App Engine, 

and Amazon Elastic Cloud Compute are the common examples of public cloud. 

3.1.3 Private cloud 

 

A private cloud is exactly like a public cloud but it is solely managed and designed for a 

specific organization (Finn, 2012). Usually it operates within the corporate boundary of the 

organization and managed by the IT department. A private cloud solves the problems of 

control over data and applications, ensuring better cloud security and customizability (Mike, 

2012).  

 

3.1.4 Hybrid cloud 

 

Hybrid cloud is the blend of two or more same or distinct cloud models to offer the benefits of 

both the clouds to the users. The clouds inside the hybrid remains distinct; however, coupled 

in a way so that a user can utilize the advantages of both the cloud deployment models 

(Ghanam, 2012). Usually the organization, using the hybrid cloud, manages the small number 

of cloud resources internally whereas most of the cloud resources are managed by the cloud 

vender (Mike, 2012).  
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3.1.5 Virtualization of a cloud 

 

This means to form a virtualized version of a resource like a server or network device to 

create more than one execution environments which are later shared among the cloud users. It 

improves the cloud agility, scalability and operability and assists the IT staff to build, manage 

and deploy the cloud (Cafaro & Aloisio, 2010).  

 

3.1.6 Data integrity 

 

This refers to maintaining and ensuring the accuracy, consistency and validity of data 

throughout its complete lifecycle (Wang, 2012). Data integrity requires that data be protected 

against any types of human errors, data transmitting errors, viruses, disk crashes and natural 

disasters. Ensuring data integrity is the fundamental obligatory responsibility of a cloud 

vender (Saranya & Abburu, 2012). 

 

3.1.7 Application development platform 

 

An application development platform includes software platform and hardware resources to 

facilitate the development of application software. The resources include operating systems, 

programming language support, Graphical User Interface (GUI), Dynamic Link Libraries 

(DLL) and computing architecture. A programmer can run byte-code, source code and 

machine code to develop, deploy, test and run the applications on an application development 

platform (Kromberg & Gfeller, 1990). 

 

3.1.8 Cloud APIs 

 

Cloud Application Programming Interfaces (APIs) let the cloud users develop their 

applications, modify hardware resources and customize services by using cloud resources 

through the cloud interface (Dinkar & Manjunath, 2011). 

Infrastructure, service and application APIs are three variations of cloud APIs. A typical cloud 

does not need to offer all the three APIs at the same time as it depends on the cloud 

deployment model that which types of APIs the cloud can expose (Eric & Gruman, 2010).  

 

3.2 Subject areas relevant for the research 

 

This section describes the subject areas that are related to cloud security. These areas are 

described in sufficient details to enhance the better understandability of the research problem 

and to describe their logical connection with the research area. 

 

3.2.1 Information security 

 

Information security is the practice of safeguarding information from any sort of illegitimate 

use, unauthorized access, undesired modification, disclosure or destruction (Euting & Birgit, 
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2009). Information security covers all the routine steps taken to ensure safety of information 

against cyber attacks, denial of service attacks, unauthorized remote access, physical damage, 

physical theft and privacy violation (Thomson & Solms, 2004). Information security is 

directly linked to the main research question as well as the sub-research questions dealing 

with denial of service attacks, account and session hijacking and anonymous usage of cloud 

computing to launch cyber attacks. Information security have different levels of severity in 

different environments; for example it is a prime concern in military and financial institutions 

whereas it would be a comparatively lower degree of concern when we talk about online free 

gaming websites which does not involve any financial transactions (Euting and Birgit, 2009). 

Donn Parker from university of California described the information security as a 

combination of four atomic elements of information: integrity, availability, authenticity and 

non-repudiation (Heinlein, 1995). This concept of information security has attracted 

remarkable interest after the invention of cloud computing as a cloud typically hosting a 

reasonably huge bulk of precious information which is vital for the organizations to run their 

businesses.  

 

3.2.2 Anonymous use of internet 

 

The anonymous use of internet is turning into a very threatening element for information 

security. The reason behind this anonymity is the frail registration routines of internet 

accounts either for email or for cloud computing (Zhang, Li, Song & Tan, 2012). Everyone 

with a fake email address and a name which is not usually certified can launch a Trojan or 

malware attack from anywhere (Yau & An, 2010). With the provision of IP spoofing 

techniques, anonymity is growing rapidly over the internet. Zeus botnet and InfoStealer are 

very prominent Trojans attacks which were the fallouts of the anonymous usage model of 

internet (Giweli, Shahrestani & Cheung, 2013). Over the past few years, both non-

governmental and governmental bodies raised their voices to legislate the requirement of a 

foolproof identity verification system for the use of the internet.  

 

Eludiora and Safiriyu (2011) came up with a user identity management protocol that should 

be used in cloud paradigm to certify the cloud users´ identity. They suggested considering 

several aspects in their identity management protocol, these aspects are authentication, 

authorization, auditing, confidentiality, integrity, availability and non-repudiation (Eludiora & 

Safiriyu, 2011). This anonymity is also trustily associated with the cloud security; within this 

research project, it has a direct impact on the research sub-question linked to anonymous 

usage model of cloud computing. The threats attached to the anonymous usage model of 

internet are also attached to the cloud security as well. The reason is that a blend of anonymity 

usage model with high-tech compute intensive resources can result in more hazardous effects 

on cloud security (Zhang, Li, Song & Tan, 2012) 

 

3.2.3 Deployment models of cloud 

 

There are three commonly used deployment models of cloud that exist today. These are; 

public cloud, private cloud and hybrid cloud. 

 

All the three deployment models of cloud computing agonize with the security glitches; 

however, particular security issues have a severe influence on some specific deployment 
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models of cloud i.e., data security is at high peril when public cloud is in use (Rauline, 2011). 

Before investigation into the technical failings of cloud security it is beneficial to study the 

cloud deployment models in sufficient detail. The most widespread deployment model is 

public cloud (Kuiren, Wang & Wang, 2012). A public cloud is a pool of accessible IT 

resources and services which are provided to the users on demand (Macsweeney, 2011). 

Public cloud has marvelous benefits in term of enhanced scalability, business agility and rapid 

elasticity; furthermore, the provision of high-tech IT resources without spending a lot on 

capital expenses or initial costs is the leading advantage of the public cloud (Rauline, 2011). 

Hybrid cloud comes into action where both; public and private clouds could not meet the 

business necessities of an organization. A hybrid cloud is equipped with the advantages of 

both the cloud deployment models (Charles, 2009). 

 

A private cloud is intended and managed for only one organization and can be maintained in-

house or exist exterior to the corporate boundary of the organization (Judith & Marcia, 2011). 

It has similar benefits which the public cloud can have; additionally it has the ability to be 

more customizable according to the requirements of the organization. It is more secure, 

scalable and governable whereas a public cloud is maintained for more than one organization 

and delivers less customizable and high-tech computing service on pay-per-use basis 

(McTigue, 2012). The major disadvantage of a public cloud is that it is less customizable to 

meet the precise requirements of a company as compared to a private cloud. Moreover, the 

public cloud is less secure; data and applications are shared among the larger number of users 

over the internet (Rauline, 2011). A hybrid cloud delivers the improved protection in saving 

the sensitive data within the corporate firewall of the organization and similarly provides 

lower cost and scalability features of a public cloud (‖Hybrid clouds‖, 2012). This blend of 

both the cloud deployment models improves the infrastructures usage and lessens the risks 

involved in cloud computing (Krishnan, 2011).  

 

3.2.4 Cloud service model 

 

A cloud offers its services according to its service model. It can be Infrastructure as a Service 

(IaaS), Platform as a Service (PaaS), Software as a Service (SaaS) and Network as a Service 

(Naas). The IaaS service model delivers infrastructure as a service to users according to a 

service level agreement (Vaquero, Merino & Morán, 2011). It is the most commonly used 

service model of cloud computing and consists of load balancers, firewalls, data centers, 

virtual machines, storage devices, processors, network resources and virtualized local area 

networks (Moreno, Montero & Llorente, 2012). This is the service model of cloud computing 

which is the usual victim of permanent denial of service (PDOS) attacks which are addressed 

in the first research sub-question (Vaquero, Merino & Morán, 2011). Overclocking the 

processors inside the IaaS, flashing the memory resources, overvolting and power cycling are 

the threats attached to the physical infrastructure of a cloud.  Amazon EC2, Google App 

Engine, LeaseWeb, Oracle IaaS and ReadySpace Cloud Service are the common examples of 

IaaS. SaaS service model provides software as a service to the users and this software is 

locally installed and maintained on the SaaS by letting the users use the software without 

installing it on their computers (Brodkin, 2010). Microsoft office 365 and TradeCard are 

commonly used examples. This service model of cloud comes under the threat of account and 

session hijacking. Moreover, anonymous use of cloud computing is opening the doors to the 

misuse of SaaS (‖Data Security‖, 2010). Platform as a Service delivers computing platform as 

a service to cloud users. This platform may include databases, web servers, development tools 
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and integrated development environments and runtime libraries (―Global Infrastructure‖, 

2011). It frees the programmers from installing; maintaining and configuring the complex 

development platform and allows them to focus on innovation rather than worry about 

hardware and software compatibility issues (Beimborn, Miletzki & Wenzel, 2011). Windows 

Azure Cloud Services and OrangeScape are significant examples of this cloud computing 

model. A NaaS service model lets the users use the networking resources without establishing 

and installing the complex networking resources and techniques (Mizusawa & Kitsunezaki, 

2011). All the cloud service models are under the threat of denial of service, session and 

account hijacking attacks whereas some models are more vulnerable to some specific attacks 

such as IaaS is more vulnerable to permanent denial of service attacks (Paul & Jander, 2009).  

 

3.2.5 Architecture of a cloud 

 

The architecture of a cloud refers to the elementary components that should be the part of a 

cloud to make it capable to deliver its services to end-users (Baun, Kunze, Nimis & Tai, 

2011). Although every cloud may possess a dissimilar architecture because the architecture it 

possesses depends on the services that it is going to deliver. An archetypal cloud can be 

alienated into three layers to comprehend the cloud underlying architecture. These layers are 

interface layers, middle level layers and the hardware layers (Kim, 2011). A hardware layer 

comprises of servers, switches, routers, storage devices, data centers, memory and load 

balancers ((Baun, Kunze, Nimis & Tai, 2011). This layer is actually the victim of permanent 

denial of service attacks which result in Overclocking, flashing and overvolting of hardware 

components (Vaquero, Merino & Morán, 2011). The first research sub-question deals with 

these issues however the middle level layer is formed of the components that are obligatory to 

manage and optimize the physical resources of a cloud. These components include 

virtualization utilities, hypervisors and tools used to scale the hardware resources. The 

interface/client layer components include APIs, web interface, command line tools and 

dynamic linked libraries (Kim, 2011). This layer is the access point of a cloud and is 

extraordinarily vulnerable to security threats as it is the exposed access point of a cloud. A 

great deal of research is taken to make this layer safer without compromising the ease of use 

(Paul & Jander, 2009). 

 

3.2.6 Grid Computing 

 

Grid computing is the model of computing where computing resources from geographical 

disperse locations are joined together to solve a common problem (Smith & Konsynski, 

2004). The objective to form a grid is to handle high-compute intensive problems like weather 

simulations, DNA sequence analysis and complex medical studies in a cost-effective fashion 

(Michael & Huskamp, 2005). The computers and networks of computers connected in a grid 

work on the same problem by creating a virtual supercomputer which is powered by the 

unused clock cycles of the computers present in the grid. This form of computing can appear 

as a parallel or distributed computing model where dissimilar nodes, which are loosely 

coupled, are joined in a virtual way to carry out the same task. The computers inside the grid 

share their resources of processing power, storage capacity and memory in a pre-defined way 

to reduce the cost impact on the final outcome for which a grid is formed (Smith & 

Konsynski, 2004). Grid computing looks similar to a cloud but actually it is completely 
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distinct with respect to its architecture, the way it is used and the way resources are shared 

among the users (Seyyed & Khatibi, 2012). 

 

3.3 Previous research 

 

This segment reveals the already identified security intimidations to a cloud and their solution 

strategies adopted by the cloud venders. The examination of these acknowledged particulars 

will facilitate in building a strong basis for further research. 

 

3.3.1 Permanent Denial of Service (PDOS) attacks 

 

Permanent Denial of Service (DOS) attacks are considered to be the most serious sort of 

damaging attacks which necessitate the additional efforts from the cloud security management 

personals but require less skill to launch an attack (Chonka et al., 2011). Although these 

attacks can be back-tracked to recognize the geographical location of the invader with the aid 

of miscellaneous tools and can also be back-propagated; still newfangled techniques are being 

introduced by the intruders to carry out these attacks on mass scale. Hence; day by day the 

problem becomes more complex (Chonka et al., 2011). 

 

A survey conducted by E-Crime Congress depicts the drastic picture of the effects of these 

attacks on cloud infrastructure. It shows that 63% of the cloud users were reported to be 

affected by hack tools over the web whereas 40% of people responded that these sophisticated 

hacking attacks are becoming technically complex and difficult to fend off (Chonka et al., 

2011). 

 

This phenomenon of corrupting the hardware enduringly is not new; as the world experienced 

the CIH/Chernobyl virus in 1998 which was used to overwrite the BIOS firmware (Joel 

Hruska, 2008). PDOS attacks are in some way using similar tactics to spoil the computer 

systems at present. This category of attacks does not necessitate additional hardware devices 

or high speed internet link to stay connected with the victim server to execute the denial of 

service attack but it damages the system so badly that its hardware may need to be replaced 

(Chonka et al., 2011). Other denial of service attacks infect some services, websites efficiency 

or make the server offline but PDOS attacks directly target the hardware of the victim system 

and as a result, hardware either needs to be re-installed or replaced permanently which is 

unquestionably a huge loss to bear. It requires less cost to have from the attacker´s perspective 

but the damage that it can convey to the victim, can be very costly (Sisalem, Kuthan & Ehlert, 

2006).  

 

Rich Smith, the head of research for offensive technologies and threats at the HP Systems 

security lab has demonstrated a PDOS attack at the EUSecWest security conference in 

London to show how a small tool can infect the firmware installed on the remote server with 

very little effort. His developed tool ―PhlashDance‖ successfully fooled the binaries on the 

remote server by exploiting the weaknesses in the firmware installed on the test server. The 

problem with the firmware is that its interface is open for updating patch and other changes 

that may be required in the future. This weakness is being exploited by the intruders to 

permanently damage the firmware. Smith  described plashing attacks during the conference as 

―flashing attacks can achieve the goal of disrupting service without the ongoing expense to 
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the attacker; once the firmware has been corrupted, no further action is required for the DOS 

condition to continue‖ (Kelly, 2008). Although he did not rule out the possibility of this type 

of attacks in the future, he said that we are not experiencing PDOS attacks quite often. Kelly 

(2008) highlighted the need to have security precautions by saying ―Unfortunately, there is 

not a magic bullet, but making sure the flash update mechanisms have authentication so as 

not just anyone can perform an update is a start‖. 

 

ItzikKotler presented his work about PDOS and their future effects at Security-Art conference 

in May 2011. He highlighted a great deal of potential security issues which are going to affect 

us in the near future. According to him, we are advancing towards a cyber war era where one 

country will want to destroy another country through the use of software and hardware; 

furthermore, companies will also use this kind of tools to damage their rivals in the industry. 

He stated that hardware and software combination can be used to do a damaging operation at 

vast scale and these damages can be financial, operational and industrial. He highlighted 

major areas which can be affected by PDOS attacks; these include industrial, political and 

social relationships between countries. Flashing, overclocking, overvolting and power cycling 

are the prominent variants of PDOS attacks that cause significant damage to systems 

operating in a network (ItzikKotler, 2001). 

 
Flashing: 

 

This type of attacks corrupt the firmware installed on the system and force it to re-install or 

permanently destroy the hardware resources (Kelly, 2008).  In this type of attack, a corrupt 

firmware image is uploaded onto the victim´s firmware to make it stop functioning (Joel, 

2008). For example; if it happens to a router in the cloud environment imagine what the end-

result would be? This type of attack requires lesser resources in term of bandwidth and open 

connections but needs firmware level authentication which generally is not granted to all 

types of users of a typical cloud. Hence it happens rarely nevertheless when it happens; the 

consequences are extremely devastating for the enterprise (ItzikKotler, 2001).  

 
Overclocking: 

 
It is the process of increasing the processor clock frequency to force it to perform tasks at a 

faster speed as compared to the default speed. Other parameters such as clock rate, CPU 

multipliers, clock cycles per seconds and memory access timing are also increased as a result 

to achieve fast speed which also requires additional voltage to operate (Matthew, 2011). On 

the other hand, overclocking beyond the allowable limits, damages the hardware resources 

permanently or even in severe cases burns the hardware infrastructure. The reasons of burning 

the hardware are increment to the CPU temperature; furthermore, the cooling system that 

CPU is deployed with to cool the system cannot cope at high temperature. Another reason is 

continuous restart of the system which is over clocked. Intruders exploit overclocking to 

permanently damage a system in this fashion (ItzikKotler, 2001). 

 
Power cycling: 

 
Power cycling means switching on and then off the computer continuously to cause damage 

which can result in both the forms: hardware or software damage. Adversaries use the TCP/IP 

loopholes to initiate such kind of damaging tactics to permanently damage the systems 

although this kind of happenings are very rare in cloud computing due to the use of secure 
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power distribution units and network management and monitoring controls (ItzikKotler, 

2001). 

 
Overvolting: 
 

It is the process of increasing the electric current to the CPU and results in a higher CPU 

speed and temperature. Overheating, as a result of overvolting, can cause permanent damage 

to the CPU circuits and cause effects such as ‗hot carrier injection‘ and ‗electro migration‘ 

which affects the system permanently if these effects are present for a longer duration of time 

(ItzikKotler, 2001).  

 

3.3.2 Temporary Denial of Service (DOS) attacks 

 

Temporary DOS attacks seem to be a big threat to cloud service providers such as Amazon, 

Google and Microsoft. Advisories have been using diverse tools to execute DOS attacks like 

Agobot, Trinoo and Mstream due to the effectiveness of these tools in the past although these 

tools were spotted up very early in time (Li & Zhou, 2009). The use of Hyper Text Transfer 

Protocol (HTTP) based DOS attacks and Extensible Markup Language (XML) based DOS 

attacks are still a very new innovation in this regime (Neumann, 2000). 

 

As the availability of cloud service is becoming inexpensive and technically rich, more 

enterprises are shifting their business onto cloud but on the other hand, the threat of DOS 

attacks is increasing (Bedi & Shiva, 2012). Although the traditional network security 

solutions are being abandoned in the real environment due to their quantitative decision 

making framework which is actually unsuitable in this technical fight of the defender 

(administrator) and the attacker who is equipped with latest tools (Bedi & Shiva, 2012). The 

use of game theory is becoming common in which both the actors, cloud administrator and 

attacker is treated as different players and actions are taken by the cloud defenders after 

analytically analyzing the attackers ´move and possible consequences to the cloud. There are 

a few well known DOS attack which created a significant impact on cloud security in the 

recent past (Li & Zhou, 2009). 

 

ICMP Ping attack: 

 

Internet Control Message Protocol (ICMP) is in fact a very practical utility which reports 

errors and diagnose the device availability over a network but due to its nature of broadcast 

use; it is an extremely versatile tool for intruders to launch denial of service attack (Mitko & 

Risteski, 2011; Atul & Joshi, 2010). ICMP Ping utility is a very useful utility by which a 

remote host can be checked for its availability by sending it data packets and receiving the 

exceptionally rapid response back. In the recent past, these ping denials of service attacks 

affected different giant venders which include eBay, Yahoo and ETrade by attacking their 

DNS root servers. A massive Ping attack was reported in October 2002 which was carried out 

for 1 hour in which 9 out of 13 DNS servers were down and those DNS servers were 

responsible for controlling the internet traffic. Internet Software Consortium (ISC) has 

reported 80 Mbps of ping flood traffic on their server which was actually 10 times more than 

their normal traffic (Mitko & Risteski, 2011; Atul & Joshi, 2010).  
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When an ICMP message is generated, the IP header is combined with ICMP message and 

these two parts are encapsulated in a new IP header to be sent to the receiver device (Mitko & 

Risteski, 2011; Atul & Joshi, 2010). An ICMP packet is composed of two parts: ICMP header 

and ICMP payload, both containing different information. 

 

A ping message has different field for different values. These are: Type (8 bits), Code (8 bits), 

Checksum (16 bits), the Identifier (16 bits), Sequence Number (16 bits) and optional data. 

 

 

Type (8 bits) Code (8 bits) Checksum (16 bits) 

          Identifier (16 bits) Sequence Number (16 bits) 

                                           Optional Data 

                                               ……… 

 

                           Table 02: Ping message format (Mitko & Risteski, 2011). 

 

The ―type‖ field differentiates whether the message is a ping request or a response to a 

received ping request. The ―identifier‖ field represents the session whereas the sequence 

number is incremented on every subsequent ping request (Mitko & Risteski, 2011; Atul & 

Joshi, 2010). Identifier and sequence numbers remain same as these are used to match the 

receiver. If we compute the size of a ping request message it will be as under. 

 

Header filed size= (Type + code+ checksum + identifier + sequence number) = 8 Bytes 

Data segment size= 56 Bytes 

IP header: 20 bytes 

 

The total size of a Ping ECHO_REQUEST message = 84 Bytes 

 

An ICMP Ping message has two operations: ECHO_REQUEST and ECHO_REPLY. These 

operations are used to carry out the communication between the receiver and sender but this 

simple form of communication is a good crack for a malicious tool to get into the cloud 

network to propagate excessive network packets with spoofed addresses (Mitko & Risteski, 

2011). The attackers use the ping command to send unlimited huge amount of ICMP ECHO 

Requests to the victim server and floods the whole network traffic (Atul & Joshi, 2010). The 

receiver interprets the messages, processes them with its limited resources and consumes 

network bandwidth; hence reducing the response time for other requests made by different 

machines to that receiver (Mitko & Risteski, 2011). The following picture demonstrates the 

ordinary behavior of a ping flood attack. 
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                                   Figure 04: ICMP Ping flood attack 

 

 

The receiver is obliged to reply back the message to the destination which is usually not 

genuine in Ping attacks. Around 104 166 Ping messages can be generated per second in 

normal network bandwidth to be sent to the receiver and the receiver has to process all of 

them and send them back to their destination address. The destination address is actually not 

real most of the time. Hence it can create a huge load on the network bandwidth and on the 

processing speed of the server; this can result in denial of service to other clients (Atul & 

Joshi, 2010; Mitko & Risteski, 2011) 

 
SYN flood attack: 
 

This is a very old type of denial of service attack which is still in use by the hacker 

community to mislead the servers in a cloud by dispatching incomplete SYN requests in order 

to consume server resources and make it unavailable for the other clients connected to it (Rik, 

2013).  
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                                   Figure 05: A typical SYN flood attack. 

 

This type of attack was invented in January 1995 (Eddy, 2007). Its operation is straight 

forward as whenever a client needs to establish a connection with a server, it has to send a 

request to the server by sending a ―Synchronize‖ SYN message. On receiving the SYN 

message, the concerned server acknowledges the reception of the message by sending a 

―SYN-ACK‖ message back to the client. Later on, the client sends acknowledgment by 

sending an ―ACK‖ message and confirms the successful connection. This process is done in 

three steps in every TCP connection formation. SYN flood attack works in a way by sending a 

―SYN‖ message to the server with a fake IP address as the return address, on getting the 

―SYN‖ message the server tries to send the ―SYN-ACK‖ message but it never returns to the 

destination because that destination does not exist (Rik, 2013). This is how intruders open an 

incomplete connection which will never send an ―ACK‖ message back to the receiver and 

server keeps on waiting for the connection successful message hence holding the 

computational resources for avail. This type of half-open connections binds the network 

resources and creates a denial of service situation for other clients to connect to the server. As 

this type of attacks is not new and many cloud networks experienced this type of attacks 

before, consequently, a lot of techniques and principles have been developed to undermine 

this DOS attack. These techniques have a lot of implications and forbid the cloud venders to 

adopt these techniques (Eddy, 2007; Rik, 2013).  

 

A simple netstat command with the following syntax can show the established, waiting and 

half-open connection on the system. 
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           Figure 06: Active connections on a PC. 

 

One simple solution is IP filtering which actually eliminates the ability of an attacker to send 

messages with a spoofed IP address; as attackers cannot have millions of systems to launch an 

attack so this technique seems to work. On the other hand, this mechanism has to be 

implemented by the ISPs that issue IP addresses to the clients. One problem with this 

technique is that ISPs do not need to perform IP filtering as SYN flood attacks do not affect 

their network security; on the other hand, attackers have also alternate options in the shape of 

IP spoofing tools (Rik, 2013; Eddy, 2007). 

 

Another solution is to increase the number of messages in the queues which is still ineffective 

as it can just delay the attacks to hold the network resources but actually does not forbid them 

to occupy resources. Additionally; it also delays the actual clients´ SYN requests that need a 

connection with the server (Rik, 2013).   

 

A ―SYSCTL‖ command is used to increase the number of entries in queues and timeout 

value. It follows this syntax in UNIX systems. 
 

sysctlnet.inet.tcp.conntimeo 31 

 

#  

sysctlnet.socket.maxconn 512 

 

Increasing the maximum number of SYN messages in queues is not a feasible solution as it 

requires memory and other resources (Rik, 2013; Rawat & Saxena, 2009). For example, if one 

SYN messages take 5000 bytes of memory to store and process the request on the server so 

increasing the length of queue from 10 to 512 will necessitate 2510000 bytes more memory 

on every server such as Sendmail, web server and Inetd server which is absolutely not feasible 

economically. Likewise, the lengthy queues are only effective to tackle slow attacks but 

cannot work well with fast frequent attacks which are from PPP or SLIP connected sources. 

Another issue is that we cannot increase the volume of queues beyond a certain limit as every 

queue item utilizes a memory buffer. Increasing the volume beyond the limit will result in 

internal memory unavailability (Rik, 2013).  
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If queues elements take less memory, it can be a handy technique to undermine this problem 

whereas rejecting the spoofed IP addresses automatically also helps the server to keep 

functioning well even in the event of an attack. Different venders have released patches which 

check the packet for both root address and source address. If any suspicious comparison is 

found this packet is discarded, this technique is called address verification. This is adopted by 

different cloud security solutions providers (Rawat & Saxena, 2009).  Cyber security 

providers such as ―Checkpoint Technologies‖ and ―Internet Security SYS term (ISS)‖ have 

also provided firewall solutions. Checkpoint Technologies´ firewall has block-in module 

which checks the incoming packet before entering into the TCP/IP stack and can block the 

packet in the course of a SYN attack whereas ISS provides a product namely ‗RealSecure‘ 

which scans the network traffic for possible SYN attacks and in the case of spotting-out a 

SYN attack, it sends a reset message to the concerned server to clear the queues. Other 

solutions work well in different situations but are less reliable. These solutions include; 

increasing backlog, reducing SYN-RECEIVED timer and recycling the oldest half-open TCP 

connections. The main reason for their ineffectiveness is that these techniques are old and 

outdated and new SYN attacking tools are technically stronger and more intelligent than these 

techniques (Rawat & Saxena, 2009; Rik Farrow, 2013).  

 
XML DOS attacks: 
 

XML DOS attacks are very frequent due to their simplicity of use. Another reason is that 

usually XML files are very heavy and can have a size in megabytes and suspicious scripts can 

be placed easily inside them (Chonka et al., 2011). The other opportunity, which hackers 

exploit, is that these suspicious codes be compiled without any warning as hackers write these 

codes according to the correct syntax. Although a lot of techniques and tools are developed 

which are being used by web developers to identify these suspicious codes, but still XML 

DOS attacks are playing their unlawful role in affecting internet security. These attacks also 

require less bandwidth to propagate scripts that can create a flood of requests to the victim to 

stop it responding to other users (Sarikaya et al., 2010).  

This example explains the ease of these attacks. The attackers usually exploit the properties of 

XML, for example, Inline DTDs substitution entities and nested entities to flood the whole 

cloud network. This code shows the nested entities several levels deep.  

 

 

<?xml version="1.0"> 

<!DOCTYPE abcDOC > 

<!ENTITY abc "abc"> 

<!ENTITY abc2 "&abc;&abc;&abc;&abc;&abc;&abc;&abc;&abc;&abc;&abc;"> 

<!ENTITY abc3 "&abc2;&abc2;&abc2;&abc2;&abc2;&abc2;&abc2;&abc2;&abc2;&abc2;"> 

<!ENTITY abc4 "&abc3;&abc3;&abc3;&abc3;&abc3;&abc3;&abc3;&abc3;&abc3;&abc3;"> 

<!ENTITY abc5 "&abc4;&abc4;&abc4;&abc4;&abc4;&abc4;&abc4;&abc4;&abc4;&abc4;"> 

<!ENTITY abc6 "&abc5;&abc5;&abc5;&abc5;&abc5;&abc5;&abc5;&abc5;&abc5;&abc5;"> 

<!ENTITY abc7 "&abc6;&abc6;&abc6;&abc6;&abc6;&abc6;&abc6;&abc6;&abc6;&abc6;"> 

<!ENTITY abc8 "&abc7;&abc7;&abc7;&abc7;&abc7;&abc7;&abc7;&abc7;&abc7;&abc7;"> 

<!ENTITY abc9 "&abc8;&abc8;&abc8;&abc8;&abc8;&abc8;&abc8;&abc8;&abc8;&abc8;"> 

> 

 

 



33 

 

XML parser will consider ―abc‖ as one root element according to the XML syntax but the 

problem starts from the subsequent lines when parser compiles them. The entity ―abc2‖ has 

the definition of ―abc‖ whereas ―abc3‖ has ―abc2‖. The parser will now expand them 

according to the written code but as soon it tries to compile all of them, it will create a 

massive document which will need a lot of computational power to process and huge 

bandwidth to transmit. Moreover, if this document is to be transmitted to every receiver in the 

network then the entire network will in turn be down. This file size will quickly grow into 

gigabytes although when this code was written, it was just spanning over 2 kilobyte. This is 

just a simple illustration to show the operation of XML based DOS attacks although now 

these attacks are difficult to identify and harder to repel. In another case; two different infinite 

recursive entities which are referring to each other can make the picture worse (Sarikaya et 

al., 2010; Chonka et al., 2011). 

 
Teardrop attacks: 
 

Teardrop attack is usually not dangerous to cloud due to various fixes developed by different 

venders like Microsoft and Cert Advisory 97.28 but the underlying mechanism to launch this 

attack is quite important to understand (‖Teardrop‖, 2013). The type of attack uses the 

mangled IP fragment with an overlapping payload to the target server to exploit the TCP/IP 

bug existed in the fragmentation re-assembly code of the operating system (Route, 1998). The 

Linux operating system is vulnerable to this type of attack although it has not been seen at a 

large scale in the recent past. It can only force the system to re-boot which can be destructive 

in the case of unsaved data being used by the running applications. Many organizations such 

as Ozemail, IRChelp and CERT´s Advisory have documented this attack in a reasonably 

comprehensive way to limit its effects (―Teardrop‖, 2013; Route, 1998). 

 

3.3.3 Account hijacks 

 

According to a survey conducted by Gartner in 2004, identity theft/account hijacking is the 

fastest growing type of hacking attack (Scott, 2005). Gartner‘s ‗survey concluded that 

approximately 2 million Americans have been under the identity-theft attack in the year 2004 

and this type of attack costs $2.4 billion to the victims with an average of $1200 per head‘ 

(―Account hijackings surge‖, 2004). After gaining user credentials, this information is used to 

amplify the attack and to break down the cloud security. Attackers can also get personal 

information, manipulate data, perform financial transactions, spamming from victim account 

and redirecting other users to illegitimate websites (―Account Hijacks‖, 2012). In case of such 

attacks; cloud security, confidentiality, integrity and services come under serious peril 

(―Account hijackings surge‖, 2004). 

 

Identity theft is increasingly common due to the use of more electronic services such as; cloud 

computing. A lot of services are being offered over the internet which means a greater number 

of access points to get into the system to perform account hijacks (―Account hijackings 

surge‖, 2004; Scott, 2005). 

 

Many solutions have been proposed and are in use to prevent account hijacking, these 

solutions include scanning software to reduce phishing scams, shared-secret authentication 

systems, use of telephones in granting access and provision of secret information while sign-

in are the examples of the few measures taken by various organizations to protect their 
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customers. In cloud computing, this problem is very common due to the shared-technology 

issues such as provision of shared account resources among various cloud users. Less secure 

cloud APIs, dicey interface and mixing of authentication and presentation layers into one 

layer of a cloud are the prominent causes of identity theft (Jerry et al, 2010; ―Account 

hijackings surge‖, 2004). 

 

A recently developed technique Browser MapReduce of using the cloud resources 

anonymously and using the cloud as a launching platform of hacking attacks, has gained 

popularity in recent years. In this technique hackers exploit the cloud web services to perform 

illegal tasks (Gold, 2012). Researchers from North Carolina State University and University 

of Oregon found this way of exploiting cloud resources and presented their findings in a paper 

―Abusing Cloud-Based Browsers for Fun and Profit‖ in December 2012. They stated that as a 

typical cloud performs the processing on its own and shows the processed output on client 

browsers to free them from having storage space and processing power but this facility opens 

an access point for hackers to use the cloud resources anonymously. Hackers simply put their 

malicious code on different URL shortening sites and pass those URLs to cloud browser to 

render output; because cloud systems are equipped with powerful hardware resources and are 

designed to perform highly compute-intensive tasks in less time, the hackers deceive cloud to 

perform their hacking routines. They send packets of data to the cloud browser and from the 

cloud browser to different connected nodes and victims to perform and amplify their attack 

(Gold, 2012).  William Enck, the assistant professor at North Carolina State University 

expressed his concern by saying “this technique could provide hackers with vast, temporary 

and completely anonymous computing horsepower, allowing them to crack passwords or 

perform other nefarious tasks at great speed” (Gold, 2012). 

 

This type of attack is done anonymously and after acquiring cloud resources the attack can be 

performed on a very large scale. The subsequent attacks after receiving the cloud resources 

may include spamming, phishing, spying, illegal remote access and denial of service attacks.  

If we look at the other side of the picture we can see that a lot of work and efforts have been 

done in the past to safeguard cloud against such identity thefts and many measures have been 

taken (―Account hijackings surge‖, 2004). The introduction of strong two-factor 

authentication system, the prohibition on sharing account credentials, proactive monitoring 

against such attacks and changes in the cloud architecture have played a significant role in 

protecting the cloud, but still identity theft gains its place in the news (Jerry et al., 2010). 

 

3.3.4 Session hijacking 

 

Session hijacking is becoming a serious concern with the introduction of HTTP 1.1 protocols 

because this sort of hijacking was not doable with the former versions of HTTP protocols as 

they were inherently stateless (Dacosta, Chakradeo, Ahamad & Traynor, 2012). In the prior 

versions of HTTP protocols, the connection exists between the two entities for a limited 

amount of time. Once the sender has sent the data packet and receiver has received it, the 

connection is terminated. According to security perspective, it was a safer form of 

communication as the connection is no longer alive hence it cannot be hacked to execute 

illegitimate doings (Thomsen, 1995). The trouble with such kind of communication is that 

modern web has to keep track of users´ transactions and events to render the resulting output 

based on the progression of the steps performed by the client. For example; a user tries to 
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book a ticket on the web by first selecting the destination, time and ticket category and further 

proceeds to the subsequent page to approve the ticket and pay. Such type of communication 

requires an active session between the client and the server to display the output and to keep 

track of users´ activities on the web, this need was fulfilled with the introduction of session 

states (Dacosta, Chakradeo, Ahamad & Traynor, 2012; Thomsen, 1995).  

 

Chris Snyder (2010) described the session state in his book ―Pro PHP Security‖ as  

 

“A session is a package of information relating to an ongoing transaction. This package is 

typically stored on the server as a temporary file and labeled with an ID, usually 

consisting of a random number plus the time and date the session was initiated. That 

session ID is sent to the client with the first response, and then presented back to the server 

with each subsequent request. This permits the server to access the stored data appropriate 

to that session. That, in turn allows each transaction to be logically related to the previous 

one‖. 

 

There are a diverse ways of session hijacking in use today; one of them is source-routed IP 

packet. In this way, an invader, which usually is an anonymous cloud user, places itself 

between two clients X and Y to commence data transfer between the two victims through its 

machine. When the connection is established the intruder comes into power to send any 

command to obtain control over the victims´ machines (Chris, Myer & Southwell, 2010). 

Another famed approach of session hijacking is using a network sniffing program to monitor 

the conversation between the two nodes, once it gets the packet and decrypts it the hacker can 

get the control over victims´ machines. This type of attack is called ‗middleman attack‘. 

Reverse-proxies method is also in use in which a HTTP request is tailored and a user is 

dispatched towards a malicious code but this way of session hijacking is not a significant 

worry for cloud security as users of a cloud are not using the same local area network 

(Dacosta, Chakradeo, Ahamad & Traynor, 2012). Session side-jacking is yet another 

widespread technique of session hijacking where an attacker uses a sniffing tool to sniff the 

communication between the nodes to steal cookies. Although cloud providers use the 

protected way of communication such as SSL but still it is probable that not all the pages are 

supported with a secure form of communication. Cross-site scripting is still a threat to cloud 

security in which a malicious code is run on the client system to obtain access to the cookies 

(Thomsen, 1995). Although it is fairly impractical to scrutinize and examine each and every 

data packet; filtering techniques can play a crucial role to filter-out the merely concerned data 

packets i.e. packets containing the text ―login‖ and afterward those packets can be analyzed 

(Chris et al., 2010). The following illustration depicts the typical session hijacking attack 

using network sniffing technique. 
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 Figure 07: Session hijacks using network sniffing technique. 

 

These methods are in fact not novel to the cloud service providers and they have developed 

various solutions to tackle such attacks. The encryption algorithms, regeneration of cookies 

after successful login and the use of long random session IDs to avert the likelihood of session 

hijacking are a few examples of procedures in use to safeguard a cloud from such boots. 

Almost every major cloud enterprise is using the secure socket layers such as SSL or 

Transport Layer Security (TLS) to safeguard their clients´ communication. Moreover, session 

state timeout has produced excellent results with the use of strong encryption/decryption 

algorithms (Chris et al., 2010). 

 

Despite all the measures taken by the cloud venders, session hijacking still has a rational 

concern in 2013 as evidences of successful hijacking are constantly being reported in the IT 

news at present. Firesheep extension of Mozilla Firefox came under this kind of attack in 

October 2010 and it affected users of Face Book and Twitter that were using Firesheep 

extension of Mozilla Firefox (Dacosta, Chakradeo, Ahamad & Traynor, 2012). A fresh assault 

is observed on a Google mobile messaging application ‗WhatsApp‘ in May 2012 in which 

users linked to the same network were able to access the WhatsApp messages of each other.  
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3.3.5 Anonymous usage model of cloud computing 

 

Cloud computing services have turned out to be incredibly widespread with the passage of 

time where one can effortlessly acquire exceedingly compute-exhaustive resources at a 

reasonable low amount of money (Ghazal, 2010). This facility posing questions about cloud 

security due to the anonymity involved in the use of cloud services (Giweli, Shahrestani & 

Cheung, 2013). Today numerous cloud service providers offer free trials of cloud services 

without properly verifying the users´ identity. The only thing that you need to have is a fake 

name and email address and then you are in a cloud network to commence boots, Trojans 

attacks and spyware. This is a bitter reality that today´s cloud is anguishing with (Zhang, Li, 

Song & Tan, 2012). By using the weak registration process, fooled verification system and 

less protected cloud usage model, one can easily use a cloud as a launching platform for 

malware attacks, spamming and can host malicious data. Zeus botnet and InfoStealer Trojan 

horse are prominent examples of such attacks facilitated by such anonymity in the cloud 

usage model (Giweli, Shahrestani & Cheung, 2013). A lot of research has been undertaken in 

regards to this security issue and numerous organizations have geared up their standards for 

stricter initial registration process, credit card verification process and introspection of user 

network traffic. Danish police proposed a ban on the anonymity use of internet by forcing 

ISPs to collect legitimate identity document verification before granting access. Furthermore, 

the Danish ministry of justice has recommended Danish parliament to legislate on this 

security issue by setting legal necessities on the use of internet in libraries, open networks and 

Cafes (Cory, 2011). 
 

Eludiora et al. (2011) suggested a user identity management protocol for the cloud paradigm 

in which they addressed several steps involved in ensuring the cloud users identity. According 

to them, when we talk about identity management of cloud users we have to address several 

aspects at the same time, these aspects include: authentication, authorization, auditing, 

confidentiality, integrity, availability and non-repudiation. Eludiora et al. (2011) described 

authorization as “the process that ensures that a person has the right to access certain 

resources. Users can have access rights to resources; but the authority to do something is not 

within their reach”. Whereas auditing means recording each and every attempt either 

successful or non-successful to access any resources and to record what events were 

performed after acquiring access. A typical cloud uses the log files to preserve such 

information to figure out the user identity (Brad et al., 2011). 

 

User confidentially has a noteworthy significance as it ensures that users´ personal and 

sensitive information should be kept safe and not shared with anyone without the consent of 

the possessor in any case. The confidential information can diverge from user to user and 

from time to time as it can be transaction particulars, credit card information, business plan 

and prospect investment policy (Yau et al., 2010). The another important aspect of the user 

identity management is data integrity which means that users´ data should be secluded against 

any kind on alteration or deletion of unlawful access during the entire lifecycle of data. The 

characteristics of data, which include definitions, business rule, relationship of data entities 

and other attributes, must be protected.  

 

Data and service availability constraint means that the user should have a live and 

unobstructed access to cloud services devoid of any disengagement so that a user can access 

data, services and pages hosted or provided by the cloud. Whereas non-repudiation means to 

limit the possibility of cloud users to deny the transaction performed by them. It is yet another 
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key constraint which needs to be implemented to ensured better lucidity and record keeping of 

transactions (Juels et al., 2013). 

 

The anonymity dilemma develops with the use of full-anonymity servers and pseudonymous 

servers that equip users with all they need to conceal their identity. People, who do not crave 

to be exposed, use such anonymity servers to safeguard their identity. Johan Helsinguis 

started anonymous server ―anon.penet.fri‖ in Finland and this server was exceedingly admired 

among the hackers ´community. When its usage was at its climax, it had 500, 000 users 

transferring over 10,000 messages each day. Mikael Berglund conducted a survey to reveal 

the anonymity in all publicly available newsgroups on Swedish Usenet News servers in 

September 1995. He randomly selected the messages passed anonymously and then drew a 

table after scanning the contents of those messages (Mikael et al., 2002). The following table 

shows his results. 

 

 

 

 

 

 

 

 

 

         

 

 

 

 

             Table 03: The anonymous internet communication (Mikael et al., 2002). 

 

These stats show that roughly every sort of communication has been occurring over the 

internet even in the early times of the internet in 1995. The situation has become increasingly 

worst in the 21st century as we have anonymity equipped with highly compute-intensive 

resources. Anonymity is a threat to the internet but it is a more threatening factor for cloud 

usage because an individual equipped with extra powerful resources and being part of a 

gigantic network, can be additionally effectual if he or she misuses this power to perform 

illegitimate tasks (Giweli, Shahrestani & Cheung, 2013). If we have vulnerable initial 

registration process, less strict credit/debit card verification routine, opportunity to provide 

false data, no such address verification procedure, no need to provide official ID documents 

and spoofing tools to hide IP address, then we have to wait for total disaster at any point in 

time (Saranya, & Abburu, 2012).  

 

3.4 Relevant literature sources 

 

Online journals, libraries, e-books, internet databases, Google Scholar, white papers published 

by cloud venders and security bulletin reports helped a great deal in getting a better 

understanding of the relevant literature sources. A lot of books were consulted for literature 

review written on the relevant research areas.  

 

 

Percentage share 

 

Kind of communication 

30,0 % General Discussion 

23,1 % Advertisement 

16,5 % Questions and answers 

13,2 % Texts on common topics 

9,9 % Test messages to check the anonymity of the servers 

3,7 % Exchange of picture 

0,4 % Computer software 

3,3 % Unclassifiable communication 
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The book “Cloud computing: implementation, management and security” by John W. Ritting 

and James F. Ransome revealed significant concepts of cloud security, common standard in 

cloud computing and the evolution of cloud services. The authors have remarkably well 

highlighted the areas of cloud implementation, cloud architecture and cloud security. 

 

The book “Cloud computing: a practical approach” written by Velte Anthony, described 

cloud computing basic principles such as; cloud storage mechanism, cloud development and 

the procedures for migrating to a cloud. The in-depth analysis of these important facts helped 

in understanding the cloud structure to a great deal. 

 

The book “Privacy and Security for Cloud Computing” by George Yee, provided a 

comprehensive knowledge about privacy issues which a cloud user is facing today. The 

security threats to a cloud and the solutions developed by various organizations are 

documented in a very reader-friendly way.  

 

The book “An Investigation into the Detection and Mitigation of Denial of Service (DoS) 

Attacks” by Dawson and Raghavan, described the future threat of DOS attacks and the current 

security measures to tackle DOS attacks. They highlighted the possibility of cyber wars and 

proposed mitigation strategies to undertake the severity of DOS attacks.  

 

The notable articles, which helped in getting in-depth knowledge of the relevant literature 

sources, include “Addressing cloud computing security issues” by Dimitrios and  Lekkas, 

“Steps to Defend Against DOS Attacks” by Ahsan Habib, Debashish Royt, ― Cloud security 

defense to protect cloud computing against HTTP-DoS and XML-DoS attacks” by Ashley 

Chonka, Yang  Xiang, Wanlei Zhou, Alessio Bonti. The article “Security Attacks and 

Solutions in Clouds ” by Kazi Zunnurhain and Susan V. Vrbsky  helped in knowing the 

security attacks to a cloud and their solution strategies adopted by the cloud venders today. 

These literature sources provided a solid foundation for not only understanding the problem 

but also in setting  the desired research roadmap as they revealed the latest research work 

being done in the cloud security field. The literature about information security, grid 

computing, internet communication protocols assisted in knowing these areas in detail 

because the in-depth analysis of these areas is actually a precondition to conduct research in 

cloud security. The published interviews of various cloud security analysts such as interview 

of Pat Gelsinger, President of “EMC Information Infrastructure Products” helped in knowing 

the structure and threats related to cloud security. The periodical reports issued by the cloud 

security providers such as Trend Micro, Amazon, Google and Microsoft helped in identifying 

the current issues with the cloud computing. Google Books seemed to be very helpful in 

browsing books about information security, data integrity and user privacy guidelines. The 

databases that were consulted during the literature review phase include IEEExplore, Springer 

Link, ACM digital library, INSPEC, Safari tech books online, LISTA and Scopus.   

 

3.5 Cloud computing structure 

 

Cloud computing empowers the users to use the high-tech computing services without 

worrying about the underlying complex implementation of the cloud and use the scalable 

resources with greater mobility (Dixon, 2012). Dexter et al. (2009) found that “Cloud 

Computing is a type of parallel and distributed system consisting of a collection of 
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interconnected and virtualized computers that are dynamically provisioned and presented as 

one or more unified computing resources based on a service-level agreement”. 

 

The cloud users use the servers as a service and pay as they use them according to the Service 

Level Agreement (SLA) which is guaranteed by the cloud enterprise. Cloud computing has 

advantages and thus organizations are shifting towards the widespread use of cloud in recent 

years. The major advantages that a cloud promises are less investment as capital, real-time 

delivery of service, no need to hire maintenance staff for IT systems at large scale and less 

likelihood of IT outsourcing. Moreover, a cloud is scalable, secure, modular and faster. Its 

high processing capacity, reduced cost of implementation and reliability are yet other 

prominent advantages that inspire an enterprise to shift to a cloud (Wink, 2012).  

 

Cloud computing is considered to be the fifth utility after water, gas, food and electricity 

(Dexter et al., 2009). The estimated share of the cloud computing is expected to be $42 billion 

in 2012 and $284 billion in 2020 due to the growing need of shifting the data and application 

software to cloud from personal computers and local networks. It has grown into a massive 

share in the IT and business industry by offloading the entire sack of computing services to 

users (Dixon, 2012). The approach that cloud computing is following is ―pay as you use‖ is 

playing a core role in assisting the enterprises to upsurge their operating profit without 

investing too much in their capital finances (Wink, 2012). Organizations like IBM, Microsoft, 

Amazon, Google, Sun Microsystems, AT&T, Citrix, Oracle, EMC, Cisco and Redhat have 

jumped into this field with full competences to get their market share (Dexter et al, 2009). 

Microsoft has motivation to convert anything which exists as a server to a service according 

to the CEO of Microsoft Steve Balmer and this statement is a clear indication of the future 

trends in cloud services (Dexter et al, 2009). 

 

Sometimes a cloud also offers its extensions into other applications to perform compute-

intensive tasks. Matlab and Mathematica are examples of such software who use the cloud to 

perform complex mathematical calculations. Amazon EC2 provides access to these 

applications in two ways; batch and interactive. In a batch operation, Matlab sends its request 

with a job description to the cloud cluster programmer and when the job is completed by the 

cloud, it is sent back to the Matlab client. In this workflow a Matlab client has to wait longer 

to finish its job. Another option is the interactive work mode in which a Matlab client is 

directly connected to the cloud and sends its request and receives the result back immediately 

(Mario & Howanitz, 2009).  
 

We can classify cloud clients in term of hardware structure as well. These classifications are 

as thick, thin and Smartphone clients. A thick client is a fully functional computer system 

with memory, processor, and IO devices like a standard personal desktop computer. Amazon 

Simple Storage Service (S3), Microsoft LiveMesh and Elastic Compute Cloud (EC2) can be 

used with thick clients. On the other hand, a thin client only has the necessary components to 

communicate with the cloud. Engineering Network Services (ENS) and OnLive services are 

examples of services offered for thin clients. It usually has IO devices but not the internal 

storage space, software applications and high-tech processor. Smart phones are the third type 

of clients where users access the cloud from their phones. Iphone, Android phones and 

windows phone are some examples of these clients. Many cloud enterprises are providing 

services through Smartphone; these services include iPass Open Mobile Client and 

Salesforce.com Mobile Lite Client (Apexcloud, 2009; Mario & Howanitz, 2009).  
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A typical cloud is comprised of three different layers including: cloud applications, cloud 

software environment, and cloud resources. These layers are also known as: user level, core 

middleware and system level respectively (Dixon, 2012; Wink, 2012). This section briefly 

highlights the integral parts and functionality of these layers  

 

3.5.1 Hardware level layer 

 

This layer consists of switches, routers, servers, load balancers, data centers, clusters, desktop 

machines, CPUs, memory and other hardware resources that form the cloud hardware 

infrastructure. It is the backbone of any cloud (Dexter et al., 2009). 

 

3.5.2 Core middle-level layer 

 

The physical infrastructure of cloud is managed and controlled by the middle-level layer 

whose task is to manage and optimize the use of physical infrastructure. This layer provides 

various services which include application isolation, sandboxing, task switching, hardware 

level virtualization and execution control (Beimborn, Miletzki & Wenzel, 2011). It forms the 

platform with the combination of hardware layer to enable the installation of applications. It 

also assists in providing commercial level services to the end-user (Dexter et al., 2009).  

 

3.5.3 Client layer 

 

Client layer forms the interface of a cloud by APIs, web interface, command line tools, 

libraries and programming languages. This is the access point of a cloud with which a user 

interacts and a hacker attacks this layer at first to get deeper into the cloud structure. Due to 

the following two reasons; it is incredibly important how this layer is secured. Devices, for 

example, personal computers, mobile devices, web browsers and telephones interact with this 

layer (Christopher, 2011). 

 

According to Chris (2011), the vice president of Technology for NewtexLLc, the concept 

behind this client layer that plays a vital role is “we cannot trust it always what it sends and 

receives is authentic and from the trusted client”. 

 

Another important factor to consider while developing a client layer is that we cannot place 

authorization and authentication mechanism into this layer because client layer is exposed to 

the world and there is more probability of boots onto this layer. The reason behind SQL 

injection attacks is that a cloud client layer has the information about authentication and 

authorization of users which makes the cloud as an easy target for the hackers. The user can 

access this client layer through a standard interface or a cloud enterprise can also develop its 

APIs to expose itself to the world to enable them to make their own clients (Dexter et al., 

2009; Christopher, 2011).  

 

With the release of HTML 5 and the introduction of local database storage concept, it is now 

considerably easier to present a rich experience for the users to use a cloud through their web 

browsers. However, many browsers do not support HTML5 and local databases, this hurdle is 

still unfortunately present (Vaughan, 2010). The use of Ajax and JavaScript is very useful in 



42 

 

various ways. JavaScript makes the client layer simpler; however, it requires the supports 

from the client browser and a great deal of memory which a mobile application normally does 

not have. Another option is the use of Flash which has a lot of built-in libraries to 

communicate with XML and HTTP requests in a simpler and unified manner. However, it 

suffers in a sense because it does not support all the mobile devices and give you no flexibility 

to choose when you are stuck using JavaScript and HTML. Java Applet is another option, 

which is achievable in forming the client layer, suffers with the issue of not supporting all the 

mobile devices and required a heavy load to process; especially for mobile devices (Niall, 

2009).  

 

Making a native application that can communicate with APIs is a worthy idea in making a 

cloud more reachable to the end-users. You can do this by either developing your native 

application by yourself and then make them available to the rest of the world or by making the 

public APIs and letting others develop native clients. In this way a great deal of development 

work will be reduced and it will make your cloud more prominent; however, others will be 

making money because of your cloud by selling native clients (Christopher, 2011; Dexter et 

al., 2009).  

 

3.6 The deployment models of cloud computing 

 

Primarily, there are three deployment models of a cloud which include private, public and 

hybrid cloud. The structure of each deployment model along with its technical edges over the 

other models and the limitation that it posses are described under separate heading.  

 

3.6.1 Private cloud 

 

It is widely noted that companies like the freedom of public cloud whereas they also need 

additional security, control over data, customizability and enhanced flexibility. To address all 

these requirements; the best option is to switch towards a private cloud. It is the best option 

for a company that already owns a lot of hardware resources and needs more security. It will 

cost less to the company and better efficiency and security will be attained through highly 

virtualized data centers (Judith & Marcia, 2011). 

 

According to the white paper published by VMware (2010) “a private cloud is the cloud 

infrastructure operated solely for an organization. It can be managed by the organization or 

a third party and can be on-premises or off-premises”.  

 

A private cloud is a better choice due to several outweighing advantages. The chief benefits 

are listed below. 

 

 A private cloud provides a flexible and elastic cloud computing model that gives more 

data control and solves security concerns. Security concerns are remarkably reduced 

as data is not shared among other companies. 

 Another advantage is cost reduction by automation and standardization of IT services 

that let IT people focus on delivering services to customers rather than doing software 

customizations and other small routines repeatedly.  



43 

 

 Enhanced service quality and time reduction are the prime factors that motivate a 

company towards having a private cloud. 

 It allows developing a self-service interface that can carry out consistent processes 

rather than interrupting the IT personnel. 

 It is highly automated and efficient in term of managing resources, allocating storage, 

analytic processing and optimal virtualization (Judith & Marcia, 2011). 

 

Private cloud also has a few disadvantages that should be considered when deciding to shift to 

a private cloud. These issues are primarily related to cost and maintenance. 

 

A private cloud is expensive to build. An organization, which is going to form a private cloud, 

has to purchase hardware and software resources. Furthermore, they also need to invest in IT 

personnel that will maintain the cloud. These people may include system administrators, 

developers, security and quality assurance staff. Maintaining the private cloud is very costly 

as sufficient power, cooling systems, security system are needed to fight with physical 

damages such as fire, water and theft (Michael, 2010). 

 

The organizations that own a private cloud are solely responsible for any type of security 

hazards, for example, data loss, malware attacks and other unauthorized access made by 

hackers (Judith & Marcia, 2011; Michael, 2010).  

 

3.6.2 Hybrid cloud 

 

Hybrid cloud is the combination of both private and public cloud models that offers benefits 

of a public cloud to reduce the capital expenditure to a great extent while also offers security 

and control over data (Charles, 2009). According to Krishnan (2011) “a hybrid cloud is a 

combination of public and private clouds bound together by either standardized or 

proprietary technology that enables data and application portability”. 

 

Trend Micro survey about cloud computing shows that private clouds fail to fulfill the 

requirements of many organizations and managing a private cloud needs a lot of technical 

skills and resources. It is concluded in the survey results that hybrid cloud is a good 

intermediate option to fulfill the requirements by eliminating security issue of a public cloud 

(Krishnan, 2011). Pat Gelsinger (2011), the president of EMC Information Infrastructure 

products quoted hybrid cloud as “It all comes down to a fairly simple value proposition—the 

ability to combine internally owned cloud resources and externally provided cloud 

resources”.  

 

A hybrid cloud has a great deal of other advantages from the user perspective, the key benefits 

are mentioned below. 

 

 A hybrid allows the users to save their sensitive data behind their protected firewall 

while also provides the lower cost benefits of a public cloud. 

 It allows the risk-averse companies to use a cloud model with low risk of data loss and 

with less cost involved in capital expenditures. 

 It optimizes the infrastructure usage at different stages of application development for 

example; development activities can be carried out on public cloud whereas testing 

can be done on a private cloud. Moreover, retire or less frequently used applications 
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can be shifted to public cloud whereas more alive and constantly used applications can 

be maintained on private cloud (‖Hybrid clouds‖, 2012). 

 It offers control over data benefit of a private cloud and scalability advantage of a 

public cloud; hence both the cloud models can be used in a hybrid cloud (Charles, 

2009). 

 

Despite the advantages that a hybrid cloud brings to an organization, there are a few serious 

concerns associated with the use of a hybrid cloud. These are listed below. 

 

 Identity and access management: the existing approach for enterprise identity and 

access management needs to be extended to public cloud and this extension can affect 

the security of the enterprise´ data. 

 Management tools: the tools that organizations will use to manage complex hybrid 

cloud should identify and enforce the security measures consistently to all the hybrid 

cloud environments. This consistency is; however, difficult to ensure due to the 

diverse nature of hybrid cloud. 

 Security policies are at a greater risk as applying same security policies on public and 

private cloud components at the same time. 

 Data migration is yet another activity which is under threat while transporting data 

from secure private environment (private cloud) to shared environment (public cloud). 

There exists an immense risk of violating data integrity and privacy constraints 

(Krishnan, 2011). 

 

3.6.3 Public cloud 

 

Public cloud model is the most common form of cloud computing in use throughout the globe 

today. Basically it is a pool of accessible IT resources and services such as storage, processing 

power and application development platform which are provided to the users on demand 

(Rauline, 2011). Public cloud has tremendous benefits in term of better scalability of its 

resources, business agility, rapid elasticity and the provision of high-tech IT resources without 

spending a lot for capital expenses are the prime advantages of a public cloud (MacSweeney, 

2011). 

 

VMware (2010) has defined public cloud as “Public cloud is the cloud infrastructure made 

available to the general public or a large industry group and is owned by an organization 

selling cloud services”. 

 

Amazon Elastic Compute Cloud (EC2), Windows Azure Services Platform, IBM Blue Cloud, 

Sun Cloud, Google AppEngines are common examples of public cloud model. A public cloud 

can offer enormous benefits to an organization; the main benefits are listed below. 

 

 The prime benefit is ‗inexpensive setup‘ as cloud users do not need to buy any 

hardware or software resources for themselves. They utilize the resources and pay on 

the basis of usage amount.  

 Public cloud is more automated, hence no need to worry about software and hardware 

updates as these activities are done by the cloud service provider. 

 There is no need to higher maintenance staff and to pay for maintenance equipments 

such as cooling systems. 
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 The provision of running the compute-intensive research applications like DNA 

sequence matching and analytical processing of weather data by paying less money as 

compared to buying computational resources. 

 A public cloud is highly scalable to meet business needs. 

 It is customizable according to specific needs as a significant number of cloud 

providers provide APIs and interface layers to customize the use of their cloud 

services. 

 High redundancy, availability and easy access mechanism are yet additional prime 

factor attracting business organizations towards public cloud computing model. 

 

Despite these strong points, which make the public cloud model usable and alive, there are 

significant threats which limit the public cloud evolution. These are  

 

 The security of a public cloud is highly questionable due to several security hazards. In 

addition; it is almost impossible for the public cloud to ensure proper compliance with 

HIPAAA or PCI compliance standards (MacSweeney, 2011) 

 Data loss is the mostly renowned security hazards that affected the cloud pioneers in 

the past. No cloud provider can guarantee total data security at this point in time. 

Usually the SLA (Service Level Agreement) states that ―we will provide the best 

possible data protection‖. In other words it means that we will try out best but if we 

come under attack and loses your data then ―We cannot do anything about it‖ (Kuiren, 

Wang & Qian, 2012).  

 Internet fraud resides in the public cloud due to the fact that signup on a cloud and 

deploying an application on it, are very easy. One can easily get a free public cloud 

user account and use it to launch DOS attacks. A great deal of work has been 

implemented to secure cloud from such unauthorized access; however, still hacking 

attacks are a bitter reality. 

 Lack of control over data and system, also need to consider when shifting to a public 

cloud. Limited software functionality is yet another concern because a software 

service designed for thousands of users may not be sufficient for every users´ specific 

needs (Macsweeney, 2011; Klein, 2011). 

 

3.7 Cloud service models 

 

The three cloud service models: Infrastructure as a service (IaaS), Software as a Service 

(SaaS) and Platform as a service (PaaS) are currently in use. The structure of each service 

model, its advantages and how it serves the users is described below. The applications of each 

service model and the required components that a service model contains are stated as well. 

 

3.7.1 Infrastructure as a Service (IaaS) 

 

 

IaaS delivers highly automated and standardized computing infrastructure as a customizable 

service to the users on their demand. These resources include hardware, data storage, 

computing power, servers and networking equipment (Moreno, Montero & Llorente, 2012). A 

cloud is able to self-provision this virtualized computer instance through the use of web-based 
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graphical user interface or any other IT management console and APIs to customize the 

service on demand. Cloud service providers charge on a utility basis according to the usage of 

their cloud services and are responsible for maintaining, housing and running the cloud 

instances (Vaquero, Merino & Morán, 2011). The major characteristics of IaaS are dynamic 

scaling, utility computing, desktop virtualization and policy based services. Examples of these 

services are Amazon EC2, Google Compute Engine, HP Cloud, Oracle Infrastructure as a 

Service, Windows Azure virtual machines, NaviSite, SAVVIS, SingleHop and ReadySpace 

Cloud Services. Amazon Elastic Compute Cloud (EC2) is well renowned and commonly used 

IaaS service which is used by numerous organizations to turn their capital expenses into 

operating expense on their corporate balance sheets (Dexter et al., 2009).  

 

It lets the companies to focus on their major competencies rather than worry about 

maintaining and buying high-tech, cost oriented hardware resources (Moreno, Montero & 

Llorente, 2012). Technavio´s analysts forecasted the IaaS market to touch the compound 

annual growth rate (CAGR) of 48 percent over the period 2010-2020 due to reduced IT 

maintenance costs for users and increasingly hybrid approach of cloud infrastructure 

solutions. However, they highlighted the security risks attached to cloud data and assumed 

that this risk can drastically increase with the increasing uage of IaaS cloud service model 

(―Global Infrastructure‖, 2011).  

 

After attaining a server instance; a user can install his/her applications, load libraries and data 

onto the server. Despite the usefulness of IaaS, there are a reasonable number of 

considerations that are limiting the use of IaaS in a real world environment. These include 

efforts required to shift from in-house computing system to IaaS, the need of IT staff to 

manage rental infrastructure, various conditions of the service level agreement between the 

IaaS provider and the users, data security concerns and cost of IaaS usage (Margaret, 2010; 

Dexter et al., 2009).  

 

3.7.2 Software as a Service (SaaS) 

 

A new taste of software is sweetening our mouths while the enterprise software taste is 

becoming a tale of the past as more software is becoming available as a service. It is expected, 

that by the end of this decade; every enterprise-level software will be available as a service 

(Brodkin, 2010).  

 

SaaS refers to the cloud computing model that provides software and data as a service which 

are located and installed onto a cloud. The access to these is typically provided through the 

internet by web browsers or by thin clients. SaaS provides almost every kind of software 

applications as a service in almost every field. This type of software includes Human 

Resource Management (HRM) applications, Customer Relationship Management (CRM) 

applications, Library Management Systems (LMS), Management Information Systems (MIS), 

Enterprise Resource Planning (ERPs) and Content Management systems (CMR). SaaS 

recorded sales revenue is $10 billion which is expected to shy the limit of $20 billion in 2015. 

Amazon Web services, Google Apps, Microsoft Office 365, iCloud, Oracle, Salesforce, 

Windows Azure, HubSpot and Zoho Office Suit are major examples of SaaS (STAMFORD, 

2012).  
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In SaaS computing model, a single version of the application with the same configuration, 

network, hardware resources and the underlying operating system is being used by different 

users and the application is installed on various machines inside the cloud (―Data Security‖, 

2010). This infrastructure is shared with different users by allocating them different instances 

of the software for use on a different level through scaling and virtualization. Each user can 

customize the look and feel of the software application. They have the ability to set and 

change parameters, apply new configurations and they are able to switch between different 

versions of the same application provided by the vender. A cloud provider offers integration 

protocols and interface to customize the use of cloud services.  The major benefits of SaaS are 

automatic updates of software, easy administration, accessibility and fast collaboration. It also 

eliminates the worries about hardware compatibility issues and ensures no data loss, 

intractability among users and an easy form of updating and backup (Margaret, 2010). 

 

The following diagram shows the major differences between a traditional software and 

software as a service usage model. It is evident from the picture that a major segment of the 

work is eliminated if SaaS is used, instead of relying on localized software applications.  

 

 

 

 
                         

                                Figure 08: Bits verses service (Martin, 2008). 

 

The factors, for example, the availability of high speed internet, increasingly use of web-

based applications, agreed upon standards such as HTTP, REST and SOAP are making people 

more aware and familiar with the SaaS variant of cloud computing. On the other hand; there 

are threatening factors that are restrictive to the use of SaaS. These include data security 

concern as sensitive data is stored away from the organization and can be accessed through 

the internet, shifting from one cloud to another is still a headache, lesser degree of ease of 

customization in scenario based computing, legal restriction on storing the users´ personal 

data and training costs. 

 

This diagram shows the rise in the SaaS usage and the factors which boost the usage of SaaS. 
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                                      Figure 09: SAS growth (Douglas, 2009). 

 

 

The SaaS user has to consider whether he/she can use the same software that is built for 

thousands of other users and does it comply with their specific needs even though the 

customization of SaaS is there but with few limits. According to Lloyd Hohenstei (2007), VP 

for Finance Human Resources Inc “Do not expect something unique. If you need everything 

customized, you will not have success with SaaS”. It means that there is a tradeoff that a user 

has to consider before shifting to a SaaS computing model. 

 

3.7.3 Platform as a Service (PaaS) 

 

PaaS has entirely changed the way applications are built by providing a proven model for 

developing applications at rapid speed without the hurdles of maintaining software and 

hardware resources (Lawton, 2008; SalesForce, 2013). 

 

It is the cloud model that provides computing platform as a service to support the complete 

lifecycle of developing an application. It provides a development environment, storage, 
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network, servers and deployment infrastructure with reduced cost, complexity and easy 

configuration management (―Global Infrastructure‖, 2011). It supports the complete lifecycle 

of a typical software application spamming on design, development, deployment, testing, 

team collaboration, integration management, security, scalability, change management and 

database integration (Beimborn, Miletzki; Wenzel, 2011). Ease of use, automation, mobility, 

simplicity, optimal resource sharing through multitenant architecture and integration into the 

existing web and database services make it effective and useful. It lets the developers focus 

entirely on development activities rather than worry about system management and 

deployment issues (Lawton, 2008). By doing so; PaaS is driving us into an era of mass 

innovation by enabling us to keep the lights on creating applications rather than managing 

complex hardware and software infrastructures (Charles, 2009).  

 

It not only facilitates developers but also assists business users of the application as it ensures 

timely delivery of applications to the business users. Other benefits include; no up-front 

investment, enhanced productivity, easier collaboration, customized access and centralized 

information systems (Lawton, 2008). Conversely; it has made the lives of developers easier 

by blessing them with the options of zero infrastructure requirements for development, 

reduced risk, reusable code, enhanced business logic and integration into the existing web 

services. Google App Engine, Salesforce.com PaaS, Bungee Connect, LongJump and 

WaveMaker are well known examples of PaaS being used nowadays (Zoho, 2011).  

 

Gartner estimated that the PaaS market share will grow from $0, 9 billion to $27 billion in 

2016. According to a survey conducted by Engine Yard, it is found that 95% of the 

application developers think that focusing on application innovation is tremendously 

important and this can only be done if developers are free from other system management and 

technical issues (Engineyard, 2011). The following diagram shows the structure of a typical 

PaaS which is offering application development services to different departments at the same 

time.  
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                     Figure 10: PaaS usage model (“Oracle White Paper”, 2009). 
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The lower layer is composed of hardware resources such as servers, storage, legacy systems, 

integrations and database resources whereas the layer above is composed of operating systems 

and virtualization techniques. The middleware include application servers, shared libraries, 

IDEs, business process management techniques, Graphical User Interface (GUI) and other 

development supported services. The cloud users use this layer directly to develop, deploy, 

test and run their applications whereas the custom built applications by the cloud IT staff, 

shared component and processes are also available on the top to be used by the system 

developers (Oracle White Paper, 2009).  

 

3.8 Information security 

 

Information security is widely discussed area of internet research due to the major role it plays 

in the success of any IT system. Thomson and Solms (2004) described information security as 

“No matter what the information involves, whether it is customer records or confidential 

documentation, there are many threats that make information vulnerable. Information 

security therefore needs to be implemented and managed within the organization to ensure 

that the information is kept safe and secure”. According to Euting and Birgit (2009) the role 

of the information security is to safeguard the IT systems from security threats such as 

unauthorized access, data loss and data violations. They proposed a four point procedure to 

ensure information security in electronic systems. These points include authenticity 

confidentiality, integrity and availability. The most important type of information security is 

the IT security which involves protecting the IT systems against all types of malware, viruses, 

denial of service attacks, phishing scams, spamming and unauthorized remote access 

(Heinlein,1995). Usually the terms; malware, virus, worm and Trojan are mixed together 

because of the misconceptions about the differences between these terms, although these are 

all technically different. A malware is a piece of code or script which is used to harm the 

computer to disturb its functionality and to get sensitive data (Whitson, 2010). Malware is 

actually all-inclusive term which includes viruses, adware, Trojans, spyware and worm. A 

virus is a piece of program which copies itself to spread itself and to infect as many systems 

as possible. A virus is transferred when an infected file is accessed in any way and on any 

medium which includes LAN, WAN and the internet. A spyware is a program which is used 

to steal victims´ information and to send that sensitive information to the creator of the 

spyware. Usually spyware does not affect your computer in a destructive way rather than keep 

on sending your private information without your permission and knowledge hence, as a 

result, can damage you financially and socially. The most dangerous type of malicious tool is 

Trojans (Whitson, 2010). These programs create a backdoor that is then used to remotely 

access the systems. Once the backdoor is operational, the infected system is in the control of 

the attacker. The infected systems can come under a denial of service attack, proxy attack, 

spamming, key logging and any other type of virus can be installed onto the system as the 

infected systems is accessible remotely to the attacker. Computer worms spread themselves 

through networks, PC to PC connections and email attachments.  The famous ―ILOVEYOU‖ 

worm resulted a damage of $5.5 billion whereas Code Red Worm infected 359, 000 websites 

(Whitson, 2010).  

 

To ensure the IT security, countless procedures and tools are in use to fight back upcoming 

security threats. These measures include antivirus, firewalls and the use of digital signatures.  
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3.8.1 Antivirus 

 

Antivirus is considered to be the easiest solution to remain safe against the known virus 

threats. Antivirus programmer and malware writers are continuously in an arm race and it is 

becoming more intense with the passage of time (Fu & Wu, 2012). The easiest solution to 

protect computers is to have an upgraded and efficient antivirus; however, this is not enough 

as new malware are evading the protection of antivirus when malwares are executed. The 

importance of the antivirus applications cannot be denied due to the virus attacks which hit 

the world quite defectively. The sales of the Norton antivirus were increased up to 78% in 

2009 when the world was hit by the ―Melissa‖ virus. A known fact is that the majority of the 

computers still do not have antivirus software installed. According to Ann Stephens, the 

president of the PC Data organization; only 35% of personal computers in the USA and 

Canada have antivirus installed (Lebhar, 1999). An antivirus uses two different types of 

detection methods to identify the potential threat of a virus; either by signature detection or by 

behavior detection. It checks the file for its bits sequence pattern and behavior pattern for 

example; constantly deleting files without asking for permission etc. MyDoom virus caused 

damage of $15 billion in 2004 when it reached its maximum extent in its first 2 hours. The 

solution to protect the PCs against this virus was developed 10 hours later (Kendunham, 

2004).  

 

3.8.2 Firewalls 

 

According to Alan Stevens (2009) ―A firewall is software that sits between your local network 

and the internet inspecting the data traffic passing between the two to protect local users from 

hackers, Trojans and other common threats. At its most basic, a firewall will be configured to 

block all unsolicited inbound traffic, but that really doesn't provide much protection‖. It is the 

set of software and hardware based rules and procedures which stands between the two 

networks either LAN or internet to filter out the communication in between those networks. It 

scans each and every data packet according to the filtering rules and implemented security 

routines (Gheorghe, 2007). 

 

3.9 Encryption procedures 

 

 

Encryption of data has been used by military and governmental organizations in the past; 

however, this form of secure communication is widely in use throughout the globe by various 

business organizations in the present day.  Frye and Douglas (2007) described the encryption 

procedures in their book ―Network Security Policies and Procedures‖ as ―the art and science 

of encoding messages to render them unreadable to those without the key to decode them”. 

 

Encryption is the procedure in which the data is coded in a way that no adversary can read it 

and only the authorized party can decode it to reveal the encrypted information. This 

encryption is done with the help of encryption algorithm which turns the data into cipher text 

and an encryption key which is used for encoding the data (Torta, 1996). An adversary needs 

to have both, the encryption algorithm and encryption key to reveal the information. 

Symmetric and asymmetric encryptions are two types of encryption procedures. In symmetric 

encryption; both the parties involved in a communication must agree on a secret key which is 
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used for both purposes; encryption and decryption. The asymmetric encryption requires a pair 

of keys; shared key and secret key. In this kind of communication, one pair of key is unique 

for each subscriber. One key is called public key and it is shared whereas the other key 

remains secret; called the secret key. A subscriber can only decrypt the data with the secret 

key and no one else with the public key can decrypt the data, hence this form of encryption is 

more secure as compared to symmetric communication (Erdozain, 1999). Brute force and 

Cold boot attacks are still a concern for the people who design encryption algorithms and due 

to the anonymous usage of high-tech compute-intensive resources, a brute force attack is 

convenient to launch. 

 

3.10  Authentication procedures 

 

Authentication procedure is used to approve the user authorization to access the IT system. 

Moss and Valerie (2010) from US Federal Financial Institutions Council (FFIEC) defined 

authentication process as ―Authentication is the process of verifying a member's identity using 

methodologies and technologies before the member gains access to an online website. It is a 

way to ensure who are members, what they say before accessing their personal information‖. 

 

Authentication is usually done with the help of archetypal user ID and password system or 

with the additional use of specific login-aided devices to generate a specific key each time a 

user wants to log in (Richard, 2006). The later type of authentication procedures is commonly 

in use for Banks in Sweden for example; Nordea and SwedBank. To make authentication 

systems safer; bio-metric data are also used to log in the users along with their accounts` 

credentials. Unfortunately hash cracking, session and service hijacking are still threatening the 

foolproof authentication procedures (Lee, & Baik, 2003). Charlotte (2011) from Blekinge 

Institute of Technology, Sweden, has shown the link between secure authentication 

procedures and user responsiveness to them. According to her; authentication procedures are 

becoming complex, time consuming and difficult to follow, the user willingness to follow 

such routines is declining and likewise desire to cracking such authentication systems is 

increasing.  

 

3.11 Digital signatures 

 

The digital signature is a mathematical scheme of verifying the authenticity, non-repudiation 

and integrity of digital documents and messages. It is used to make sure that the specific file 

belongs to this specific creator and this file has not been modified during the transit (Largent 

et al., 2002). According to Prof. Dr.-Ing and Christof Paar (2010) from Ruhr University, 

Germany, the applications of a digital signature range from bank transactions, e-commerce 

solutions, software distributions and legally signing the contracts. 

 

 It ensures the legal exchange of data, executables and financial transactions by using 

asymmetric encryption routines. A digital signature scheme consists of three main 

components; a key generation algorithm, signing algorithm and signature verifier algorithm 

(Katz, 2010). At the first step, a secret key is generated and associated with a public key; the 

public key is shared among the subscribers. A signature algorithm then creates a signature by 

using the secret key and the message which needs to have signed. The signature verifier 

component verifies the authenticity of digital documents with the help of public key and given 
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signature. The reason to have a digital signature is same as to have handwritten signatures. 

The digital signature ensures the receiver that the digital document is produced by the specific 

creator and this document is not altered during the communication. It also bounds the sender 

about the exchange of digital document hence the sender cannot deny it. It handles the 

authenticity, non-repudiation and integrity of digital documents (Largent et al., 2002). 

 

Jonathan Katz (2010) from University of Maryland, USA, has described the properties of 

digital signatures in his book ―Digital Signatures‖. He claimed that the qualitative advantage 

of having digital signatures is that we can verify the authenticity of digital documents publicly 

which is not possible if we use message authentication code instead of digital signatures 

(Katz, 2010). Another advantage of digital signatures is their transferability. It means if a 

signature `sig` attached to a message `mes` with a signer `S` and the message is sent to 

anybody then the receiver can reveal that signature `sig` is attached to the message `mes` by 

using the signer `S ` . The condition is that they must have the public key with respect to the 

`S` signer algorithm. The output of this verification process will remain same every time it is 

verified (Paar & Pelzl, 2010). On the other hand, if a publisher has shared its public key and 

signed a digital file, later on, this file can be verified by anybody having access to the shared 

key: In this way this file ´ownership details cannot be denied by the publisher (Katz, 2010). 

 

3.12  Summary of theoretical findings 

 

During the literature study phase, the important key aspects were considered which were 

either directly or indirectly related to cloud security. The investigation into the previous 

research has highlighted the steps already taken in this field and the major threatening factors 

that are playing their role in affecting the cloud security. Furthermore, the exploration into the 

applicable research areas such as information security, architecture of a cloud, grid computing 

and anonymous usage of internet, assisted in estimating their possible influences on cloud 

security. Therefore, it is vital to document these significant points of theoretical research that 

are mentioned here separately according to their relevance with the research sub-questions.  

 

3.12.1 How much the permanent denials of service (PDOS) attacks are a threat 
to cloud security and what measures should be taken to secure a cloud 
from these attacks? 

Although PDOS attacks are not frequent in cloud computing but whenever these occur; result 

an enormous damage to cloud resources. Furthermore, such attacks do not need to remain 

active for longer time. For example; if an adversary breaks into the firmware and installs a 

corrupt firmware image onto it; after having done this, the adversary does not need to do 

anything further because significant damage has been done in a swift manner. Rich Smith, the 

head of research for offensive technologies and threats at HP Systems and ItzikKotler, a 

network security analyst, have raised their voices about the upcoming era of cyber war where 

countries will try to destroy information resources (ItzikKotler, 2001). Many lab experiments 

have been done to identify the destructive nature of these threats. Flashing, Overclocking, 

overvolting and power cycling are common variants of PDOS attacks. Much of the work has 

been done to reduce the likelihood of these attacks; however, this danger still threatning the 

cloud future.  
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3.12.2 How temporary denials of service (TDOS) attacks are initiated and what 
measures should be taken to safeguard a cloud from these attacks?  

 

Temporary DOS attacks seem to be a great security threat to cloud service providers. The 

world is experiencing new and innovative threats everyday and IT news is full of these 

assaults. The suspension of a cloud service for hours means a great deal for the whole world 

in the era of cloud computing. Hyper Text Transfer Protocol (HTTP) based DOS attacks and 

Extensible Markup Language (XML) based DOS attacks are posing serious questions on 

cloud security (Neumann, 2000). The biggest problem is that it is impossible to avoid HTTP 

and XML protocols at this point in time and these attacks use these protocols as a shelter to 

hide and to launch themselves. This is a severe dilemma that needs to be solved today to save 

our tomorrow. Additionally; the availability of cloud service is becoming cheaper and 

technically richer whereas the likelihood of DOS attacks is increasing in the same style. The 

world is continuously experiencing the DOS attacks, for example ICMP Ping flood attack, 

SYN floods attack, Teardrop attack and XML based attacks. The difficulty about repletion of 

these attacks is that these use the techniques which are typically valid and crucial for 

computing which include Ping and SYN utility. Many techniques and security standards have 

been developed to safeguard cloud security and are in use. However, as DOS attacks are 

affecting the cloud security; it is an apparent indication that current security measures are not 

sufficient and additional research is required to tackle this matter on technological grounds. 

 

3.12.3 How to eliminate the possibilities of account hijacking? 

 

Gartner conducted a survey in 2004 about identity theft and revealed that that approximately 2 

million Americans have been under the identity theft attack in the year 2004 and this type of 

attack costs $2.4 billion to the victims with an average of $1200 per head (―Account 

hijackings surge‖, 2004). This situation is incredibly threatening in a world where you can do 

almost everything with the use of e-services. Losing identity over the internet can turn out to 

be enormously expensive to any individual or organization. Due to this threat, the cloud 

security, integrity, confidentiality and productiveness are dangerously under the threat 

(―Account hijackings surge‖, 2004). 

 

A countless number of solutions are now in use to eradicate the likelihood of account 

hijacking; these solutions include scanning software to lessen phishing scams, shared-secret 

authentication systems, use of telephonic devices in sign in process and the use of secret 

question/answer in the sign in process. However, cloud computing is more vulnerable to this 

issue due to the shared-technology usage model, sharing of account resources among various 

cloud users, unsafe cloud APIs, dicey interface and mixing of authentication and presentation 

layers into one layer (Jerry et al., 2010; ―Account hijackings surge‖, 2004). 

 

 

3.12.4  How to safeguard a cloud from session hijacking? 

 

Session hijacking was not an issue before the introduction of HTTP 1.1 protocols because 

former versions of HTTP protocols were inherently stateless (Dacosta, Chakradeo, Ahamad & 
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Traynor, 2012). Cloud users are experiencing this problem in many shapes and forms for 

example; the source-routed IP packet in which an invader puts itself between two clients, 

Reverse-proxies method with the use of a HTTP request, session side-jacking, cross-site 

scripting and network sniffing techniques are variants of account hijacking techniques 

(Dacosta, Chakradeo, Ahamad & Traynor, 2012; Thomsen, 1995). The cloud service 

providers are using Secure Socket Layer (SSL), firewalls, antivirus and code scanner; 

however, they are still incapable to eliminate session hijacking.  

 

3.12.5 What measures should be taken to reduce the anonymous usage of a 
cloud for unlawful purposes? 

 

 

Numerous cloud services are offering free trials without strict user verification process. One 

can easily acquire a cloud service by providing a false name and e-mail address and can use 

the cloud service to launch DOS, Trojans and spyware attacks. This anonymity involved in 

the usage model of cloud computing poses serious questions on cloud security (Giweli, 

Shahrestani & Cheung, 2013). The fooled registration process, unsafe cloud usage model and 

loose verification systems are putting cloud into a security hazard (Yau & An, 2010). Many 

organizations and governmental bodies have designed their standards to eliminate the 

anonymous usage of cloud by adopting stricter user registration process, user identity 

management routines and credit card verification process. However, with the use of IP 

spoofing techniques and weak cloud usage model, the anonymity of cloud usage is still a 

serious concern for cloud users and security management personnel.  

 

3.13  Arguments for an empirical study 

 

During the theoretical study a lot of cloud security issues found and their solution strategies 

were analyzed. There are various ambiguities in the literature about these security issues, for 

example, a large amount of practitioners think that increasing the network bandwidth is a 

reasonable solution to tackle a TDOS attack whereas others think that by increasing the 

bandwidth, a TDOS attack cannot be repelled. Moreover, the cloud security analysts believe 

that PDOS attacks are not a threat to a cloud security today whereas numerous practitioners 

argued about the future threat of flashing attacks as well. There are a lot of areas which need 

further investigation to understand the real cause of the problem and to establish the solution 

strategies to unravel the problem. Due to these strong reasons, the need for conducting 

empirical study was felt to unhide the complexities of cloud security issues. This empirical 

study not only facilitate in validating the theoretical facts but will also assist in creating 

innovative scientific knowledge by utilizing the views and experiences of the practitioners in 

the cloud security field. The theoretical facts, which are summarized above, should also be 

compared with the practical experiences of practitioners as well to test the feasibility and 

utility of the cloud security measures. The empirical study will consist of interviews and 

questionnaire. The respondents will be selected from cloud computing and information 

technology domain. 
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4 EMPIRICAL STUDY 
 

 

The purpose of this chapter is to validate the theoretical findings with the help of empirical 

analysis and to grasp the innovativeness of practitioners dealing with cloud security. The 

empirical methods used in this research are interviews, online questionnaire and paper-based 

questionnaire. The interviews and questionnaire preparation, sampling criteria and the results 

are described below. This empirical study not only help in validating the theoretical facts but 

will also assist in creating new scientific knowledge.  

 

4.1 Purpose 

 

During the theoretical study, varied cloud computing security issues were identified and 

solution strategies were summarized. A detailed overview of the existing cloud security issues 

and how these are being addressed in cloud community was presented. It has been observed 

that old practices in undertaking security issues are not helpful at the present time because of 

the innovative methods used by adversaries. The solution strategies which are used by the 

security staff also have many technical impurities and are less effective in various scenarios. 

Due to these reasons, it was decided to conduct an empirical study to not only validate the 

theoretical facts but also to generate inventive scientific knowledge. This phase has assisted in 

gaining knowledge about novel cloud security solutions. The necessity of the empirical study 

becomes obvious when we speak about the validity and feasibility of the cloud security 

solutions. The empirical phase assisted in integrating practice and research and this blend 

supports enhanced understandability of the problem domain (Valett, 1997). Moreover, it was 

very important to learn the collective experience of the practitioners in cloud computing and 

to capture contextual data with the help of interviews and questionnaires to identify, explore 

and to confirm the theoretical findings.  

 

The empirical methods used in this phase were interviews, online questionnaire and paper-

based questionnaire to validate the theoretical findings and to grasp the innovativeness of 

practitioners dealing with cloud security. It is vital to understand what practitioners believe 

about current security issues and how these issues can be eliminated. It not only validates the 

theoretical findings but also creates an innovative knowledge which will lead to the 

accomplishment of the goal embedded in this research. The informants of this phase are cloud 

security staff, researchers, IT students and companies that use cloud services in managing 

their business routines. 

 

4.2 Sampling 

 

The appropriate sample size and the precise assortment of informants are critical to the 

accomplishment of a research project because inaccurate sampling can guide to entirely 

irrelevant results (Fecso et al., 1996). The selection criteria for selecting the informants for 

interviews, online questionnaire and paper-based questionnaire were based on the particulars 

described in section 2.3. The audience of this empirical phase were cloud security solution 
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developers, cloud users, small companies using cloud, researchers in the field of cloud 

computing, the students of IT department with rational familiarity of cloud computing model 

and companies that are considered to be the pioneer in the development of cloud security 

solutions. The people who are conducting research and developing security solutions are 

essential to be heard because they are dictating the research dimensions in the field of 

information and cloud security. Their experiences about security issues, their perception, 

predictions about the future and their point of view about changing trends in cloud security 

are fundamentally significant to consider in this research. Additionally, researchers in cloud 

security at any level and at any organization are the people with the newest knowledge; this is 

the reason why these people were approached during the empirical phase. The students and 

small companies that are using cloud services were also consulted during the empirical 

research phase because their experiences, perceptions, motives and suggestions to improve the 

cloud security are of great importance not only to validate the theoretical findings but to 

create innovative solution to resolve these security hazards. The IT students were chosen from 

three Swedish universities; University of Borås, University of Skövde and Umea University. 

All of the informants of this student cluster were studying at master level in the department of 

Informatics or Library science. The organization, which were consulted during the empirical 

phase, were of two categories; the organizations that are using cloud services for daily tasks 

and the organization which are providing security solutions to cloud security threats and 

researching into them. The cloud research group at Umea University, Sweden and 

Toarpskonsult AB Company, Borås were selected for conducting interviews. 

 

4.3 Questionnaire 

 
The online questionnaire was the most optimal, fastest, accurate and almost instant source of 

acquiring the informants´ response during the empirical research. Moreover, the questionnaire 

results are easy to analyze, present and the style of the questionnaire is open to being much 

more flexible than other data collection methods. Due to the above mentioned facts, it was 

decided to utilize this method of empirical study. The ease of responding, little time required, 

availability of internet and the provision of simple and short questions produced the 

encouraging response ratio as compared to interview request made to practitioners during the 

empirical phase. The subsequent section described how the questionnaire was designed, the 

criteria followed to choose the respondents and how the responses were collected from the 

respondents.  

 

4.4 Questionnaire Preparations 

 

It was decided to use online questionnaire along with paper-based questionnaires due to the 

facts described in the section 2.3. The questionnaire response ratio was incredibly 

encouraging as compared to interview requests made to the informants. I considered a variety 

of particulars while designing and drafting the questionnaire. I followed the questionnaire 

design guidelines published by Market Research Society (MRS) UK to design the 

questionnaire (MRS, 2011). Firstly, the key factor I decided to accomplish in designing the 

survey was to eliminate those troubles that are normally associated to an online survey 

including; extensive survey size, too many questions being asked in the survey and length of 

survey (Kveton, Jelinek, Klimusova & Voboril, 2007). It was decided to use one page 
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questionnaire rather than drafting questions on many pages. I have a very strong argument 

about this design structure; one is that asking too many questions, results in little or no 

response to any of the questions. Secondly, putting all 14 questions on one page, gives the 

user perception that the questionnaire is not elongated and exhausting. Moreover, I took 

another initiative to use the Face Book application for questionnaire due to the wide spread 

use of Face Book among IT community and the additional advantage is that the respondents 

do not require to write their names and can see the essential credentials of the questionnaire 

sender before responding to it. It was decided to introduce the questionnaire with the least 

possible words and to send the questionnaire link to all the respondents in a personalized 

message rather than sending it to all the informants at once. Additionally; I made each 

question uncomplicated, requiring approximately a minute each and did not use multifaceted 

and domain specific words as these might lead the respondent to leave the questionnaire in the 

middle of responding. It was also decided not to mention any concepts, theories and complex 

scenarios and not to force the respondent to portray things in details. The reason for this is 

that we cannot force the respondent to write a great deal for us and to count on them to 

discuss the concepts and philosophies which need extensive explanations. There was not any 

mandatory question in the questionnaire and liberty was given to the respondents in replying. 

They were provided with the opportunity to inscribe any idea, suggestion or comment at the 

end of the questionnaire. This provision of receiving the thoughts of respondents, introduced 

me to a variety of innovative ways to address the cloud security issues.  

 

4.5 Questionnaire result presentation 

 

The following graphs illustrated the questionnaire results obtained from the combination of 

the Face Book questionnaires and paper-based questionnaires. The need of the paper-based 

questionnaires was felt due to a lesser response ratio of online questionnaire requests. By 

keeping this lesser response ratio in mind, it was decided to reach the questionnaire 

informants personally to acquire their views. The following bar chart shows the respondents´ 

views about the security threats attached to different cloud service models.  

 

 

 
 

                             Figure 11: Cloud service models under security threats. 
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the second service model under security threats. This data could have diverse explanations as 

well. One motivation can be that a lot of cloud users typically utilize SaaS and IaaS as 

compared to NaaS. On the other hand, PaaS is also being used extensively and results show 

that it is comparatively less vulnerable to security threats. If we take a glimpse of the past, we 

can be acquainted with the fact that SaaS and IaaS service models were remained under 

security threats in the recent past. This fact could provide a justification to the above results.  

 

 

             
 

                             Figure 12: Permanent denial of service attacks. 

 

Permanent Denial of Service (PDOS) attacks are usually not as recurrent as TDOS attacks and 

the questionnaire results illustrated the same pattern in which 42% of the informants entirely 

ruled out the PDOS attacks as a threat to cloud security. The other 58% people; however, 

considered them as a threat to cloud security but it does not signify that all of them considered 

PDOS attacks as a solemn threat. Thus; this question was therefore elaborated and discussed 

in the interviews in sufficient details. The bar chart shows that 45% respondent considered 

flashing the firmware as a solemn and extra overwhelming sort of PDOS assault. The 

theoretical conclusions highlighted the same apprehension by the practitioners in the cloud 

security field.  

  

 

    
 

Figure 13: Temporary denial of service attacks. 
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Temporary denials of service attacks are recurrent as compared to permanent denial of service 

attacks. The questionnaire results are screening the same tendency; as 87% people 

respondents believe that these DOS attacks are the core cause of restricting the cloud use. The 

most devastating DOS attacks are reported to be the Ping flood attacks and XML-based DOS 

attacks. These facts were also revealed in the theoretical findings as well where practitioners 

are more concerned about DOS attacks and their effectual role in limiting the cloud use. The 

comprehensive comparison of the empirical and theoretical findings is provided in the section 

5.1. 

 

    
 

                                    Figure 14: Account and session hijacks. 

 

The majority of questionnaire respondents reflected that account and session hijacking is still 
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these results are the most probable explanation of the results shown here. The anonymity of 
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the internet.  

 

    
Figure 15: Users’ authentication with new communication protocols. 
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The call for safer communication protocols was highlighted in the questionnaire results; 

however, the theoretical findings do not explain any significant work in the pipeline to 

introduce new communication protocols especially for cloud data exchange. An apparent 

segment of questionnaire respondents responded that we should have more protected 

communication protocols particularly for cloud whereas around 47% endorsed the use of 

various authentication methods for users‘ ´authorization. It shows a fairly interesting fact that 

the majority of the cloud users want to have safer communication protocols; however, they do 

not want to fritter their time in multifaceted and time-consuming login procedures, which 

incorporates the use of telephone and other login-aiding devices. This finding has a logical 

and psychological explanation as well that the users need additional secure and sophisticated 

services but without doing a great deal for them. 

 

 

 
 

                               Figure 16: Encryption/decryption algorithms. 

 

The encryptions and decryptions algorithms are habitually not a concern for the normal users 

having inadequate technical familiarity so this fact could be the explanation of the result that 

69% respondents were satisfied with these algorithms. However, the theoretical findings are 

screening the dissimilar depiction as more people are concerned with the effectiveness of 

these encryption/decryption algorithms. 
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Raupach, & Stafford, 2006). This method of scientific research is selected to obtain in-depth 

knowledge of the practitioners in the cloud computing field, their opinions about various 

security measures and how they perceive the future of cloud security. A great deal of attention 

is paid to acquire a deeper understanding of the cloud security issues, their potential effects in 
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69%

31%

Are you satisfied with the 
encryption algorithms?

Yes No



62 

 

4.7 The interview preparation 

 

The interview preparation is always imperative to unearth the best response from the 

interviewees because ill-structured interviews and interviews without proper preparation, give 

a negative message to the interviewees that their knowledge and cooperation is not highly 

preferred from the interviewer perspective (Kirk, Tribe, Givney, Raupach, & Stafford, 2006). 

For this reason, the interview preparation was done as a separate activity which included the 

selection of questions, location, medium of conducting interviews, complexity of questions, 

documentation and the introduction of the interviewer `purpose to conduct the interviews. 

 

I decided to conduct unstructured qualitative interviews because of the freedom of changing 

questions, their order, addition of new questions and to be adaptive to meet the interviewee´ s 

intelligence and willingness to cooperate. This interview method assisted in obtaining the 

interviewees´ opinions about cloud security issues, their solution strategies and the 

effectiveness of current security solutions.  

 

The interviews were started before explaining the purpose of interview, maximum interview 

time and the confidentially terms. Although it was possible to record the interview with the 

interviewees´ permission; however, this option was rejected in favor of giving the 

interviewees extra freedom of speech and to encourage them to speak more openly about their 

opinions. The activity of noting down the interviewee´s response is always critical in any 

interview because missing precious information can lead to non-beneficial results 

(Nunkoosing, 2005). During the interview, all the responses were recorded as abbreviations 

and short text notes and no response was discarded. The reason of writing all the responses is 

that at that point of time, no one can be sure which information will be discarded in 

documenting the interview. Besides that, writing the complete verbal response is not only 

impossible but also if tried, can distract the interviewer attention from the interview. 

 

The sorting of interview responses was carried out later on after the interview but the 

responses which were written in abbreviations and short text were revisited at the end of the 

interview by the interviewer to refresh own memory. Furthermore, the order of the questions 

was decided according to their complexity and the order of research questions. However, this 

order did not remain identical in all the interviews due to the interviewee´ s responses. The 

interview location was selected with proper attention by keeping the fact in mind that noisy 

and disturbing environment is devastating to the interview results. Additionally, the expected 

time, the nature of the research project and interviewer personal information was provided to 

the interviewees prior to the interviews. Despite the fact that each interviewee was given 

proper considerations, the response-level of all the interviewee and the depth of knowledge 

which was achieved during the interview was not the same. It depends on the interviewees´ 

level of expertise, willing to cooperate and the comfort level. Each interview and the problem 

faced during the interview and the responses are written separately in the next section to 

describe the interview´s findings separately and clearly. 

 

 

4.8 The first interview 

 

The Umea University is the Swedish fifth oldest university, founded in 1965 and located in 

mid-northern region of Sweden. It was ranked 23
rd

 university in the world by the British 
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magazine ―Times Higher Education” in 2012. In 2013, it was ranked as the 1
st
 university in 

Sweden on international students ‗satisfaction parameter by the International Graduate Insight 

Group. It has over 34,200 students and 2146 teachers and researchers working with Umea 

University today.  

 

The research areas in which the research is being conducted at Umea University include 

Cloud and Grid Computing, Intelligent Computing, Design Optimization, Cognitive 

Computing, Health and Medical Informatics, Computer Science Education, Robotics and 

Parallel Computing (Elmroth, 2013). The research group conducting research on cloud and 

grid computing was contacted for the interview and questionnaire. This group comprises of 

twenty members including the two post-doctorate researchers, four PhD faculty members, 

eight PhD students and six cloud system experts. The reason for targeting this research group 

for empirical study was fairly apparent because they are the personnel doing intensive 

research on cloud computing for the past three years and have up-to-date technical 

understandings of the cloud security issues.  

 

One informant was chosen from this group for interview who has been involved in this group 

for the past three years. He raised a lot of serious concerns about cloud security and even 

discarded a few beliefs about cloud security.  He wholly rejected the likelihood of permanent 

denial of service attacks occurrence and total suspension of cloud from functioning 

enduringly. He had a very strong argument in favor of his point of view that even if PDOS 

happens effectively and somebody tries to corrupt the firmware of a cloud machine; still it can 

be repaired either by re-installing the firmware onto the machine or by restoring the firmware 

image backup. He also argued that all the service models of cloud are in security peril so we 

cannot differentiate that which one is more vulnerable to security risks. He pointed out the 

risk of temporary DOS attacks and suggested a few measures to prevent the devastating 

effects of these attacks. He believes that DOS attacks are a menace to cloud security but no 

one can guilt the DOS attacks entirely for being responsible for limiting the potential use of 

cloud computing. He went on to say that it is actually the confidentiality of data which is a 

great concern for people and thus this concern is limiting the use of cloud computing. The 

argument presented by him during the interview was that if you mislay your data which you 

have saved onto the cloud, the cloud service provider can restore it as they keep on taking 

incremental backups but as far as data confidentiality is concern, it is difficult to guarantee 

that any unauthorized person has not violated the confidentiality of your data. Moreover, how 

much the DOS attack can be destructive depends on the security staff expertise level too. He 

argued that if the applications that a cloud is offering as services are designed by keeping the 

security concerns in mind and the persons who are responsible for cloud security have enough 

expertise and up-to-date knowledge; the degree of DOS attacks´ effectiveness can be reduced 

to a great extent. He also highlighted the need to identify and eliminate the illegitimate 

network traffic because this elimination will attract the cloud users to feel secure while using 

the cloud services. He argued that network bandwidth and cloud working capacity should be 

enough so even if any DOS attacks happens; the cloud should keep offering its services. 

 

He argued in favor of the cloud users that if we put a stricter user registration routine, it will 

be very gloomy for the fresh users to become accustomed with a cloud. Moreover, he 

highlighted the users´ concern regarding cloud services that we cannot put users on wait to 

grant them access to the cloud. The possibility to reduce the anonymity access can only be 

done if such regulations are imposed as a standard at the governmental level to bind every 

cloud service provider to follow the same rules for user registration. However, he has a 
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serious concern that anonymity of cloud use is only a problem when we talk about IaaS 

because we are giving access to compute-intensive resources to an anonymous user and as for 

as the other cloud service models are concern; there is no need to restrict the anonymous 

usage model or to impose strict user registration standards. In addition to this; he argued that 

implementing such mechanism is beyond the boundaries of a cloud service provider as an ISP 

has to play a role to limit the anonymity of internet use.  

 

The interview was carried out in a very responsive mode and the interviewee tried his best to 

disclose his technical knowledge and showed his interest to participate in the future if further 

feedback is required. The most positive thing about this interview is that interviewee did not 

feel any hesitation to express his ideas, concerns and beliefs about cloud security and on the 

other hand, he was given full power to drop any question and to express any supplementary 

information related to cloud security. This interview gave answers to various theoretical 

findings and introduced new dimensions of cloud security research to the author. 

 

4.9 The second interview 

 

Toarpskonsult AB is Borås based company which provides accounting and consulting 

services to its clients and uses the cloud services for its everyday business. They are offering 

accounting and consultancy services to sole traders, limited companies and partnership 

entities. They assist in everything from fundamental accounting to annual reports, financial 

statements, tax returns and profit and loss accounts management. They started their business 

in Borås in year 2003 and at the moment, this company is operating on a limited scale. The 

selected informant is working there as a cloud application developer. His duties are to 

maintain the applications, adjust the changes in the accounting applications and to develop 

new applications that can meet their business requirements. The reason to choose this 

company was to obtain feedback from cloud users´ perspective as well as from cloud 

application developers´ perspective. How they consider cloud security issues and how they 

deal these issues in designing their application, is of prime interest in this research work.  

 

The interviewee has seven years of experience in developing cloud applications and their 

maintenance. He responded very positively and was eager to share his experiences and ideas 

about cloud security. He discovered what he has learnt during his professional career about 

cloud security and cloud usage model. He said that he never experienced any PDOS attack 

during his professional career and he believes that these attacks are not a big concern today. 

He has strong reservations about temporary denial of service attacks. According to him; the 

frequency and magnitude of these attacks is increasing very swiftly and sufficient measures 

are required to undertake this matter otherwise the cloud future will be in danger. He revealed 

that he experienced such attacks numerous times and these attacks created a big hurdle for 

him as a cloud user and as a cloud application developer. He expressed his concerns from user 

perspective as well as from cloud maintenance staff perspective. From the user perspective, he 

told that it is really distressful that you pay for a service and when you need it critically, you 

get a message “The service is temporary suspended due to technical reasons”. He 

experienced such scenarios many times and he clearly stated that these issues should be dealt 

with extraordinary precise security routines as these issues are restricting the cloud usage. 

Moreover; he thinks that denial of service attacks are still incurable because all the solutions 

strategies that are in use now cannot deny the happening of such attacks entirely. All that 
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these techniques and procedures can assure is to limit the effect of a DOS attack and can keep 

the system functioning well but cannot rule out the probability of these security hazards. 

He has a very strong reservation about anonymous usage model of cloud commuting. He 

believes that time has arrived that we have to think seriously about authentication procedures 

and how to validate the users information. Moreover, it can only be done if we can have such 

regulations on universal level. As a cloud application developer; he thinks that if we enforce 

such rules on our cloud service, as a result, we will lose our clients because our competitors in 

the market are selling the cloud services without forcing the users to follow lengthy 

authentication procedures. This is the reason why such rules cannot be implemented at 

country level rather than these should be implemented at universal level. 

 

He argued that account and session hijacking techniques are now becoming less effective due 

to three reasons. The first reason is that cloud service providers are using SSL and HTTPS 

protocols, firewalls and state of the art anti-malware utilities. The second reason is the 

increment in the IT literacy level of the users. This literacy level has increased significantly 

during the last four to five years and now people are more familiar with the technology and 

the technological hacks. The third reason is the cyber laws which are strongly enforced in 

many countries throughout the globe especially in Sweden where identity theft is considered 

as a serious crime.  

 

He believes that IaaS model of cloud commuting is in more danger of offensive attacks. He 

mentioned quite clearly that I do not have any justification for this fact but if we analyze the 

happening in the cloud security domain for last two years, we can easily figure-out that a lot 

of attacks were reported to IaaS service model. However, he said that as small and medium 

scale organizations are shifting to the cloud service rapidly, the fresh security standards and 

communication protocols will soon emerge.  

 

The interview was conducted in a very positive and friendly way and the interviewee 

expressed his knowledge very freely. He discussed about cloud security mechanism, potential 

threats in the future and his previous experience as a cloud user and as a cloud application 

developer. Moreover, he was very interested in this research and he asked several questions 

and exchanged his views about cloud future in a very informative way. He was very keen to 

know the results of this research and he assured his cooperation at any time during the 

research work. The most advantageous factor of this interview is that he has the understanding 

as a cloud user and as a cloud application developer; moreover, he has a keen interest about 

the future of cloud security as well. His ideas and approach about the cloud security helped a 

great deal to validate the theoretical findings and to get an innovative feedback that assisted in 

the further research.  

 

4.10  Empirical research results 

 

This section described the role of empirical research in this research project and to which 

degree the empirical findings have justified the theoretical findings; moreover, the areas 

where both the findings dispersed opened a new horizon of further research. The ideas 

collected during the empirical research not only provided the new opportunities to see the 

cloud security from different perspectives but also helped in creating new scientific 

knowledge to deal with cloud security. During the empirical phase, a great deal of theoretical 

facts was endorsed by the interviewees and questionnaire informants. However, a divergence 
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from the theoretical findings is also visible which highlights that the theories, concepts, 

measures and procedure to address cloud security are not as valid as they were in the past. 

This section described the empirical findings and compared them with the theoretical research 

findings. 

 

Permanent denial of service attacks 
 
The interview participants acknowledged that permanent denial of service attacks are not a 

serious concern for cloud security and the same trend is observed in the questionnaire results 

to some extent. The practitioners from the cloud security department believe that these attacks 

are not as destructive as they were in the recent past. Moreover, the degree of their 

effectiveness is significantly reduced due to the provision of image backup utilities, enhanced 

network security, protected cloud environment and the high level of expertise of cloud 

security staff. However, PDOS attacks have been reported in the articles, books, news and 

conferences because of the few successful PDOS happened in the past. This is the sub-

research area where a quite big gap is evident in the theoretical and empirical findings. One 

explanation could be that the focus of the adversaries and cloud security persons has shifted to 

the temporary denial of service attacks, for example, ICMP ping flood and XML-based DOS 

attacks. However; the questionnaire informants reported the risk of PDOS to some extent but 

during the interviews, it was completely ruled out by the interviewees. 

 

Temporary Denial of Service (DOS) attacks 
 
Temporary DOS attacks were highlighted as a huge threat to cloud security in the 

questionnaire findings and also interviewees showed their deep concerns about DOS attacks. 

An overwhelming majority of questionnaire respondents considered them a major risk and 

highlighted their serious concerns for ICMP ping flood attacks and XML-based DOS attacks. 

During the interviews, DOS attacks were remained the core issue and informants gave their 

ideas about how to limit the destructive nature of DOS attacks. They highlighted to have extra 

network bandwidth, technical expertise of cloud security staff, tracking of illegitimate data 

traffic and the role of ISPs in safeguarding the internet traffic. It was also observed that these 

attacks are an equal concern for IT students, cloud security professionals, researchers and 

cloud users. All of the cloud stake-holders converged onto this point exactly in the same way; 

however, the solutions strategies projected by different groups to address the peril of DOS 

attacks, differ to a great extent. 

 

Account and session hijacking 
 
The majority of the questionnaire informants believe that account and session hijacking is still 

probable even with the secured cloud services. Only one tenth of the questionnaire informants 

ruled out this peril but the preponderance of them reflected that it is a solemn peril to their 

privacy and to cloud security. On the other hand, the interviewees have little difference in 

their opinions concerning this issue. They argued that it depends on the cloud services that 

account and session hijacking is doable or not. They stated that such hijacks are possible 

because the cloud is delivering its services usually through the web with the use of TCP/IP 

and FTP protocols; however, this case is not there in every cloud service model. The use of 

SSL, private cloud environment and strong encoding/decoding algorithms make it very 

difficult and less probable to happen.  
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Anonymity of cloud usage model 
 
During the interviews, it was noted that the users of the cloud services and researchers are 

reluctant to adopt measures to reduce the anonymity of cloud usage model. They have a 

strong argument in favor of the anonymity of cloud usage. They believe that it may limit the 

cloud usage if stricter user registrations, authentication and authorizations schemes are put 

into force. They argued that it not only restrict the new users to use cloud computing but will 

also increase the time required to authorize the access to the cloud service for existing users. 

The questionnaire respondents favor to limit the anonymity of cloud usage; however, a 

reasonable number of questionnaire respondent also opposed to limit the anonymity of cloud 

usage. This difference highlighted the need to limit the anonymous usage of cloud computing 

as it is also argued in theoretical material whereas, it also highlights that the necessity to 

contract users´ concerns about restraining the anonymous usage of cloud computing. The 

users of cloud services and the researchers believe in timely cloud service without forcing the 

users to go through a stricter and lengthy user authentication procedure.  
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5 ANALYSIS AND RESULTS 
 

 

The analysis of the theoretical and empirical findings is presented here to set a solid 

foundation for drawing concussions. The comparison of theoretical and empirical findings is 

performed with respect to each research sub-question separately. 

 

5.1 Analysis 

 

The collective data has been through the process of analysis, sorting and evaluation. The 

comparison of the theoretical and empirical data will assist in setting the solid foundations for 

concluding the outcomes and to determine the plausible solution strategies.  The comparative 

analysis of the data will also support in forming and presenting the results to put forward 

solutions to the concerned cloud security issues. The comparison will be presented with 

respect to each research sub-question to make certain intelligibility in the analysis and to 

answer the research questions individually. The theoretical and empirical findings are 

presented here under the sections of research sub-questions. 

 

5.1.1 How much the permanent denials of service (PDOS) attacks are a threat 
to cloud security and what measures should be taken to secure a cloud 
from these attacks? 

 

This type of attacks has been continuously reported in literature because of their devastating 

nature and the damage that these attacks may convey to a cloud infrastructure. A lot of 

researchers reported these attacks more destructive as compared to temporary denial of 

service attacks. The biggest issue with these attacks is that these attacks do not necessitate the 

attackers to stay connected with the cloud or to have additional hardware resources. They 

simply require executing a binary code to cause a permanent physical damage. Theoretical 

material highlighted the probability of the cyber war among countries and business 

competitors with the use of PDOS attacks. It is reported that a lot of countries are concerned 

in this technological war enabling them to get technical edge over their rivals. The most 

destructive type of PDOS attacks is flashing the firmware to stop the cloud machines from 

working. A lot of people argued over this potential threat to the cloud security and various 

security measures have been proposed by practitioners. 

 

During the empirical phase, it was observed that security analysts, IT students, and cloud 

security researchers consider PDOS attacks as a potential physical threat to a cloud security. 

However, the practitioners from the cloud security field have other opinions as well. During 

the interviews, it was observed that these PDOS attacks are not a big concern for cloud 

security staff and they do not consider them as a cause of permanent damage. They argued 

that the resultant effect of these attacks can easily be removed with the use of backup and 

other protective measures. Moreover, they believe that the frequency of these attacks is lower 

as compared to Trojan and malware attacks that receive write ups in the IT newspapers every 

day. Moreover, the secure hardware design and advance computer architecture has made it 

complicated for the adversaries to launch an attack which can physically damage the cloud 

resources.   
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5.1.2 How temporary denials of service (TDOS) attacks are initiated and what 
measures should be taken to safeguard a cloud from these attacks?  

 
The theoretical studies highlighted the denial of service attacks as a big threat to current cloud 

security. This is the type of attacks which is attracting the attentions of cloud service 

providers and cloud users for the last few years. The adversaries are using new and innovative 

tools to launch DOS attacks with the help of HTTP and XML protocols. They are exploiting 

the loopholes in these technologies along with the use of new sophisticated tools. ICMP ping 

flood attacks, XML-based DOS attacks and SYN flood attacks are very prevalent menace to 

cloud security. Practitioners from the cloud security field have presented various solutions to 

address DOS attacks; these solutions include the tools to identify unlawful network traffic, 

firewalls, cloud antivirus and packet filtering techniques. A lot of researchers presented their 

guidelines to re-design the communication protocols for cloud data traffic.  

 

The empirical studies pointed out the potential risk of DOS attacks to a cloud and this is a 

widespread apprehension among researchers, cloud users, IT students, cloud security analysts 

and cloud service providers. During the empirical phase; it was observed that DOS attacks are 

a big concern for the cloud security analysts and a great deal of research work is currently in 

the pipeline. Practitioners believe that the effectiveness of a DOS attack depends on the nature 

of the attack, the available bandwidth of a cloud, the cloud computing capacity and the 

expertise level of the people dealing with cloud security. They presume that the DOS attacks 

are limiting the use of cloud computing by posing solemn questions on cloud security. They 

argued that data confidentially is under the threat of DOS attacks because the users cannot be 

able to know about the potential violation of their data integrity. Moreover, practitioners 

assume it is almost impossible to eradicate the likelihood of DOS attacks and what the entire 

cloud security analysts can do is just to ensure strongest defense against DOS attacks so that if 

such attacks occur, these should not affect the cloud security significantly. 

 

5.1.3 How to eliminate the possibility of account hijacking? 

 

Account hijacking issue is becoming persistent due to the use of more electronic services and 

their provision over the internet. The cloud is suffering from this kind of identity theft and this 

peril has impacted the cloud security significantly. The theoretical studies proved that after a 

successful identity theft, the adversaries can get personal credentials of cloud users, 

manipulate data, perform spamming from victim account, execute financial transactions and 

infringe the cloud security. Thus; this factor poses a serious question on cloud security and 

data confidentiality. A lot of solutions have been discussed in the theoretical material; these 

include the use of scanning software to eliminate phishing scams, the use of telephonic 

devices to grant log in access and the use of two-factor authentication system.  

 

The empirical study identified the impact of account hijacking on the cloud usage model. The 

people who use cloud services have serious concerns about this security hazard. It is observed 

during the empirical phase that the possibility of account hijacking depends on the nature of 

the services the cloud is currently offering. The principle reason behind this issue is the use of 

HTTP protocols in delivering cloud services to users because the communication protocols 

such as HTTP and FTP are under the danger of identity theft. Practitioners argued that the use 
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of SSL, private cloud environment and intelligent encoding/decoding schemes can reduce the 

likelihood of account hijacking. Moreover, a hesitation was felt among the cloud users in 

adopting telephonic devices to assist log in procedures and to make the login process secure. 

 

5.1.4 How to safeguard a cloud from session hijacking? 

 

Theoretical studies revealed that session hijacking has become a serious concern for cloud 

security analysts after the introduction of HTTP 1.1 protocols. This problem of session 

hijacking was not present with the former versions of HTTP protocols because those were 

stateless. As a cloud uses the same protocols for communication over the internet; the cloud 

user can also be a victim of session hijacking and it has reported numerous times in the 

security bulletins released by the cloud service providers. Source-routed IP packet is a 

technique which is in use by the intruders to get control of the victim by placing themselves 

between the two cloud users. The use of network sniffing tools is yet another issue raised by 

the researches in which an adversary first steals the data packet which is being sent between 

the two cloud nodes and later on decrypt it to steal the session of the victim cloud user. The 

problem with session hijacking is there in the cloud usage model because not all the pages 

hosted on the cloud are protected by SSL; hence make it possible the use of reverse-proxies 

and cross-side scripting. However, a reasonable amount of work has been done in this field by 

the cloud security researchers. The measures in place to tackle the likelihood of session 

hijacking are the regeneration of cookies after successful log in process, encryption 

algorithms for data transfer and the use of long random session IDs to avert the possibility of 

session hijacking. The use of Secure Socket Layer (SSL) and Transport Layer Security (TLS) 

is becoming increasingly widespread to safeguard the cloud users from the possibility of 

session hijacking. 

 

During the interviews and questionnaires the informants raised their reservations about the 

possibility of session hijacking and they highlighted different factors that are making session 

hijacking possible. The use of cookies, TC/IP protocols and network sniffing tools are making 

this threat worsen. They argued to have sophisticated communication protocols which are 

especially designed for cloud data exchange. Moreover, the informants argued in favor of 

safer data encryption/decryption algorithms to secure the data even in the case of successful 

data sniffing.  

 

5.1.5 What measures should be taken to reduce the anonymous use of a cloud 
for unlawful purposes? 

 

The anonymity of cloud usage identified as a huge menace to cloud security during the 

theoretical study. Many researchers highlighted their solemn concerns about the frail 

registration mechanism of cloud services, less protected cloud usage model, weak 

authentication procedures and the availability of free cloud services without proper users‘ 

verification. Several information security analysts argued the need to make the cloud usage 

model safer and verifiable. The reason behind discouraging the anonymous usage of cloud 

computing is that the cloud services can be used as a resource to launch massive Trojan 

malware, DOS and spyware attacks and such incidents have been highlighted in literature 

numerous times. The theoretical study also highlighted a small number of measures which are 

taken to tackle the anonymous usage of cloud computing. These measures have been 
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proposed by different governments to secure their internet traffic and a few identify 

management protocols have been proposed. The dark side of the picture is that, no agreed-

upon standards or laws have been established due to various technical and legislative issues. 

 

During the empirical phase, it became more evident that people who devise the cloud services 

and are accountable for cloud security, actually ignore the need to have a strong cloud usage 

model which can authenticate users after receiving proper and verifiable user credentials. 

During the survey, it was observed that the majority of the cloud users are reluctant to adopt 

strong and time-consuming authentication procedures, which is a big hurdle in achieving an 

agreed-upon authentication standard. However, during the interviews, the need to limit the 

anonymous usage of cloud was felt as people concerned with  cloud security are sniffing the 

smell of security hazards due to the provision of the anonymous usage of cloud computing. It 

was also observed during the empirical phase that actually it is the IaaS cloud service model 

which is being used by the intruders to launch their massive offensive attacks by 

anonymously using the cloud. A trend is also observed among the cloud service providers to 

put the responsibility on ISPs to ensure mechanism to eliminate the possibility of fooled IP 

addresses.  

 

5.2 Result summary 

 

The theoretical and empirical results are analyzed and compared here to provide justifications 

to the research findings and to discover new knowledge from the theoretical and empirical 

research results. The results are analyzed with respect to the research sub-question order. This 

analysis will provide the basis for drawing conclusions.  

 

5.2.1 Permanent denial of service attacks 

 
The flashing attacks can corrupt firmware and can load a malware image into it. Due to this 

reason; these attacks are under debate for a long time. During the research; it was found that 

the problem with flashing attacks is that these are the most neglected types of security issues 

to a cloud as a lot of security analysts believe that it is not a serious threat that can shake the 

cloud security. They argue that the intruders will not get any benefit if they corrupt the 

firmware and instead of doing this; they can launch a malware attack to get beneficial 

information. During the review of security bulletins and empirical study, it was noticed that 

this problem is gradually worsening due to the fact that people are not paying a realistic 

amount of attention to this issue. They argued to reject the likelihood of flashing attacks 

because of the absence of flashing attacks in the recent past, although the trend is changing in 

a speedy mode. The prediction of cyber wars looks quite true and flashing attacks are the 

destructive weapon which will be used in upcoming cyber wars between countries and 

business organizations. A two-factor authentication procedure is proposed that can consider 

the security loopholes and can provide a better security to defenseless components of a cloud. 

 

Flashing attacks are on-off type of attacks which do not require hiring a botnet and buying 

network bandwidth on the intruders´ behalf as they only need to corrupt the firmware once 

with a small amount of required network bandwidth. The BIOS of the personal computers, 

mainframes, supercomputers and servers are already secured due to the strong authentication 

mechanism. However, the Network Enabled Embedded Devices (NEED) which are the basic 
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building blocks of a cloud; are at a great risk because of not having an authentication 

mechanism for firmware updates although these devices have memory components. Due to 

this reason, these devices are at risk of flashing attacks. 

 

It is concluded that there are two main reasons of this kind of attacks and can be fixed if the 

severity of this problem can be given much needed attention, both from the users and 

hardware manufacturer's behalf. The hardware manufacturing companies are paying attention 

only to the operating system relevant features of the hardware design. They are designing the 

hardware so that these components can perform better but they are neglecting the loopholes in 

the hardware security. There are vulnerable components of hardware memory for example 

firmware installed in the router, printer and switches and these components need proper 

authentication for  any type of update and removal of firmware. Moreover, this authentication 

should have two dimensions that need to be considered before authenticating any access to the 

firmware. The first dimension of the solution is that every Network Enabled Embedded 

Devices (NEED) that has a memory should have a unique ID printed on it by the 

manufacturer and the firmware update can only be done by providing this unique ID before 

initiating the update process. This unique ID will roll-out the probability of flashing attack 

from a remote location even if the system goes under the control of the intruder. The second 

authentication should be on system administrator bases, as the users should be able to set a 

password on any device which has an updatable memory. This two-factor authentication will 

essentially solve the problem and make the cloud network components more secure and 

reliable.  

 

5.2.2 Temporary denial of service attacks 

 

Temporary denial of service attacks is the core threat to a cloud security and much of the 

theoretical and practical work has been done to reduce the likelihood of DOS attacks. During 

the research phase, it was found that the defense of the DNS servers is very loose and this 

security lap puts the cloud under DOS attack threat. The first thing that security analysts 

should consider to identify is that; is there a reasonable requirement to leave the DNS server 

as an open resolver?  Moreover, if the DNS server comes under attack, it will be a good idea 

to register cloud domain with more than one DNS server or to use redundant DNS servers. 

This will help in the case of one server coming under attack but usually the adversaries can 

launch an attack to more than one server at the same time. To address this worst case scenario, 

it is beneficial to have a proper load balancing strategy for DNS servers and to protect them 

with the same security measures with which the other components of a cloud are protected. 

This precaution is highly important because there are a numerous instances quoted in the 

literature about DOS attacks on DNS servers to suspend the cloud users from accessing the 

cloud services. The problem of the junk traffic can be solved by configuring the routers to 

block junk packets and irrelevant queries. This measure will secure the cloud from its outer 

boundary. The same mechanism should also be implemented by the ISPs as well which is 

lacking because the ISPs are not bound by law to filter-out network traffic to a predetermined 

level of security. This is the area which requires legislation on universal level.  

 

A DOS attack can turn to be severer if it affects the routers, so the effective isolation of 

router-to-router traffic will certainly reduce the threat of DOS attack to the routers. Moreover, 

the biggest challenge is to defeat a DOS attack is packet filtering which is not so successful at 
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the moment despite the fact a lot of research work has been done. It can be improved by 

incorporating a little modification into the data packet structure.  

 

The data packets that require initiating a session on the cloud server and have a state, for 

example ICMP ping and SYN requests; are actually a major cause of DOS attacks. These 

packets should be treated separately with extra security. To make the server able to identify 

which packet is stateless and which one is holding a state, a separate bit can be set in the IP 

header informing about its state. An extra bit can be set if the packet requires a state otherwise 

it can be left as unset. This will help in sorting out the packets that need special considerations 

from security point of view and can be handled separately and independent of the other 

security mechanism. It not only provide a protocol-independent way to identify packets but 

will also assist firewalls to drop the packets without state-bit set but requesting a state. The 

biggest advantage of having such mechanism is that this security check will be done at the 

outer-boundary of the cloud. Moreover, it can be supported to set a limit for maximum states 

per second by each client; hence significantly reduces the likelihood of a DOS attack. The 

same check can be implemented at router level as well to make them able to scan for packets 

without state-bit set and requesting a state; moreover, the server addresses cannot send 

packets with state-bit set; hence it will reduce the likelihood of DOS attacks from server 

addresses as well. It is important to mention that probability of DOS attacks will still exist but 

if these measures are taken, the consequences of a DOS attack and its amplitude will be 

reduced to a great extent. 

 

5.2.3 Account hijacks 

 

Account hijacking is a severe danger that cloud computing faces today. The consequences of 

a successful account hijack can be devastating to a sufferer because the antagonist can get 

confidential information, infringe data integrity, perform financial transactions and can 

redirect the other users to an infected site (―Account Hijacks‖, 2012). In case of such attacks, 

cloud security, confidentiality, integrity and services come under question (―Account 

hijackings surge‖, 2004). The important factor that should be dealt with a rational amount of 

care is that the interface and authentication mechanism should not be merged into a single 

layer because it endangers the authentication system as the cloud interface is already exposed 

to the world.  

 

The use of login-aiding devices and secret keys can facilitate in unraveling this matter. These 

login aiding-devices are currently in use by financial institutions throughout the globe; 

however, a little modification in the way these devices work and an addition of supplementary 

security measures can strengthen cloud security. The following procedure is proposed which 

can help to a great extent to reduce the likelihood of account hijacks.  

 

 The cloud users have a login id and a password which they need to input for log in 

to the authentication server. Additionally, they should have a secret code which 

they can never input directly into the computer or client device. 

 They should have a login-aiding device which is directly connected to the 

authentication server through the independent mobile network. Every login-aiding 

machine has an unchanged IP address and that address is tied to the user account 

so a user can only use his/her device for log in. It will require a physical theft of 
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the device to get unlawful access to a user account which will be very difficult to 

do in this case. 

 The users cannot change their Secret Key online rather there should be a dedicated 

and automated phone line which will ask the users to input their register id number 

and the current secret key to set a new secret key for the login-aiding device.  

 Once the users have input their id and password correctly, the cloud server should 

provide them a random number to acquire a response code from the login-aiding 

device by putting that random number into it. The random code and response code 

is valid for five minutes. 

 The response code and the valid user credentials can authenticate the users to 

initiate a valid session on the cloud. 

 Most of the time, the users are from small companies and organizations which 

usually use the same IP addresses or a range of IP addresses. This can help in 

validating the user identity. The users can provide a trusted list if IP addresses to 

the cloud vender so the cloud authentication process can verify the client IP 

address by matching it with the stored IP addresses. 

 If an access is made to user credentials and secret key from unrecognized IP 

address, the user should be notified and access should not be granted. 

 

This security routine is described as a pseudo-code here. 

 

 

1. Input (Id + password) 

2. //Matching the input information with the stored information 

3. If ((LoginUser)==0) 

4. //checking the user provided data 

5. { 

6. Response.write (―Incorrect login information‖); 

7. Go to 1 

8. } 

9. Else 

10. GenerateRandomCode(); 

11. //Random code is displayed on user´s browser 

12. //Random code is valid for 5 minutes 

13. GetResponseCode(); 

14. //getting the response code from the user 

15. CheckResponseCodePattern (); 

16. If ((CheckResponseCodePattern)==0) 

17. { 

18. Response.write (―Invalid response code‖); 

19. Go to 10 

20. } 

21. Else 

22. Public String GetIP(String IP); 

23. { 

24. Return IP; 

25. } 

26. Public intMatchIP(IP); 

27. { 
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28. //checking with the stored IP list 

29. } 

30. If (MatchIP()==0) 

31. { 

32. Response.write (―IP address is not trusted, Contact the administrator‖); 

33. } 

34. else 

35. { 

36. Successfullogin 

37. } 

 

Most of the times, a cloud is serving a different kind of services to its users, for example it is 

delivering word processing services, performing spreadsheet applications and database 

services. This diversity of services that a typical cloud offers is a hurdle in making the cloud 

safer. The optimal solution from security and efficiency perspective is the concept of 

―Dedicated Cloud”. 

 

The dedicated Cloud: 

 

Every command that is given to a cloud by a user has a binary code that the cloud server 

understands and acts accordingly. A typical public and private cloud server delivers a great 

deal of different kinds of services to users. More services mean a vast range of scan codes 

being sent to the server. If the cloud server is delivering a single service but on a vast scale 

then we can acknowledge the cloud server in regards to all the valid commands that it has to 

obey. By doing so, the cloud server will be interrupted if any invalid or bulk command is 

given to it. The proposed dedicated cloud is a cloud which is offering similar services but to a 

vast group of users. It not only improves scalability, simplicity, maintainability, 

troubleshooting but will also ensures the automatic cloud security. By applying this, we are 

integrating security into the cloud services itself; moreover, the cloud will be in a position to 

take security decisions in case of any illegitimate access.  

 

5.2.4 Session Hijacks 

 

The theoretical studies highlighted that session hijacking has turned into a serious issue after 

the introduction of HTTP 1.1 protocols. The methods which are currently in use to steal active 

sessions are reverse-proxies, cross-site scripting, network sniffing and source-routed IP packet 

method. During the empirical study, it was found that the cloud service providers are using 

different measures to reduce the likelihood of session hijacking by employing strong 

encryption algorithms, regeneration of cookies after successful log in process and the use of 

long random session IDs. It was also noticed that the problem still exists due to the various 

technical impurities. This problem can be solved by using the SSL/HTTPS communication 

mechanism for the whole client area. It is discovered that not all pages being sent to the cloud 

users are protected by SSL. The pages without the protection are actually a security hole for 

the adversaries to get into the system. It is also evident that if all pages are protected by SSL; 

it will sufficiently reduce the network speed, so to address this issue, HTTPS protocols can be 

used. In this case, the user will be logged into the system by using a page protected by HTTPS 

and the cookies will be sent to the user through a SSL link along with the regular cookies. 

Once the user again tries to access the client area, the client browser needs to send the secure 
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cookie along with the regular cookie, which, even in case of successful session hijacking, the 

adversary will not have. This remedy will work best if it is not possible to protect the whole 

client area with SSL. Disallowing the multiple active sessions at the same time, will protect 

the cloud users even if their valid session cookie has been hijacked but this will work only 

when the real user is still logged in. For a safer way of communication and where the cloud 

users have a static IP address, this problem can be solved to a great extent by checking the IP 

address of the cloud user on every new HTTP request made by the user. These will rule out 

the possibility of session hijacking from a remote location. Moreover, the encryption should 

also be applied on the session value itself so even in case of successful cookie theft; the cloud 

user can still remain secure.  

 

5.2.5 The anonymous use of cloud services 

 

The anonymous use of cloud computing poses a lot of serious questions on cloud security. It 

has been observed that the problem is getting worse because of the cloud venders that are 

offering free trials of cloud services without proper users` verification. The governmental 

bodies suggested implementing E-IDs to authenticate users on the internet which is difficult to 

achieve because of the diverse internet-literacy level of the population. The solution to this 

dilemma is the universal identity management model which should be implemented 

worldwide. This will endow with identical opportunities to all the cloud venders throughout 

the globe and will not influence negatively a specific group of cloud venders in any country. 

The free trial offers cannot be regulated but there should be regulations to verify the clients 

with the help of a valid bank card. Currently; a large number of cloud venders offer free trials 

and paid accounts; the information that a user has to provide them is user name and a valid 

email address to get a free trial account. These credentials can be invalid and not necessarily 

validate the client whereas asking the customers to provide a valid bank card will verify their 

identity in a safer way. The frail user registration mechanism can be improved this way and 

the cloud usage model will be more protected. The authorization, authentication and interface 

mechanisms should be separated because this is the core rationale for anonymous usage and 

also for unlawful access to a cloud.  By applying the proposed universal regulations for user 

identity management; the degree of cloud usage ´auditing, user confidentiality, data integrity 

and non-repudiation will be amplified significantly.  
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6 DISCUSSION 
 

6.1 Conclusions 

 

Permanent denial of service attacks are usually neglected by the security analysts for various 

reasons. During the theoretical study, it became evident that in the very near future flashing 

attacks are turning out to be a very destructive weapon of cyber wars whereas other types of 

PDOS attacks such as, overvolting and power cycling are not a serious concern due to the 

architectural changes in the computing model. The main problem is with the Network 

Enabled Embedded Devices (NEED) because these devices have memory which can be 

updated or corrupted but these devices do not have any authentication mechanism for such 

updates. The empirical study uncovered that it is due to the lack of interest from the hardware 

manufacture industry as they are concentrating on operating system relevant features rather 

than paying attention to memory components of switches, printers, routers and bridges. The 

solution to this problem is a two-factor authentication mechanism which has two dimensions. 

The manufacturer should implement an authentication mechanism for updating of these 

devices by assigning every NEED a unique ID which is required to update the firmware. 

From the administrator perspective, the system administrators should be able to assign a 

password for updating the firmware in every device. To successfully update a devices, it 

should be required to have a unique hardware ID provided by the manufacturer and the 

password set by the system administrator. This two-facto mechanism will rule out the 

possibility of flashing attacks from remote locations completely and make the cloud 

components safer.  

 

The temporary denial of service attacks, which refer to DOS attacks, are the core security 

issue with cloud computing. The theoretical and empirical study concluded that this actual 

concern is threatening cloud computing future, at this point in time. The practitioners reveled 

that it is impossible to rule out the possibility of such attacks; however, the security 

mechanism can be strengthen to counteract these attacks. It is concluded that defense of the 

DNS servers is usually very loose and these servers are not as much protected as other cloud 

components are. In case where the DNS servers cannot be left as closed, the domain should be 

registered with more than one DNS server. The use of redundant DNS server is also very 

beneficial to cloud security. It was also concluded that DNS servers should have proper load 

balancing strategy and security mechanism same as the other cloud components have. It was 

concluded that DNS servers are usually not as much protected as other cloud components are, 

this fact opens new ways for the intruders to diminish the cloud services by attacking the DNS 

server instead of attacking the cloud itself.  

 

The problem of junk traffic can be solved by configuring the routers to block junk packets and 

irrelevant queries at the cloud outer-border. This security measure is highly beneficial to 

cloud security because it will provide a security mechanism at the outer boundary of a cloud. 

There is a trend among the security analysts to consider ISPs responsible for junk traffic; 

however, if the above mentioned measure is taken, it will safeguard a cloud reasonably well. 

A DOS attack can turn into more of a problem if it affects the routers, so the effective 

isolation of router-to-router traffic will certainly reduce the threat of DOS attack to the 

routers. 
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The other issue is packet filtering which is the major cause of the failure of security measures 

because these measures are not as intelligent to optimally distinguish between junk and 

relevant data packets. The data packets which require a session on the cloud server and posses 

a state are the major cause of DOS attacks, for example ICMP ping flood and SYN flood 

attacks. Such packets should be treated separately and with extra security because the 

conventional security measures cannot perform in-depth analysis of every data packet. To 

make the server identify which packet is stateless and which requires a state, is quite complex 

and fiddly at present due to heavy network traffic. This problem can be solved by setting an 

extra bit in the IP header of those packets which require a state. Although this change should 

be done at universal level and would take time but it will provide a protocol-independent way 

to identify packets which require extra care and will assist firewalls to drop those bits which 

are requesting a session but without state-bit being set. The biggest advantage of having such 

mechanism is that the security check will be at the outer boundary of the cloud and it can also 

limit the maximum number of allowed states per each client. This will significantly reduce the 

likelihood of DOS attacks. 

 

Account hijacking is a severe danger that cloud computing faces today. The results of an 

account hijack can be destructive because the attackers can steel secret information, violate 

data integrity and can perform financial transactions. The important factor that security 

analysts should be concerned with is that the interface and authentication layer should not be 

merged into a single layer because it endangers the authentication system as the interface is 

already exposed to the world. Basically, it opens a breakup point into the authentication 

system of a cloud. The use of login-aiding devices along with secret keys, other than 

passwords, can help in protecting the cloud users. These devices are in use in many financial 

institutions throughout the globe and have a very effective security mechanism especially in 

Sweden; however, this mechanism can be further enhanced by implementing a few rational 

security measures. The algorithm is described in the section 5.2.3 in sufficient details that how 

it can be achieved. However, during the empirical study it was found that cloud users are 

reluctant to adapt to such complex and time consuming security mechanism. They need to 

have additional security but with less extra efforts on their behalves, which is logical 

according to human psychological perspective but not encouraging from security analysts‘ 

perspective. The solution to this problem is implementing different levels of security 

mechanism and users can be given freedom to adapt to which level of security they want to 

have. This not only make the cloud secure but will also satisfy the cloud users´ psychological 

and security concerns.   

 

Most of the time, a cloud is serving a different kind of services to its users such as,  word 

processing, spreadsheet applications and database services. This diversity in the services is a 

big hurdle in implementing a strong security mechanism. A new cloud service model 

―Dedicated cloud‖ is proposed in this research work to strengthen the cloud security.  

 

Every command, which is given to a cloud by a user, has a binary code which the cloud server 

understands and acts accordingly. If the cloud server is delivering a single service but on 

massive level, we can acknowledge the cloud server in regards to all the valid commands. By 

doing so, the cloud server will be interrupted if any invalid or bulk command is given to it. It 

not only improves scalability, simplicity, maintainability, troubleshooting and will also ensure 

the automatic cloud security by integrating the security into the cloud services itself. 

Moreover, the cloud server will be able to take security decisions in case of any illegitimate 

access. 
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The theoretical studies pointed out the serious issue of session hijacks especially after the 

introduction of HTTP 1.1 protocols. This problem can be solved by using the SSL/HTTPS 

communication mechanism for the whole client area. It is unveiled that not whole the client 

area is protected by the SSL protocols. The pages which are not protected are actually a 

security hole to launch session hijack tools. The theoretical studies revealed the reason for not 

protecting the whole client area is that it will reduce the network speed and delay the 

transaction time. The optimal blend of HTTPS and SSL protocols can solve this problem. The 

client sign in area should be protected by HTTPS protocols and the cookies should be sent 

through a SSL link along with regular cookies. After the successful log in process, if the user 

tries again to access the protected area, the client browser has to send both the cookies; 

regular and the secured cookie. Disallowing the multiple sessions and the use of trusted IP 

address lists will help even further.  

 

The theoretical study helped in revealing the security issues and their solutions whereas the 

empirical study helped in acknowledging the concerns of users and security analysts in 

regards to these solution strategies. The ideas collected during the empirical phase and the 

knowledge acquired during the theoretical study helped a great deal in setting the solid 

foundations for concluding the results. Moreover, there were many facts upon which 

theoretical and empirical results did not converge together and those point of conflict turned 

into be a rich source of innovating ways to find the optimal solution which can satisfy both 

the theoretical and practical perspective at the same time.  

 

6.2 Implications for Informatics 

 

Information security, information system development and users are vital part of informatics 

and the role of each stake-holder cannot be ignored. The research findings have direct 

implications for information security, system development practices, users and architectural 

design. 

 

From the information system development perspective, the research results have a lot of 

significant implications. The developers of information systems should consider that now 

users are more concerned about their privacy, data integrity and the quality of service. The 

suspension of a service, even for a short interval, really means a lot to the users. To keep the 

users´ trust level as up as required, is now highly challenging due to competitive environment 

in IT industry. The security of the information system is highly important towards a success 

or failure of any information system and the security mechanism should follow some agreed-

upon standards. 

 

The implications from the design perspective are also apparent in the research conclusions. 

The system design should be uncomplicated but protected. It is not an intelligent design-

decision to bind the users to pursue composite and time intensive routines for security. The 

system should put into practice the security checks at the backend rather than forcing the users 

to go through long security routines. Moreover, the design should also follow the security 

principles as well because a lot of security threats arise due to a loose system design. The 

diverse computer-literacy level of the users should also be taken into consideration while 

designing the system. 
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From the information perspective, the implication could be that the knowledge of the latest 

security threats, solution strategies, changing trends in quality of service and how the service 

should be delivered is very vital to be familiar with. The latest information is exceedingly 

advantageous and significant in contending with the competitors. The users have now 

additional choices, this is the reason why neglecting the imperative information can drive the 

organization out of the competitive environment. 

 

From the hardware architecture perspective, it is vital to analyze the hardware configuration 

from security perspective as well. The in-depth examination of the firmware protection is 

becoming very decisive and even insignificant negligence may have destructive consequences 

to the hardware components. The authentication mechanism for firmware updates and to 

enable the system administrators to set their security procedures is getting noteworthy 

importance. 

 

6.3 Method evaluation 

 

The purpose of textual analysis is to provide deeper understanding of the problem statement, 

insight into the relevant literature sources and to offer a solid theoretical foundation which can 

direct to the targeted empirical research (Denise, 2006). The theoretical material was chosen 

according to a set criterion. The literature sources included journal articles, books, online 

databases, Google books, whitepapers published by the cloud security analysts and the 

security bulletin reports. The textual analysis of this material along with the study of relevant 

research areas and theories, assisted in understanding the subject areas and the magnitude of 

the problem. The relevant research areas; Information security, Grid computing, Anonymous 

use of internet, Encryption/Decryption procedures, Firewalls, Digital signatures also helped in 

achieving a comprehensive understanding of the topic and its impact on the applicable 

domains. Although the textual analysis phase contributed significantly in getting the in-depth 

information of cloud security issues and their solutions, but there were many issues faced 

during the textual analysis. The major problem with the literature published about cloud 

security issues is that the companies that are known to be the pioneer in cloud security, do not 

want to disclose their knowledge strength. They highlight the security concerns in a very 

comprehensive approach and make available their technical views on every emerging security 

threat very early but they do not reveal their solution strategies. They usually keep their 

security routines undisclosed from the rest of the world until those solutions strategies become 

pervasive. This actuality is because of competition in the cloud security domain but it was a 

big obstacle in knowing the cloud security solutions as well. The other problem is that the 

knowledge of the cloud security domain becomes outdated rather quickly. The emergence of 

novel security issues, their changed mechanism, new solution strategies and the ever-changing 

trends in cloud security are the reasons of this problem. For example; the author studied 

various articles related to cloud security threats and the articles those were published before 

2005 were pointing to different security threats as compared to the latest research work. 

Previously, PDOS attacks were a major apprehension for cloud researcher whereas now 

people are more concerned about temporary denial of service attacks, session hijacks and 

identity thefts. This reflects the changing trends in cloud computing and this insight into the 

past helps in gaining access to trends of the future in cloud computing.  

 

Another issue which was found in the literature study is that people are divided on the 

security solution strategies; for example, a great number of cloud security analysts consider 
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that increasing the bandwidth of a cloud is a good solution to overwhelm a DOS attack 

whereas others reflect that it can worsen the DOS attack. Practitioners also projected to have 

stringent regulations against anonymous usage of cloud computing whereas countless 

scholarly research work favors for the anonymous usage model of cloud computing. Both 

have strong arguments in favor of their opinions. It was a little baffling in the beginning of 

theoretical study but later it was realized that this assortment of opinions is a very vigorous 

activity which will boost research in cloud computing and will provide it with new 

dimensions.  

 

The interview method was proven to be incredibly effectual in investigating the issues and 

concepts in details and to dig up practitioners´ opinions about certain matters. It helped in 

removing the ambiguities in the research theme and in understanding the technical intricacies 

of the problem domain. The interview preparation, sitting arrangement, recording of 

responses, sequence and complexities of the questions were given adequate considerations. 

The progression of questions and their complexities did not remain equivalent in all the 

interviews because of the interviewees´ responses and their technical proficiency level. The 

author conducted extensive research prior to the empirical phase; however, during the 

empirical phase, the author came across many new concepts, ideas, solution strategies for 

cloud security issues and emerging trends in the cloud computing. This is the reason why this 

method of empirical research provided valuable technological feedback from the practitioners. 

The choice of conducting the interviews was a good decision because it added additional 

potency into this research, familiarized the author with the security solution strategies and 

provided the knowledge of the other people that are dealing with cloud computing for an 

elongated time. However, there were a few issues as well with this method; one issue was of 

less response ratio for the interview requests. A lot of people did not respond to interview 

requests whereas most of them asked for interview questions in advance. All the practitioners 

were provided with interview questions on their demand; however, a lot of people did not 

respond after getting those questions. This thing, in fact, helped the author to alter the 

questions and to diminish their complexity level. The questions were revised and technical 

complexities were removed from them. This revision boosted the interview response ratio.  

 

The questionnaire method was used during the empirical study; however, the response ratio 

was quite discouraging. Not all the people replied to the questionnaire requests whereas many 

of them responded to a few questions only. The questionnaire was also revised as well by 

removing the ambiguities and conceptual terms from it. The motive behind removing these 

two elements was that a questionnaire is not an appropriate source of getting the conceptual 

and complex feedback rather than it is finest suited for short and close-ended questions. Due 

to the less response ratio of online questionnaire, the paper-based questionnaires were also 

used. The response was highly encouraging for paper based questionnaire. The major thing, 

which was learnt from this method, is that questionnaire size should not be lengthy, it should 

not have mandatory questions and the respondents should have the liberty to provide their 

judgment and ideas as well. This liberty was provided to the questionnaire informants by 

putting a question ―Could you please give your opinion to improve the cloud security‖ and a 

lot of fascinating ideas were acquired in a return. 

 

The empirical findings helped in not only verifying the theoretical particulars but also 

provided pioneering ways to contract with cloud security issues and to be familiar with the 

prospect trends in cloud computing. 
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6.4 Result evaluation 

 

Triangulation method is used to confirm the theoretical and empirical findings and to settle 

the differences in the data sources and methodological approaches. Various theoretical data 

sources are used which included; books, journal articles, online databases, whitepaper 

published about cloud security threats and the security bulletin reports published by cloud 

security solution providers. Triangulation method helped in validating the theoretical 

perspective and to achieve the completeness and substantiation of the research findings.  

  

The data triangulation played its part by cross checking the data sources to eradicate bias and 

contradictions in the data. The data were collected from different sources, at different time 

and at different situations. This diversity helped in attaining a richer amount of data and by 

cross checking with triangulation, the data were refined.  

 

The methodological triangulation was also used to involve the various qualitative and 

quantitative method of data collection to interpret a single set of data. By using various data 

collection methods such as; textual analysis, interviews and questionnaire, the confidence was 

brought in validating the research findings. Moreover, the triangulation method created 

innovative ways of understanding the research problem and in refining the research findings. 

Data and methodological triangulation helped in achieving consistency, validity, research 

ethics and balance in the research structure. 

 

6.4.1 Consistency 

 

The consistency in the theoretical and empirical research is of prime importance and this is 

the reason why a consistent approach has been followed throughout the research for 

theoretical and empirical research to ensure a consistent look of the research work. The author 

followed the consistent criteria for textual analysis, theoretical and empirical sampling and for 

validating the research findings. This research comprised of various theories, research areas 

and concepts, this is the reason why the chance of having a blend of different characters of 

knowledge in the study is possible. However, a great deal of care was paid to choose the 

criterion for each research activity and later on those criteria were strictly followed during the 

research work.  

 

6.4.2 Validity 

 

The importance of validity cannot be compromised in any research work; this is the reason 

why validity was considered as a prime force that can direct the usefulness of research 

findings. The selected data sources were checked for their validity and sufficient attention was 

paid in the selection of data sources. The outcome of data collection from various sources was 

cross-checked to ensure the validity in the research findings. On the other hand, the data 

collection methods which were used in this research work were analyzed and scrutinized 

before their use in this research work. The choice of conducting interviews and questionnaires 

was paid considerations by considering their potential impact and conformance with the 

research scenario. The cross-checking of research findings from methodological perspective 

helped in achieving the validity of results. 
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6.4.3 Research ethics 

 

Ethics is vital to the moral in a research (Oliver & Eales, 2008). Each person who was 

involved in the research either as an interviewee or as a questionnaire informant was awarded 

with due respect and their confidentiality was not compromised. It was given prime 

importance to not to write any piece of malicious code that can be misused in the future. 

Moreover, it was assured not to mention any offensive tool which can be misused. The reason 

behind this care was that if such material is discussed in the research, it may be used for 

illegitimate purposes. This mechanism ensured that research findings are valid and are 

accurately based on the research ethics. 

 

6.4.4 Structure of the research 

 

A good structure to research is always necessary although it may affect the richness of 

meaning; however, a correct balance has been ensured between the richness of meaning and 

the structure of the research. The research was started with theoretical investigation and the 

theoretical facts were summarized at the end of the theoretical study phase. Later on, the 

empirical study was launched to validate the theoretical findings and to discover practitioners´ 

ideas and beliefs. This ideal mix of both studies; theoretical and empirical, brought a balance 

in the research and has provided a scientific meaning and innovation to the research.  

 

6.5  Possibilities to generalize 

 

The theoretical literature sources were chosen according to a predetermined criterion and the 

theoretical material was analyzed according to the data analysis procedures that are mentioned 

in the research design section 2.4. The theoretical findings were compared with the empirical 

outcomes to ensure the validity of the results and to innovate new ways of solving the cloud 

security issues. The empirical results base on the empirical sources. The empirical sources 

were cloud security analysts, cloud users, researchers, IT students and companies dealing with 

cloud security threats. The solutions concluded by this research can also be generalized to the 

relevant research areas as well. The conclusions about how the users‘ account and session‘s 

data should be protected, are uniformly applicable to the online information systems as well. 

The measures presented here to safeguard data integrity are valid in other disciplines where 

the data integrity is of prime significance such as online banking, e-marketing, e-commerce, 

e-services and online content management systems. The measures for safeguarding the cloud 

network from temporary denial of service attacks can be generalized in the network security 

field as well. These measures will produce beneficial fallouts if these are implemented at a 

local network level. The guidelines about safeguarding the firmware update authentication 

mechanism are highly beneficial for people designing the computer hardware architecture.  

 

Rich Smith, head of HP's Systems Security Lab, also pointed out the similar apprehensions 

about permanent denial of service attacks in his article ―Flashing attacks‖. He argued the need 

to consider flashing attacks while designing the computer hardware. Gunter Ollmann, chief 

technology officer at ―IOActive Inc‖, showed his concerns about firmware update mechanism 

in his article ―Hacking Firmware and Detecting Backdoors‖. Both of them pointed out the 

issues with firmware update mechanism and the research findings of this project has a clear 
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resemblance with their findings; however, a solution is suggested in this research to the issues 

that Rich Smith and Gunter Ollmann have highlighted in their research work. 

 

Dr. Dimitrios Lekkas, Department of Product and Systems Design Engineering, University of 

the Aegean, Greece, has addressed the problems with authentication mechanism of cloud 

computing model and data integrity in his article ―Addressing cloud computing security 

issues‖. The theoretical findings of his work have significant relevance with the theoretical 

facts concluded about the cloud authentication mechanism and data integrity.  

 

The conclusion presented here have a significant relationship with the research findings of 

other worldly recognized cloud security analysts; however, this research has taken further 

steps to offer better and enhanced solutions by analyzing the literature material and 

conducting the empirical study. The research results can be generalized in the above 

mentioned disciplines to a great extent. However, total conformance of the conclusions 

proposed for cloud security, with the other disciplines cannot be guaranteed but the significant 

relationship is evident from the research conclusions.  

 

6.6  Ideas for continued research 

 

During the research and analysis phase, the author came across numerous fascinating ideas 

and facts that could be further investigated but those ideas fall outside the research boundary 

of this research project. I would like to declare here that leaving such appealing facts 

untouched was a hard but shrewd decision. During the theoretical study, I felt the need to 

further investigate the necessity of having separate communication protocols which are 

specifically intended for cloud data communication. The need to have regulations for 

anonymity of cloud usage is of immense magnitude and sooner or later we will need to have 

some worldwide rules for the anonymity of cloud usage model. The motive for having such 

principles and regulation is that by providing free trials of cloud services with frail user 

registration mechanism and loose user authentication system; we are actually posing solemn 

questions on cloud security. The idea to have diminutive adjustment in the IP header of data 

packets is very demanding. This change should be implemented at global level and will 

provide a protocol-independent method to recognize data packets which require extra care. 

The prime gain of having such mechanism is that the security checks will be done at the 

external frontier of the cloud and it can also limit the maximum number of permissible states 

per each cloud user.  It was also suggested to have slight alteration into the cookies 

information to guard the session data from unlawful access. This proposal is very motivating 

and demands further extensive research into this field. These ideas obtain extraordinary 

significance because these are presenting explanations to the issues with which the world is 

suffering from today. 
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