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Abstract 

 

Every day, a new publication on information systems highlights about Cloud of Things (CoT) 

vulnerabilities; in most of these publications, vulnerability is quoted as the most substantial barrier for 
CoT realization. However, formulating a justifiable appraisement of the actual vulnerability impact on 

CoT is difficult because in many of these publications, the term security “vulnerability” is stated 

incorrectly as a threat or the publication does not discuss CoT-specific vulnerabilities. To achieve a well-

founded understanding of CoT vulnerabilities, this literature review identifies the major vulnerabilities 
and their security controls and to identify any gaps for future research. A systematic literature review 

(SLR) approach using 58 articles is considered for this review. Based on this review, a taxonomy is 

created to classify the existing CoT vulnerabilities and security controls. This literature review identifies 
and discusses similarities and differences among various vulnerability issues and solutions. Most 

reviews previously performed were limited to the threats to the application interface and virtualization 

level, whereas this SLR thesis expand to the vulnerabilities in connectivity and things level of CoT. This 
study emphasize the importance of a clear definition of cloud of things vulnerabilities and to facilitate 

better understanding and assessment of CoT vulnerabilities to build more secure systems. 
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1 INTRODUCTION 

Recently, the Cloud-based Internet of Things (Cloud-of-Things or briefly CoT) has emerged as 

a new paradigm that enables intelligent and self-configuring Internet-of-Things (IoT) devices 

and sensors to be connected to the cloud through the Internet (Sahmim and Gharsellaoui, 2017 ).  

Figure 1 Google search trends since 2004 involving the terms for Cloud of Things.  

 

Figure. 1 shows the popularity of CoT terms using the Google trend web search tool over the 

last 14 years for terms involving Cloud of Things.  Since CoT has come into existence, search 

volume has consistently increased. As per Google’s search forecast, this trend is likely to 

continue, indicating genuine and continuing interest in CoT. 

 

The new CoT paradigm enables IoT devices to take advantage of the cloud’s powerful features, 

such as scalability, high-performance computing, and petabyte storage capability for real-time 

processing (Sahmim and Gharsellaoui, 2017 ). Furthermore, the CoT paradigm empowers 

cloud services to analyze IoT context using complex models.  

 

According to Sethi and Sarangi (2017), Cloud of thing consists of cloud computing, 

connectivity and things layer. Cloud computing is an information technology (IT) paradigm 

that enables ubiquitous on-demand network access to a shared pool of configurable resources. 

Cloud shares storage, network, and computing resources in ingenious ways using virtualization 

technology (Hogan et al., 2011 ). The connectivity layer connects smart things to cloud services 

using network devices. Finally, the things physical layer consists of IoT devices such as micro 

controller unit (MCU) for collecting information from sensors or performing actions using 

actuators.  

 

Nowadays, cloud and IoT services have been intensively integrated in our everyday lives in 

such a manner that most people are not aware of the usage of them in products. Despite the 

advantages of CoT systems, the lack of awareness about CoT-specific vulnerabilities is 

problematic. 

 

Grobauer et al. (2011) argued that the definition of vulnerability is the probability that a system 

is unable to resist the actions of a certain type of attack.  The vulnerabilities disclosed in overall 

IoT and cloud industrial systems from 2015 to 2017 are those illustrated in Figure 2 according 

to Symantec (2018). Based on Figure 2, there is a 12% increase in the number of reported 

vulnerabilities recorded in 2017 versus 2016. In other words, many developers implemented 

cloud services without considering CoT vulnerabilities. In consequence of this, vulnerabilities 

hinder businesses implementing and maintaining CoT systems.  
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Figure 2 Vulnerabilities disclosed in industrial cloud systems (Symantec, 2018 ) 

 

Many recent publications highlights vulnerability as the most substantial barrier for CoT 

realization. However, summarizing a justifiable appraisement is difficult because of the misuse 

of the terms “vulnerability” versus “threat” (Grobauer et al., 2011 ). 

 

Therefore, this thesis presents a systematic literature review (SLR) aiming to provide a 

comprehensive summary categorizing the existing CoT vulnerabilities and security controls. 

Learning about CoT vulnerabilities and security controls can provide better insights for 

businesses on transferring local information systems into a CoT system in a safe manner. This 

thesis aims to achieve the following objectives:  

 

• To provide an understanding of CoT vulnerabilities . 

• To provide a summary categorizing existing CoT security controls. 

• To discover and highlight possible gaps for future research. 

 

An SLR research methodology is an evidence-based systematic review of literature. By 

searching several keywords and defined criteria, a set of reliable publications were collected 

and iteratively evaluated to provide the theoretical summary. This literature review identified 

many publications of which 58 were considered and included in the final theoretical summary. 

Lastly, this theoretical summary is used to practically categorize the existing CoT 

vulnerabilities and security controls. 

 

Moreover, the review results are provided to facilitate a trade-off analysis by considering the 

various vulnerabilities and security controls, and to extract the possible gaps for further 

research. This thesis should provide significant benefits to individuals and businesses deploying 

solutions.  

 

1.1 Problem Statement 

 

As shown in Figure 2, the increasing percentage in vulnerabilities has presented new challenges, 

that prevent individuals and businesses from implementing CoT systems. Therefore, this review 

aims to summarize CoT vulnerabilities and security controls to present the reader with up-to-

date evidence-based information.  

 

This awareness will enable the designers and providers of CoT systems to obtain better insights 

into how to mitigate a vulnerability caused by the action of certain type of attack using 

documented security control. 
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1.2 Research Questions  

 

Based on the objectives discussed in the Introduction, the following research question is 

introduced which is fundamental for carrying out the SLR: 

 

(Q1) What types of vulnerabilities are presented in the literature regarding Cloud of Things?  

 

This thesis will also discuss the following secondary questions: 

 

(Q2) What security controls are presented in the literature regarding Cloud of Things?  

 

(Q3) What distinguishes this SLR from previous studies related to the cloud and the IoT 

paradigm? 

 

(Q4) What are the possible gaps for future research? 

 

1.3 Target Groups  

 

Our primary target groups are researchers, individuals, programmers, and students in the field 

of informatics. The thesis objective is to provide these target groups with detailed insight into 

various CoT vulnerabilities and solutions that should be considered to satisfy user requirements. 

 

1.4 Delimitations  

 

This thesis illustrates the security features expected for CoT services in the near future. Thus, 

this study focuses on individual evidence-based research and does not cover other materials 

such as blogs, newspapers, and social media.  
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1.5 Outline 

 

Chapter 1 – Introduction 

This chapter introduces the background in which the review was conducted. It presents the 

purpose of this study along with the research questions and states the problem being addressed. 

The motivation for conducting this study, the target groups, delimitations, and the relevance of 

this work to the informatics field are presented. 

 

Chapter 2 – Risk, Threat and Vulnerability  

This chapter presents the theoretical terms of this thesis. The difference among the terms: risk, 

threat, and vulnerability in CoT are described. 

 

Chapter 3 – Cloud of things 

Relevant theories such as different aspects of cloud computing and CoT are described. 

 

Chapter 4 – Previous SLR Research  

This chapter presents the previous SLR studies related to the cloud of things.  This chapter 

compares previous studies based on the vulnerability focus and security controls discussed. It 

aims at organizing and analyzing the data to provide an answer to the third research question, 

“What distinguishes this SLR from previous studies related to the cloud and the IoT paradigm?” 

posed in Chapter 1. 

 

Chapter 5– Research Methodology  

This chapter presents the thesis methodological choices providing a detailed presentation of the 

research methodology – the Systemic Literature Review. The research method, search strategy, 

search process, data collection and extraction methods, as well as the data synthesis method are 

described. This chapter ends with an evaluation method applied to this research. 

 

Chapter 6 – Results of Systematic Literature Review 

This chapter presents the results obtained from the systematic literature review. It aims at 

organizing and analyzing the data to provide an answer to the first and second research 

questions, (Q1) “What types of vulnerabilities are presented in the literature regarding CoT? ” 

and (Q2) “What security controls are presented in the literature regarding CoT? ” posed in 

Chapter 1. 

 

Chapter 7 – Analysis of Results 

This chapter compares the results found in previous chapter. Moreover, it serves as one of the 

fundamental for the discussion and conclusions in the following chapter. It provides details 

regarding the similarities and differences among the various CoT vulnerabilities and security 

controls. Besides, it also provides an answer to the last research question, “What are the possible 

gaps for future research?”.  

 

Chapter 8 – Conclusions and Discussion 

The final chapter presents the conclusions drawn from the results and discusses them in relation 

to the research questions. The implication of the findings underlying research questions are 

presented.  
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2 Risk, Threat and Vulnerability  
This chapter describes the theoretical basis to provide insights into the different terms: risk, 

threat, and vulnerability  associated with CoT. For developing a strong CoT security mechanism, 

it is necessary to understand the relationships of three terms. Authors of previous systematic 

literature reviews use these terms interchangeably, but they are distinct terms with different 

implications. Before taking a closer look at CoT-specific vulnerabilities, I first establish what 

“vulnerability” really is. 

 

According to Stephen (2017), a security expert in his interview argues that risk is a very board 

topic that customers should consider across a spectrum in IT architectures to identify where 

there is a potential for threat and eventually vulnerability. 

 

In other words, a threat is a new incidence caused by human involvement that a customer has 

just discovered and it needs to be identified.  

 

A CoT-specific vulnerability is a known cloud of things issue.  It is important to know that most 

vulnerabilities are exploited by automated attacks rather than a human attacking some location 

in the network. Understanding vulnerabilities is important to ensure the continued security of 

cloud systems by identifying weak points and developing a strategy to respond quickly 

(Abomhara, 2015 ). 

 

Finally, risk can also be defined as follows “Risk = Threat × Vulnerability”. 

 

 

2.1  Vulnerability in depth 

 

Vulnerability is a main factor of risk. According to Grobauer et al. (2011, p.50), the term 

vulnerability is defined as “the potential that a given threat will exploit of a group of assets and 

thereby cause harm to the organization based on the frequency of such a loss event and loss 

magnitude of consequence”. A loss event occurs when a hacker successfully exploits a 

vulnerability. The loss event frequency is determined by the hackers’ motivation, which 

depends on the following:  

 

 What can hackers achieve by launching a malicious attack?  

 What is the risk to the hackers? 

 To what extent do the hackers obtain access to the victim’s information? 

 

Answering these questions will help to understand the difference between hackers’ capabilities 

and the system’s strength to resist the attack. Therefore, vulnerability is the probability that an 

asset fails to tolerate a hacker’s actions (Grobauer and Schreck, 2010, Grobauer et al., 2011 ). 
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Figure 3 (a) Number of zero-day vulnerabilities and  (b) recorded vulnerabilities 

(Symantec, 2018 ) 

 

Figure 3 (a) shows the number of zero-day vulnerabilities while Figure 3 (b) shows the number 

of recorded vulnerabilities affecting industrial control system (ICS) technology. Based on the 

Symantec (2018), in 2017, an increase of 7% in the number of zero-day vulnerabilities was 

discovered. A zero-day vulnerability is considered as a timeline from when a hacker discovers 

vulnerabilities to the time an exploit is created for launching an attack.  Furthermore, the 

Symantec (2018) report claims that most of the advanced attacks continuously profit from 

previous undiscovered flaws in popular browsers plugins. This explains the importance of 

achieving a well-founded understanding of what the term “vulnerability” stands for. The hidden 

motivation of malicious attacks could be a geopolitical dispute or a ransom-related attack. It is 

important to know that such attacks could have serious consequences, and their effects could 

linger for some time. 

 

A CoT resource may have vulnerabilities that can be exploited by an attack agent. According 

to Ning et al. (2013), there are two types of vulnerabilities: “active” and “passive”. An active 

threat attack changes the system resources or affects their operation, compromising integrity or 

availability. A passive threat attack uses information from the system but does not affect system 

resources, thus compromising confidentiality. The result of such an attack can potentially 

compromise the basis of Information Security (CIA triad). Ning et al. (2013) indicate that the 

CIA triad stands for confidentiality (C), integrity (I) or availability (A) of physical and logical 

resources.  

 Confidentiality - prevent unauthorized disclosure of information.  

 Integrity - assure that data cannot be modified in an unauthorized manner.  

 Information - should be readily available to authorized users. 

 

In an attack scenario, an attack agent through an attack vector exploits a vulnerability. In a CoT 

system, the related security controls mitigate the effects of such exploitations. A threat agent 

that exploits a vulnerability causes a technical impact that in turn causes a business impact   

(Ning et al., 2013 ). 

 

According to Ge et al. (2017), the vulnerability level can be measured by using attack success 

probability, attack cost, attack impact and compromise rate.  

 

 Attack success probability: The probability that an attacker successfully exploit a 

vulnerability.  

 Attack cost: The cost spent by an attacker who successfully exploited a vulnerability.  

 Attack impact: The loss caused by an attacker who successfully exploited a vulnerability. 

 Compromise rate:  The frequency of successfull attacks per oe hour.  
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Figure 4  CoT architecture 
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3 Cloud of Things 
 

In this chapter, I discuss the relevant layers of CoT architecture such as cloud computing, 

connectivity and things layer. Then, I explain cloud computing in detail. Finally, I discussed 

CoT applications.  

3.1 Architecture 

 

There is already great concern regarding vulnerability in cloud-based applications (Botta et al., 

2016 ). The CoT collects data coming from the real world using for instance sensors to cloud 

computing environments. This enables CoT to trigger actions in the real world in a much more 

structured order. In this thesis, I describe the vulnerability concerns in three layers: cloud, 

connectivity, and things. According to Botta et al. (2016, p.696), it is challenging to deal with 

different vulnerabilities such as followings: 

 

 raw data can be tampered with on the cloud layer;  

 the communication channels in the connectivity layer are vulnerable to side-channel 

information leaks, so the CoT must ensure that only authorized individuals have access to 

sensitive data (e.g., data integrity is ensured); 

 malwares might be injected into sensors to produce tampered data at the things layer.   

 

Figure 4 overviews the CoT architecture. According to Sethi and Sarangi (2017), CoT has three 

layers, namely, the cloud computing, connectivity, and things layers. 

 

 Cloud computing layer. The cloud computing layer is responsible for delivering 

application specific services to the user through IoT. Users can monitor ”things” through 

cloud services on their connected devices.  

 

CoT Gateway: Represents IoT application communication protocols utilized to connect 

things, such as MQTT (Message Queuing Telemetry Transport), CoAP (Constrained 

Application Protocol), XMPP (Extensible Messaging and Presence Protocol) and WAMP 

(Web pplication Messaging Protocol). Such protocols are used within other protocols like 

messaging and application protocols to provide secure communication. Similarly, for 

routing, The Internet Security Protocol (IPSec) is typically used to provide end-to-end 

security for routing and 6LoWPAN protocols. 6LoWPAN is a protocol of IPv6 for Low-

Power Wireless Personal Area Networks (Watts, 2016 ). 

 

 Connectivity layer. According to Watts (2016), the connectivity layer encompasses a wide 

range of objects and technologies such as radio frequency identification (RFID), near field 

communication (NFC), wireless sensors network and wireless actuators networks. The 

connectivity layer is responsible for connecting smart things to network devices, and cloud 

servers. Its features are also used for transmitting and processing sensor data. 
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Figure 5 Security problems in connectivity layer (Lopez et al., 2017 ) 

 

Figure 5 shows the security problems in the connectivity layer. According to Lopez et al. (2017), 

threatened entities can be classified into two main categories, namely the user and/or the 

network. For user-centric security, the problem arises when attackers capture sensitive 

information from sensors and users. Therefore, the connectivity layer can be used as a platform 

to spy on anyone or anything. For a network-centric security, the problem arises when the 

external attackers want to learn from the message contents and monitor information regarding 

the network, such as node identity, location, and event time.  

 

Things layer.  In CoT physical layer, sensors collect information from the environment and 

actuators perform actions. According to Botta et al. (2016) and their definition of the CoT 

architecture, two main categories of CoT communication are shown in Figure 6. The two main 

categories are (a) thing to thing communication and (b) human to thing communication. 

 

 
Figure 6 Two main categories of CoT communication  
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3.2 Cloud of things applications 

 

According to Gubbi et al. (2013), there are several applications which will be impacted by the 

emerging Cloud of Things. These applications can be classified based on the type of network 

availability, coverage, scale, heterogeneity, reusability, user activity, and impact. CoT 

applications are classified into four domains such as the personal domain for individual users, 

enterprise for community users, utilities for national users and mobile for users across all 

domains.  

 

A few typical applications in each domain are discussed below. 

3.2.1 Personal domain 

 

According to Gubbi et al. (2013), CoT can be applied to ubiquitous healthcare retrieval of 

information using body sensors that upload the data to cloud storage. In this case, a smartphone 

can be used as the device gateway along with several connectivity interfaces such as Bluetooth 

to retrieve sensor information used for measuring physiological parameters. CoT application 

allows a doctor to monitor patients in their homes, thereby reducing hospitalization costs 

through early detection of symptoms and subsequent treatment. 

 

In case of home appliance, CoT controls items such as air conditioner, refrigerator and washing 

machine. Home users are able to monitor home appliances, thereby reducing costs through 

energy management. In this domain, sensor information is used only by individuals who own 

the network. 

3.2.2 Enterprise domain 

 

Gubbi et al. (2013) refer to the larger level of connected things within an enterprise-based 

application as the enterprise domain; information gathered from such networks is used only by 

the network of thing’s owners. For instance, a monitoring application is implemented to keep 

track of the number of employees and manages the utilities and fire system within a building. 

A wireless system provides the flexibility to alter the framework setup whenever required.  

 

Numerous CoT applications in the urban environment can benefit from the realization of a smart 

city wireless network capability. Good example of these application are smart water 

management and smart waste management. These applications are classified according to their 

impact on citizens, considering issues such as health, productivity, and pollution. 

 

3.2.3 Utilities domain 

 

According to Gubbi et al. (2013), CoT applications collects information from utility devices 

using connected networks for service (utilities) optimization rather than user consumption. 

These types of applications are being used by utility companies for resource management to 

optimize costs. For instance, smart meters are used by electricity supply companies on a 

national scale to monitor critical resources. The connected network can vary among various 

types, such as cellular, WiFi and satellite networks for this domain. 

 

At the personal scale, CoT enables homeowners to monitor every electricity point. By using 

this information, owners can modify the way electricity is consumed in the house. At the 
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national scale, collected information is used for load balancing within a power grid, ensuring 

high quality of service maintenance. 

3.2.4 Mobile domain 

 

Gubbi et al. (2013) argue that mobile domain applications must be place in a different domain 

because of the requirements for data sharing and backbone cloud implementation.  

 

Another reason could be that mobile domain applications such as smart transportation and 

logistics are the main factors involving urban air quality degradation and greenhouse gas 

emissions.  

 

In the mobile domain, CoT applications have various impacts on resource efficiencies and 

productivity for real-time operations. For instance, dynamic traffic information will affect 

traffic movement, allow for better planning, and improve scheduling in smart transportation 

applications.  
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3.3 Cloud computing layer 

 

Traditional applications are very complicated and require a team of experts to install, configure, 

and test hardware and software, and complexity will increase as the number of applications 

increase. The benefits of cloud-hosted services make the cloud essential for situations such as 

the following: 

 

 Cloud users can customize their applications by having control over the core code. 

 Cloud software can virtualize many applications in a single computer. 

 Cloud users receive greater assurance of reliability and better customer support. 

 Cloud applications work across various types of devices and can be easily integrated with 

other applications.  

 

In this subsection, more detailed information regarding key cloud computing technologies and 

their characteristics is provided to help understand “cloud-specific” vulnerabilities as well as 

the factors that make the vulnerabilities cloud-specific (Grobauer et al., 2011 ). 

 

According to Hogan et al. (2011, p.14)the definition of cloud computing by the USA National 

Institute of Standards and Technology (NIST) as follows:  

 

 “Cloud computing illustrates a model to enable functions such as ubiquitous, convenient, on-

demand access to shared computing resource pool ( e.g., networks, servers, storages, 

applications and services) with aim to rapid destruction and minimal management efforts.” 

 
Table 1 The cloud definition framework (Hogan et al., 2011 ). 

Deployment 

Models 

Hybrid Clouds 

Private Cloud Community Cloud  Public Cloud 

 

Service Models SaaS PaaS NaaS/IaaS  

 

Essential 

Characteristics 

On Demand Self-Service Ubiquitous 

Network Access 

Resource Pooling Rapid Elasticity Measured Service 

 

 

3.3.1 Cloud Computing Characteristics 

 

Table 1 presents the cloud definition framework based on Hogan et al. (2011). The main 

characteristics of cloud computing are on-demand self-service, ubiquitous network access, 

resource pooling, rapid elasticity, and measured service.  

 

 On-demand self-service. Customers manage services without human intervention using a 

web portal’s management dashboard, whereas the provisioning of associated resources 

occurs automatically at the service provider's end.  

 Ubiquitous network access. Cloud services are accessed via the Internet using standard 

mechanisms.  
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 Resource pooling. A homogeneous infrastructure is used to share computing resources 

among all service users.  

 Rapid elasticity. Resources can be scaled up and down rapidly.  

 Measured service. Usage of resources and services are constantly measured with pay per 

use characteristics. This helps service providers to enhance the efficiency of resource usage.  

 

 
Figure 7 Overview of a virtualized system   

 

3.3.2 Virtualization Technology 

 

Virtualization is the technology used to provide a software-based representation of applications, 

desktop, server, computing, storage, and networks. Figure 7 presents an overview of a 

virtualized system in which a single computer contains virtual machines (VM), with each VM 

running its own operating system (OS) using different image files. VMs are managed by a 

hypervisor that provides access to virtual CPUs, memory, disks, networking, and other 

peripherals while preventing the VMs from accessing the real hardware (Hogan et al., 2011) 

It is important to know that cloud computing is not the same thing as virtualization. The cloud 

computing methodology takes advantage of virtualization technology to deliver shared 

resources (software and/or hardware) on demand through the Internet. Hogan et al. (2011) 

defined the core technologies of the cloud computing service model as follows:  

 Software as a service (SaaS) is a web application. 

 Platform as a service (PaaS) provides environments for web applications and services. 

 Infrastructure as a service (IaaS) provides associated services and the APIs for the 

management of infrastructure using web applications.  

 Network as a service (NaaS) provides the associated APIs for the management of network 

software and infrastructure using web applications such as Openstack Neutron (optional in 

a cloud platform). 

 

PaaS and SaaS are usually built on top of an IaaS. Virtualization techniques play a key role in 

an IaaS. A virtualization technique can enable a hardware or software resource service to be 

offered virtually to customers. This core technology enables the scalability of cloud services. 
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Figure 8 Overall cloud architecture 

 

 

3.3.3 Cloud Computing Architecture 

 

Each of the cloud service models such as SaaS, PaaS, NaaS, and IaaS have specific vulner-

abilities. Figure 8 shows an overall cloud architecture that provides an overview for 

vulnerability analysis, as described by Grobauer et al. (2011). A “cloud service” in the broad 

sense provides something that might be both hardware and a runtime environment. 

 

 A cloud web application can be implemented in the traditional way where an application is 

running on top of a standard OS without using a dedicated cloud software infrastructure and 

environment. Browser-based computing technology such as JavaScript, Java, Flash, and 

Silverlight are used in web cloud applications as the front end where an application 

component is operated in the cloud, or within the user’s browser.  

 The cloud software environment layer provides services at the application platform level 

providing a runtime environment for applications written in supported languages, a database 

interface, and network infrastructure, such as Microsoft’s Azure service bus. 

 The cloud software infrastructure layer provides an abstraction level for basic IT resources 

that are offered as services to the higher layers such as computational, storage, and network 

resources. Vulnerabilities in both the infrastructure and environment layers are related to 

the computational, storage, and network resource types provided by these two layers.  
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 IT infrastructures are facilities and services that are common to any IT service. Cloud-

specific infrastructure components are considered to be the heart of a cloud service and most 

of the cloud-specific vulnerabilities are typically related to these components. Using the 

cloud overall enables evaluation of each of the architecture’s components and provides 

examples of associated cloud-specific vulnerabilities.  

 

 

3.3.4 Important Roles in Cloud Computing  

 

According to Krutz and Vines (2010), the interactions in a cloud system involve five roles based 

on the computing architecture as shown in Figure 9 . These five roles are cloud consumer, cloud 

provider, cloud auditor, cloud broker, and cloud carrier.  

 

 

 
Figure 9 Overall interactions among various roles in a cloud system 

 

3.3.5 Cloud Consumer 

 

Cloud providers offer cloud services to support the cloud consumer’s demands. Cloud 

consumers are required to make payments accordingly. Cloud services are divided into four 

types, namely SaaS, PaaS, NaaS and IaaS. The cloud consumers have various types of access, 

role, and control level over the cloud environment based on the type of cloud service (Hogan et 

al., 2011). 

 

 SaaS applications connect hosted services. Moreover, SaaS enables access via a network to 

cloud consumers and providers. The cloud consumers use the applications on demand, and 

must pay based on the amount of consumed services. The amount of consumed service is 

measured based on the service time, service network bandwidth, and storage space. 

 PaaS cloud consumers can develop, deploy, and manage hosted applications using various 

tools and execution resources. In addition, software developers use PaaS to run the 

applications in cloud environments. However, application administrators have a role to 

update service configurations and check service performance on a cloud platform. PaaS 
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consumers pay based on the consumed resources, type of the platform, and duration of 

platform usage. 

 IaaS virtualizes computers, storage, network infrastructure components, and computing 

resources. IaaS consumers have access to these virtualized resources. IaaS consumers 

deploy and run applications, iteratively. Cloud administrators use IaaS to manage the 

operated infrastructure. IaaS consumers must pay based on the amount of consumed 

resources. 

 

3.3.6 Cloud Provider 

 

According to Ryan (2013), a cloud provider is responsible for creating, provisioning, and 

managing cloud services. A comparison of the access level of the different cloud services is 

given below: 

 

 A SaaS provider manages applications, and SaaS consumers have very limited control over 

applications.  

 A PaaS provider provisions and manages platform tools and execution resources, and PaaS 

consumers can develop, test, deploy, and manage applications. However, PaaS consumers 

do not have access to the underlying platform infrastructure such as the physical network, 

servers, operating systems, or storage.  

 An IaaS provider provisions and manages physical components such as processing units, 

storage devices, and network infrastructure, and SaaS consumers, compared to PaaS and 

SaaS consumers, have more control over the hosted environment. However, PaaS 

consumers do not have control over the cloud infrastructure such as physical servers, 

network, storage, and hypervisors. 

 

Figure 10 shows the cloud provider’s activities, namely service deployment, service 

orchestration, cloud service management, security, and privacy. According to Hogan et al. 

(2011), these activities are described in the following subsections. 

 

 

Figure 10 Cloud provider’s activities 
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3.3.7 Service Deployment 

 

Cloud infrastructure always operates in one of the following models: public cloud, private cloud, 

community cloud, or hybrid cloud (Hogan et al., 2011 ). The characteristics of these cloud 

models are explained below: 

 

 Public cloud: Public customers have access to the cloud infrastructure and computing 

resources over a public network. It serves many customers, and is owned by a company 

offering cloud services. 

 Private cloud: Private customers have access to the cloud infrastructure and computing 

resources. It serves many customers, and is owned by a single company offering cloud 

services. It is controlled either by the company or by a third party. Moreover, it is 

implemented based on the demands of private companies and customers. 

 Community cloud: In this case, a mix of private and public customers have access to the 

cloud infrastructure and computing resources over a private or public network. It is 

implemented by a company or by a third party based on the customer demands. It serves a 

set of companies (a community) that have similar security requirements. 

 Hybrid cloud: This cloud model is composed of private, community, or public clouds. 

Hybrid clouds are standardized to enable data and software portability. A hybrid cloud is 

implemented either on-site or outsourced by a third party.  

3.3.8 Service Orchestration 

 

Service orchestration enables various cloud services to meet their system requirements by 

arranging, coordinating, and managing the cloud infrastructure. The three-layered framework 

describes a cloud environment in detail (Zissis and Lekkas, 2012 ).  

 

 Service layer: A cloud provider creates SaaS, PaaS, and IaaS models in this layer. In 

addition, cloud consumers also use the cloud services via their respective cloud graphical 

user interface. 

 Resource abstraction and control layer: A cloud provider uses system components from 

this middle layer to enable virtual access to the physical resources. Virtualization is a key 

technology provided at this layer. This layer contains system components such as 

hypervisors, VMs, virtual computing, and virtual storage to bring efficiency, security, and 

reliability to a cloud system.  

 Physical resource layer: This layer contains all the physical resources. Example of 

hardware resources are processing units and memory devices, network interfaces, and 

storage devices.  

 

Service layers can be mixed together or be directly placed in their underlying cloud 

infrastructure. Figure 11 illustrates the system requirements for cloud providers to create SaaS, 

PaaS, and IaaS models. 
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Figure 11 Overview of a cloud provider’s service orchestration(Hogan et al., 2011 ) 

 

3.3.9 Cloud Service Management 

 

Cloud service management involves business support, provisioning, configuration, portability 

and interoperability (Subashini and Kavitha, 2011 ).These functions are essential for cloud 

service management to satisfy the demands of cloud consumers. 

 

3.3.10 Cloud Service Security 

 

Security is required to protect all cloud system layers, from the physical layer to the application 

layer. The security of services is essential for cloud providers and cloud consumers. To migrate 

data and applications into a cloud system, cloud services must fully satisfy the associated 

security requirements. An independent auditor verifies and tests the compliance of the services 

to relevant security policies (Grobauer et al., 2011 ). 

 

A cloud provider consistently processes the user’s information validity. Identity information 

of a user can be the user’s social security number, an individual index value, or biometric 

records. However, the privacy of the cloud consumer remains an open issue in cloud 

computing research.  

 

A cloud auditor conducts, verifies, and tests the services created by the cloud provider based 

on user information, cloud utilization level, and cloud performance. A cloud auditor ensures 

integrity, reliability, and availability of the stored user data (Hogan et al., 2011 ). A cloud audit 

 

 determines the extent of control over implementation, operations, and expected outcomes 

with respect to security requirements; 

 can be performed by agencies using third parties to evaluate the security of the cloud 

providers; and 

 verifies the established data privacy criteria in a cloud system.  
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A cloud broker integrates various cloud services and enables cloud consumers to manage the 

cloud services (Hogan et al., 2011, Grobauer et al., 2011 ). A cloud broker plays a mediator role 

between cloud providers and cloud consumers. In addition, a cloud broker manages the 

performance and delivery of cloud services. The broker also negotiates relationships between 

cloud providers and cloud consumers. 

 

A cloud broker has the following responsibilities: 

 

 Service Intermediation: A cloud broker provides value-added monitoring services for cloud 

consumers. 

 Service Aggregation: A cloud broker integrates multiple services into one or more new 

services between the cloud consumer and multiple cloud providers. 

 Service Arbitrage: A cloud broker integrates and secures multiple services into one or more 

new services, except that the services being aggregated are not fixed. Service arbitrage gives 

a cloud broker the flexibility to select services from multiple providers. 

 

 

According to Hogan et al. (2011), a cloud carrier transports cloud services between cloud 

consumers and cloud providers. Cloud carriers enable consumers to access the network and 

other cloud infrastructures.  

 

 A transport agent transports storage devices such as hard disk drives and solid-state disks. 

A cloud carrier has service level agreements (SLAs) with a cloud provider to secure 

connections between cloud consumers and cloud providers. 

 

 Furthermore, clouds are deployed using different deployment methods, or types of clouds. 

It is important to know the difference between the different deployment methods as they 

can impact the security risks and solutions that are specifically applicable to a cloud.  
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4 PREVIOUS RESEARCH 
 

The related SLR researches are focused on the vulnerabilities of cloud or IoT systems are 

discussed to explore the various types of existing security controls.  

 

Several specific vulnerabilities and solution for cloud computing have been previously studied 

in the literatures, such as Grobauer et al. (2011), Grobauer and Schreck (2010), (Backe and 

Lindén, 2015 ), Ali et al. (2015), and Backe and Lindén (2015).  

 

  Grobauer et al. (2011) emphasize that previous researches in cloud computing security 

often fails to distinguish general issues from cloud-specific vulnerabilities. Futhermore, the 

authors argued that in many of these previous studies concerning security, basic vocabulary 

terms of risk, threat, and vulnerability are used interchangeably, without considering their 

definitions. Therefore, Grobauer et al. (2011)  paper focuses on describing briefly the 

vulnerabilities related to cloud computing based on the architecture layers. 

 

 The review by paper by Ali et al. (2015) classified the security problems that arise in mobile 

cloud computing from the shared, virtualized, and public cloud prespectives. In addition, 

this review paper illustrates various security solutions presented in the literature. 

Discussions on open issues and future research directions is also presented. According to 

Ali et al. (2015), users should be well aware of the existing security threats presented in 

the cloud. Comprehending the security threat and counter security controls will help 

organizations to shift local information systems to the cloud.  

 

 Backe and Lindén (2015) review thesis sought to identify the major security issues and their 

solutions in cloud computing. This SLR thesis takes advantage of a modified approach 

suggested by Okoli and Schabram (2010). From 52 articles studied for the review, the 

authors found that much of the research being performed only relates to the theoretical side. 

Backe and Lindén (2015) suggested that future SLR research should focus more on the 

practical implications of existing security risks. 

 

Two more recent surveys of Khan and Salah (2017) and Alaba et al. (2017) have studied in the 

previous literature regarding with the Internet of Things (IoT), specific vulnerabilities, and 

security controls.  

 

The Khan and Salah (2017) survey present major security issues for IoT with regard to the IoT 

layered architecture and protocols used for networking. Later, Khan and Salah (2017) discussed 

the use of block chain technology for solving various IoT security problems.  

 

Alaba et al. (2017) survey discusses major security issues for IoT with regard to the IoT layered 

architecture, in addition to protocols used for networking and management. A summary is 

presented in the contexts IoT architecture. This survey also compares possible security threats 

and proposes possible solutions for improving the IoT security architecture. 

 

This thesis focuses on integrating the previous research in regard to cloud and IoT -specific 

vulnerabilities into a new context for the Cloud of Things. Several CoT-specific security 

controls based on the CoT architecture are examined.  

 

As suggested by Backe and Lindén (2015),  this thesis focuses more on the practical 

implications of CoT security control. This thesis takes advantage of a revised approach by Okoli 
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and Schabram (2010) in common with Backe and Lindén (2015). Moreover, the database of 

abstracts of reviews of effects (DARE) quality evaluation method proposed by Dissemination 

(2007) is used to assess the quality of the publications. Identified citations were then 

individually assessed for inclusion in this thesis using the following criteria: 

 

1. Was this publication appropriately selected based on the inclusion and exclusion 

criteria?  

2. Was this publication extracted from a reliable source during the search process? 

3. Did this publication access the validity of included publications? 

4. Was detailed information present in this publication on the CoT-specific vulnerabilities 

and/or security controls? 

 

In the Chapter 7, a newly designed CoT security taxonomy that includes attacking vectors based 

on CoT architecture, vulnerabilities, security controls, and technical implication is presented 

and discussed. The proposed taxonomy fills the existing gaps in previous researches in the new 

context of the Cloud of Things. 
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5 RESEARCH METHODOLOGY 
 
This chapter provides a description of the SLR research methodology based on the descriptions 

explained in Chapters 1, 2, 3 and 4. It discusses the overall SLR research process, data collection 

procedure, data analysis procedure, and research quality.  

 

5.1 Research Process  

 

This research process is designed based upon a qualitative approach suggested by Okoli and 

Schabram (2010) for conducting an SLR. Figure 12 presents an overview of this SLR process 

flow. 

 

 
Figure 12 An overview of SLR process flow (Okoli and Schabram, 2010 ) 
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5.1.1 Definition of the Purpose of the Analysis  

 

The purpose of this section is to state the research area, problems, questions, and limitations 

applicable to this SLR study. This thesis points out gaps for future use.  

5.1.2 Theoretical and Practical Screening  

 

This thesis identifies relevant theoretical and practical literature on CoT-specific vulnerabilities 

and security controls. As the review progressed, the contents of basic literature reviews and the 

SLR-based review were continuously updated as shown in Figure 12. A set of criteria were 

formulated to facilitate the assessment of the literature based upon quality and relevance to this 

review.  

5.1.2.1 Basic literature review procedure  

 

Text analysis was used to construct a theoretical foundation of the problem area for this thesis. 

Gathered sample data using web searches creates an initial understanding of vulnerabilities 

related to the current CoT layers. Most literature findings were obtained from the Internet and 

academic library resources written in English. Data collection was conducted by performing a 

web search of the concepts related to cloud computing, IoT and CoT-specific vulnerabilities on 

ScienceDirect, ACM Digital Library, Google Scholar, and IEEE Xplore Digital Library. The 

details of the most relevant results are tabulated in Table 2.  

 
Table 2 Keywords applied in the basic review literature search. 

Information System  Cloud of Things  Vulnerability  Security Control 

Information technology (IT) Cloud Computing Social engineering Browser isolation 

Information system (IS)  Internet of things Spear phishing One-timecookies (OTCs) 

 Connectivity Session hijacking SessionShield 

 IoT device Injection RAID 

 IoT gateway Virus exploit  DLP 

 Virtualization VM data leakage Deploying filter 
  VM escape Configuration manager  

  Cross VM access Federated authentication 

  Network protocols Third-party auditing 

  Data recovery Multifactor authentication 

  Metering defraud Biometrics 

  Coarse control Full encryption 

  Insufficient logging Detection 

  Policy violation Open web application 

  Insufficient authorization Countering attack 

  Weak cryptography Mitigating attack 

  CoAP malicious messages 

attack  
Replay attacks 

RPL routing attack  

Jamming attacks 

Sybil attacks 

DoS attack due to neighbor 

discovery  

Buffer reservation attack 

Man-in-the-middle attacks 

Eavesdropping attacks  

Sinkhole attacks  

Wormhole attacks 
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Table 2 presents the keyword classification and the sub terms applied in a basic review literature 

search. The main keywords used for search were “information technology,” “cloud computing 

technology,” “cloud computing”, “internet of things”,  “cloud of things definition”, “cloud 

vulnerability”,“ IoT vulnerability” and “security control”. The resulting query strings were used 

in the form of Boolean “OR” and “AND” functions to include multiple sets of keywords as 

listed in Table 2.  

 
 

Table 3 List of the selected publications. 

Publication Title Type References IF Publisher Database 

ACM Computing Surveys Journal 12 Q1 ACM 
ACM Digital 

Library 

ACM Symposium on Applied 

Computing 
Conference 48 - ACM 

ACM Digital 

Library 

ACM Transactions on Internet 

Technology 
Journal 14 Q1 ACM 

ACM Digital 

Library 

ACM workshop on Cloud computing 

security 
Conference 21 - ACM 

ACM Digital 

Library 

Ad Hoc Networks Journal 38 3.1  Elsevier ScienceDirect 

Artificial Intelligence Conference 42 - 
AAAI 

Press 

Google 

Scholar 

Advanced Research and Technology Conference 13 - IEEE IEEE Xplore 

Autonomous Decentralized Systems Conference 58   IEEE IEEE Xplore 

Cloud Computing Conference 30 - IEEE IEEE Xplore 

Cloud Computing and Security Conference 26 - Springer 
Google 

Scholar 

Computers & Electrical Engineering Journal 46 1.5  Elsevier ScienceDirect 

Computer & Security Journal 50 2.8 Elsevier ScienceDirect 

Computer Fraud & Security Journal 65 0.4 Elsevier ScienceDirect 

Computers in Human Behavior Journal 31 2.8 Elsevier ScienceDirect 

Convergence and Hybrid 

Information Technology 
Conference 36 - IEEE IEEE Xplore 

Defense Science Research 

Conference and Expo  
Conference 37 - IEEE IEEE Xplore 

Distributed Computing Systems Conference 59 - IEEE IEEE Xplore 

Engineering Secure Software and 

Systems 
Conference 52 - Springer 

Google 

Scholar 

 Mobile ad hoc networking and 

computing 
Conference 75 - ACM 

ACM Digital 

Library 

Mobile Adhoc and Sensor Systems 

(MASS) 
Conference 16  - IEEE IEEE Xplore 

European Journal of Information 

Systems 
Journal 5 2.8 Springer 

Google 

Scholar 

Future Generation Computer 

Systems 
Journal 

10, 24, 32, 

49, 63, 81 
3.9 Elsevier ScienceDirect 
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HotCloud Conference 73 - USENIX 
Google 

Scholar 

Human Factors in Computing 

Systems 
Conference 55 - ACM 

ACM Digital 

Library 

IEEE Communications Magazine Journal 76 10.4 IEEE IEEE Xplore 

IEEE Internet of Things Journal Journal 80 7.4 IEEE IEEE Xplore 

IEEE Communications Surveys & 

Tutorials 
Journal 77, 78 17.1 IEEE IEEE Xplore 

IEEE Security & Privacy Journal 22 1.3 IEEE IEEE Xplore 

IEEE systems journal Journal 2 3.8  IEEE IEEE Xplore 

IEEE Signal Processing Magazine Journal 28  9.6 IEEE IEEE Xplore 

Information Journal 56 Q1   MDPI 
Google 

Scholar 

Information Assurance and Security 

(IAS) 
Conference 33 - -  

Google 

Scholar 

International journal of computer 

science, engineering and 

applications 

Journal 25 Q4 AIRCC 
Google 

Scholar 

International Journal of Computers 

and Applications 
Journal 51 Q4 

Taylor & 
Francis 

Google 
Scholar 

International Journal of 

Engineering Science 
Journal 79  4.2 Elsevier ScienceDirect 

International Journal of Robust and 

Nonlinear Control 
Journal 41  3.4 Wiley  

Google 

Scholar 

International Journal of Security 

and Networks 
Journal 70 Q4 IJSN  

Google 

Scholar 

International Journal of Scientific 

Research and Innovative Technology 
Journal 47  Q4  - 

Google 

Scholar 

IT Professional Journal 43 1.6 IEEE IEEE Xplore 

Journal of Cloud Computing Journal 18 1.6 Springer 
Google 
Scholar 

Journal of Network and Computer 

Applications 
Journal 4 3.5 Elsevier ScienceDirect 

Journal of Parallel and Distributed 

Computing 
Journal 69 1.9 Elsevier ScienceDirect 

Journal of Systems and Software Journal 60 2.4 Elsevier ScienceDirect 

Journal of Cyber Security and 

Mobility 
Journal 45 Q4  -  

Google 

Scholar 

Modeling, Analysis and Simulation 

of Computer and 

Telecommunication Systems 

Conference 34 - IEEE IEEE Xplore 

Network Protocols (ICNP) Conference 72   IEEE IEEE Xplore 

Network security and applications Conference 9 -  - 
Google 
Scholar 

Pervasive Computing  Journal 8 Scopus Emerald 
Google 
Scholar 

Pervasive Computing (ICPC) Conference 57 -  IEEE IEEE Xplore 

Signal Image Technology and 

Internet Based Systems 
Conference 61 - IEEE IEEE Xplore 
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Security and privacy in wireless and 

mobile networks 
Conference  29 - ACM 

ACM Digital 

Library 

Wired/Wireless Internet 

Communication 
Conference 20 - -  

Google 

Scholar 

 

Table 3 shows  the detail source for each of 58 selected publications. In Table 3, the list of 

publication title, publication type, and the databases on which literature searches were 

performed for almost 52 conferences and journals are presented. 

 

5.1.2.2 SLR-based data collection procedure  

 

Outdated and untrustworthy publications were excluded in the SLR-based data collection 

procedure. A summary was created after conducting the SLR as a secondary study.  

 

In this study, data was collected from a number of cited publications and electronic resources 

on cloud computing vulnerabilities. The materials were chosen using a regular search on various 

scientific search engines, including Google Scholar and ScienceDirect. The selected search 

engines rank hits based on their relevance to the thesis problems and questions. Recently, 

several evidence-based reports have been published for cloud providers and cloud consumers. 

For the SLR search process, inclusion and exclusion criteria were defined as follows.  

 

 Inclusion criteria: Various search engines were used in this study and for each engine, the 

most relevant pages were selected out of all hits. Trustworthy publications such as peer-

reviewed conference papers and journal articles as well as books were included in the 

review. Therefore, this thesis included both Science Citation Index (SCI & SCIE) and 

Scopus journals to provide higher reliability of this SLR study. In Table 4, the publication 

types and their frequency of usage in this review are listed. 

 

 Exclusion criteria: The search tags are not described in detail, and hence the search results 

cover an extremely wide range of published research. Therefore, a search boundary was set 

to be able control the number of publications. Outdated literature published before 2005 

was excluded from the review, although pertinent information from earlier years was not 

excluded from some discussions. In addition, untrustworthy literature such as newspaper 

articles and blogs were excluded from the SLR.  
 

 

5.1.3 Quality Assessment 

 

The data analysis strategy describes the approaches used to find answers to research questions 

by organizing and interpreting the sample data. According to Aaker et al. (2008), data analysis 

is performed in the following steps: 

 

 Organize the data using a computer database by breaking down large bodies of text into 

smaller units in the form of sentences or individual words.  

 Read the collected data several times to identify the possible categories. Identify categories 

and subcategories of the interpreted data. Furthermore, classify the data into various 

subparts to provide patterns that indicate what the data means.  
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 Summarize the data, and the summary should explain the relationships among the various 

categories. Present the data in the form of a table or a figure. 

 

5.1.4  Results Formulation  

 

The literature is further inspected to identify the CoT-specific vulnerabilities and solutions. This 

thesis should point out any gaps for future research. The thesis results are presented in the form 

of figures and some tables. The Harvard reference system is used in this thesis by indicating 

author(s) last name(s) and the publication year within brackets when referring to a source.  

 

This thesis investigates the similarities and differences among the CoT-specific vulnerability 

challenges and solutions. It is possible to draw a conclusion. The thesis results provide 

interesting examples of the real world. 
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6 RESULTS OF SYSTEMATIC LITERATURE REVIEW 
 

This section presents the CoT-specific vulnerabilities found in the literature as well as various 

proposed solutions. Table 3 presents a summary of the number of publications that discussed 

each of the CoT-specific vulnerabilities and security controls.  

 

6.1 CoT-Specific Vulnerability  

 

CoT-specific vulnerabilities are described based on the attack vectors associated with the cloud 

layer, connectivity layer, and things layer.  

 

 

6.1.1 Cloud computing layer 

 

The cloud layer consists of a cloud based monitoring interface, cloud services for things, and a 

cloud gateway. 

 

6.1.1.1 CoT monitoring Interface  

 

Social engineering 

Many security-related organizations have informed on the vulnerability of users to social 

engineering attacks and attackers’ willingness to disclose information. For example, most banks 

and online shops use leaflets and warnings to inform users regarding what they should and 

should not do to protect themselves against possible attacks (Algarni et al., 2017, Junger et al., 

2017 ).  

Junger et al. (2017) indicate that among online shopper social engineering attacks, there is a 

relatively high disclosure rate of approximately 80% of victims who filled in their email 

addresses, the type(s) of product(s) they purchased, and the name of the online shop where they 

made these purchases. Algarni et al. (2017, p.661) argue that “social engineers could succeed 

even among those organizations that identify themselves as being aware of social engineering 

techniques.”  
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Figure 13 Ontological model of a social engineering attack (Mouton et al., 2016 ) 

 

According to the ontological model proposed by Mouton et al. (2016, p.4), a social engineering 

attack “employs either direct communication or indirect communication, and has a social 

engineer, a target, a medium, a goal, one or more compliance principles and one or more 

techniques”. A social engineering-based attack can be carried out in more than one step, and 

each step is handled as a new attack according to the model (depicted in Figure 13). The purpose 

of such an attack can be financial gain or unauthorized access. The medium of communication 

can be email, face-to-face contact, among others. The social engineer can be either an individual 

or a group of individuals and the target can be either an individual or an organization. 

Techniques used to perform social engineering attacks include phishing and pretexting (Mouton 

et al., 2016 ). The compliance principles listed below show the reasons why a target complies 

with the attacker’s request. 

 

Mouton et al. (2016) give the following examples of compliance principles: 

 

 Friendship: People are more willing to comply with requests from friends. 

 Commitment: People are more willing to comply with requests when committed to 

something. 

 Scarcity: People are more willing to comply with requests that decrease in availability. 

 Reciprocity: People are more willing to comply with a request if the requester has treated 

victims favorably in the past. 

 Social validation: People are more willing to comply with a request if they deem it to be 

socially acceptable. 

 Authority: People easily comply with requests received from people with perceived high 

authority.  

 

Although businesses understand the serious vulnerabilities of social engineering, there is little 

control over such threats. According to Junger et al. (2017) and Mouton et al., (2016) social 

engineering vulnerabilities can be used by attackers where a scam invites victims to join, install, 

or subscribe as follows: 
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 Fake offering: a scam that invites users to join a fake event with a free offer, such as a gift 

card that requires the user to share credentials with the attacker.  

 Fake apps: a scam that invites users to subscribe to an application, but victims do not know 

that the apps may be used to harvest personal data.  

 Fake plugin: a scam that invites users to install a plugin to watch a video, but victims do not 

know that the plugin may spread malicious content by re-posting, for instance, the fake 

video message to other people on a victim’s profile page without permission. 

 

Client-side data manipulation 

Client-side data manipulation vulnerabilities enable an attacker to manipulate the data sent 

from the user’s application to the server’s application component by altering the input data. 

Grobauer and Schreck (2010), Grobauer et al. (2011) indicated that data sent from a user’s 

application are likely connecting to web services, which share many vulnerabilities with web 

applications. This happens when a web application layer of a cloud system is controlled 

completely by the application URL, which gives the attacker access to a browser component.  

 

Spear phishing 

 

Spear phishing occurs when an attacker uses electronic communications scam such as email to 

target a specific individual or business. According to Symantec (2018), small businesses 

account for 43% of spear-phishing attacks. Steer (2017) argues that behind phishing attacks, 

there is an even more dangerous threat from messages that target specific employees.  

 

Oliveira et al. (2017) investigated spear-phishing susceptibility as a function of Internet user 

age. The authors conducted a 21-day study with 158 participants, consisting of younger and 

older Internet users. Their investigation results showed that older women were the most 

vulnerable group and older women were the most susceptible to scarcity. However, younger 

adults were most susceptible to reciprocation. 

 

Application’s session riding, fixation, and hijacking 

 

In Calzavara et al. (2017) and Mudiyanselage and Pan (2017), the authors indicated that a 

session cookie is created when the user authenticates to a cloud-based application. The cloud 

service applies all transactions for that session using the authenticated user’s cookie.  

 

Calzavara et al. (2017) surveyed the most common attacks against web sessions, i.e., attacks 

that target honest web browser users establishing an authenticated session with a trusted web 

application. A web session is an information exchange between a browser and a web server, 

involving multiple requests and responses. As shown in Figure 14, when the client authenticates 

to a website by providing some valid credentials such as a username–password pair, a fresh 

cookie is generated by the server and is sent back to the browser (Calzavara et al., 2017). 
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Figure 14 Cookie-based user authentication 

 

 

According to Calzavara et al. (2017), a web application’s session manager is vulnerable to 

session riding, fixation, and session hijacking. 

 

 Session hijacking is a term applied for misuse of the web session control mechanism by 

obtaining access to the session token.  

 Session fixation, also called cross-site scripting (XSS), is another common method for 

attackers to steal a session ID. It occurs when service control for a given authenticated user 

will not assign a new session ID, thereby enabling an attacker to use an existing session ID. 

 Session riding, also called a cross-site request forgery attack, enables an attacker to place 

potential actions on the user session cookie/token and simply "ride" the existing session 

cookie. 

 

Content-based Injection  

Content-based injection must be considered as a cloud-specific application vulnerability. 

Calzavara et al. (2017) and argue that this type of attack allows an attacker to inject harmful 

contents into trusted web applications. Content injections can be launched in many different 

ways, but they are always enabled by controlling the input in the web application, either at the 

client side or at the server side. Injection vulnerabilities are exploited by manipulating an 

application's inputs to interpret and execute parts of them against the programmer’s intentions.  

 Lei et al. (2017) indicate that in an SQL injection, the input contains SQL code that runs in 

the database, whereas in a command injection, the input contains commands that are 

executed via the OS. 

 In a script, the input contains JavaScript code that is executed via the browser. An example 

of such a vulnerability is a “watering hole attack,” in which attackers redirect the victim to 

a separate site that hosts the exploit code used to gain control over their information and 

actions (Zade et al., 2017 ).  
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6.1.1.2 CoT services   

 

Metering-related defraud 

In the past, attacks were generally regarded as being less financially motivated and involved 

political motivation or proof of skill. However, today’s cyber criminals have been motivated to 

hire attackers for financial benefits that come from a service fee or a fee paid by the victim 

(Idziorek and Tannian, 2011, Gupta et al., 2018, Gupta and Kumar, 2013 ).  

 

Han and Xiao (2016) and Idziorek and Tannian (2011) discuss the utility model offered by a 

cloud provider to enable the payment model of pay-as-you-use where customers pay only for 

the resources they consume. However, this leads to a CoT-specific vulnerability when a hacker 

manipulates the metering and billing data. 

 

Insufficient logging  

 

Cloud control systems are routinely connected to the Internet for remote monitoring and control. 

Marty (2011) discussed that cloud applications store logs on multiple servers while log files are 

available only for a certain period of time. In each layer of a cloud system, logs are generated 

by the operating system, the applications, databases, and network services. Marty et al. (2011), 

Marty (2011), and Ko et al. (2011) emphasized that a PaaS provider often does not make logs 

available to users, making it difficult for users to analyze application problems. Therefore, 

insufficient logging may result in insufficient monitoring capabilities because log file records 

of all tenant events cannot easily be pruned for a single tenant. In addition, insufficient logging 

may occur when there are misconfigurations in cloud services and management access. Policies 

are created to ensure that businesses are handled equally across the service and cover all security 

needs (Chen, 2014, Grobauer and Schreck, 2010 ).  

 

Weak authentication mechanisms 

 

Most web applications employ usernames and passwords as the authentication mechanism. The 

authentication vulnerability occurs when a user chooses a weak password (or reusing many times 

the same password) and the application uses only one factor for identifying users.  

 

 Weak credential-reset mechanism vulnerabilities might occur when users manage their 

credentials themselves rather than using centralized authentication by using password-

recovery mechanisms (Zissis and Lekkas, 2012 ).  

 Insufficient authorization check vulnerabilities make unauthorized actions available to users 

by altering URLs to retrieve the information of another user. Unauthorized access to an on-

demand self-service’s management interface is often considered as a vulnerability for cloud 

systems (Zissis and Lekkas, 2012 ). 

 A weak random number generation vulnerability may exist at the VM level due to the 

requirement of an entropy source in the hardware level. An attacker may use this mechanism 

for tapping that entropy source (Grobauer and Schreck, 2010 ). 
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 Weak cryptography. A strong encryption mechanism can turn into a weak encryption 

mechanism when attackers find a crucial crack in the cryptographic mechanism. However, 

in many CoT cases, no encryption at all is implemented (Grobauer et al., 2011). 

 

 

 

 

 

 

 

 

Cross-VM access 

Grobauer et al. (2011) explain that a cross-VM machine access vulnerability can be a cross-

tenant (or VM) storage access, a cross-tenant computational access, or a cross-tenant network 

access. Maurer et al. (2013) explain the five-level escalation for a cross-VM attack, as shown 

in Figure 15. The five levels are as follows: 

1. Change VM configuration. 

2. Migrate applications from one VM to another. 

3. Migrate a VM from one physical machine to another. 

4. Turn on/off physical machines. 

5. Outsource to other cloud providers. 

 

The sensitive information in the user VMs may leak via the VM administrator, allowing outside 

attackers to steal sensitive information from user VMs. However, administrators must manage 

user VMs and VM migration.  

 

 Riddle and Chung (2015) emphasize that data leakage from VM replication is rooted in the 

use of cloning. It causes data leakage regarding VM meta-information such as host keys 

and cryptographic salt values that can violate the privacy assumption. In addition, data 

leakage may occur when a cloud provider performs a resource reallocation from a current 

user to a different user at a later time. As a result, a previous user's resources may be 

recovered by another user. 

Figure 15 Actions used in five escalation levels (Maurer et al., 2013) 
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  Riddle and Chung (2015), Grobauer et al. (2011), and Gupta et al. (2013) also describe how 

an attacker may successfully escape from a VM environment to take control of the host 

computer as well as every other VM stored on the host computer. 

 Grobauer et al. (2011) warn that untrustworthy virtual images in IaaS could open a back-

door access point to an attacker.  

 

 

Computational resource vulnerability 

Riddle et al. (2015) and Gupta et al. (2013) emphasize that a computational resource 

vulnerability involves handling VM images. However, Riddle et al. (2015) assume that the 

target VM has been infected with malware injected through a vulnerability in the software 

running on that VM by exploiting cache contention to manipulate latency times. By sending a 

1-bit, attackers force the target VM to issue an atomic CPU instruction to lock the memory bus, 

thereby increasing the memory latency access time for other CPUs. 

 

Storage and virtual machine and node failure vulnerability 

According to Khasymski et al. (2012), cloud system developers are building scalable 

infrastructure at low cost as the quantity of data increases by using an integrated platform for 

sharing hardware and software resources. Cloud systems are challenged to offer higher 

availability and reliability for cloud users. Cloud users use snapshots to make sure that data can 

be fully recovered in the event of a failure. Catastrophic failure may occur from damage of a 

VM or the failure of a physical server that cannot be handled by using a snapshot (Wood et al., 

2010 ). In other cases, catastrophic failure may occur when a VM is stored with backup VMs 

on the same disk or the same node and the storage device fails (Khasymski et al., 2012 ).   

 

Denial of service (DoS) Cloud providers are required to provide a management portal for the 

cloud service’s resources, interfaces, functionalities, and environments. Fang et al. (2015) argue 

that this significantly limits the service’s development effectiveness. An attacker might take 

advantage of the existing vulnerability in a service management portal to gain unauthorized 

access to the management interface by manipulating the API string sent from the user’s 

application to the server’s application.  

 

According to Bonguet and Bellaiche (2017), DoS attacks intend to prevent the usage of cloud 

resources and attackers sometimes show a message on the victim's screen. Figure 16 shows a list 

of the types of DoS attacks that could affect a cloud system. Cloud providers must take DoS 

attacks into account because they are vulnerable to DoS attacks. However, cloud systems can 

recover quickly from DoS attacks using resources provisioning (Yan and Yu, 2015 ). The DoS 

by account lockout vulnerability might allow an attacker to use a security function for 

authentication via username and password access to lock out accounts (Grobauer et al., 2011).  

Figure 16 List of DoS attacks (Bonguet et al., 2017) 
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A distributed DoS attack occurs at the cloud application layer and is launched by using a very 

large number of machines distributed across the Internet (Yan et al., 2016 ). A distributed DoS 

attack may use hundreds of thousands of hosts to target the victim’s communication bandwidth, 

computational resources, memory buffers, network protocols, or application processing logic.  

 

6.1.1.3 CoT Gateway  

 

CoAP malicious messages attack. The CoAP is a web transfer protocol for devices using 

Datagram Transport Layer Security (DTLS) (Granjal et al., 2013 ). According to Granjal et al. 

(2013), the CoT gateway is vulnerable to malicious messages when using the multicast support 

in the Constrained Application Protocol (CoAP). This highlights the need for encryption of 

CoAP messages for secure communication.  

 

Replay attacks. The CoT gateway is vulnerable to reconstruction of packet fragment fields at 

the 6LoWPAN layer. The duplicate fragments may result in depletion of resources, buffer 

overflows, rebooting of devices, and hindering the processing of other legitimate packets. The 

fragmented small frame packet of the IPv6 protocol is used for integrating things with the IEEE 

802.15.4 standard (Kim, 2008 ). 

 

RPL routing attack. According to Dvir and Buttyan (2011), the IPv6 Routing Protocol is 

vulnerable to depletion of resources and eavesdropping through existing nodes for Low-Power 

and Lossy Networks (RPL).  

 

6.1.2 Connectivity layer 

 

Jamming attacks. Wireless devices are vulnerable to attack by emitting radio frequency signals 

without using a specific protocol. The radio intervention severely affects the connectivity layer 

operations. This is because a jamming attack can impact the sending and receiving of data by 

legitimate nodes, which causes malfunctions in the connectivity layer (Xu et al., 2005 ). 

 

Sybil attacks. Malicious nodes named “Sybil nodes” use falsified identities to severely affect 

the connectivity layer functionality by degrading the network performance and can even violate 

data privacy. The CoT communication attacks by Sybil may be followed by other types of 

attacks such as spamming, disseminating malware, or phishing attacks (Zhang et al., 2014 ). 

 

DoS attack due to neighbor discovery. According to Riaz et al. (2009), the neighbor discovery 

attack consists of router discovery and address resolution. The connected layer is vulnerable to 

DoS attacks when the neighbor discovery packets are sent without proper verification from CoT 

devices (things). This vulnerability highlights the importance of secure neighbor discovery 

protocols to ensure that the data being transmitted to a device in the end-to-end communication 

reaches the specified destination (Riaz et al., 2009 ).  

 

Buffer reservation attack. A receiving thing’s node reserves buffer space for re-assembly of 

incoming packets. An attacker may cause a denial-of-service by exploiting the buffer space 

using incorrect packets. In addition, other fragment packets are rejected due to the buffer pace 

being used by incorrect packets sent by the attacker(Hummen et al., 2013 ). 
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Man-in-the-middle attacks. According to Li et al. (2017), attackers transfer and may alter the 

communications between two CoT devices to affect data integrity using the Man-in-the-middle 

attack. Man-in-the-middle attacks represent a genuine CoT vulnerability because attackers are 

able to seize and control a communication channel. The Man-in-the-middle attacker forms a 

connection to the actual node and acts as an mediator to read, redirect, insert, and alter the 

communications between the user and the actual node (Alaba et al., 2017 ).  

 

According to Alaba et al. (2017), lightweight cryptographic protocols for DTLS provide 

communications security for CoT devices over a connectivity layer. However, Mahmood et 

al. (2016) argue that Man-in-the-middle attacks can take advantage the flaws in the 

authentication protocols used by the communicating parties.  

 

Eavesdropping attacks. The connectivity layer is vulnerable to the sniffing of information 

between communicating nodes. According to Pongle and Chavan (2015), attackers record 

packets from the connectivity layer for data analysis and decryption in an eavesdropping attack. 

In addition, eavesdropping attacks in the CoT connectivity layer occur among dynamic sensor 

nodes that do not use a dedicated monitoring server (Kothmayr et al., 2013 ). 

 

Sinkhole attacks. According to Weekly and Pister (2012), attacker nodes react to routing 

requests by routing packets through the attacker node. Then, this fake route may be used for 

malicious activities on the network.  

 

Wormhole attacks. This type of attack on the connectivity layer may further degrade the 

operations of a network. Wormhole attacks construct a tunnel between two nodes. The created 

tunnel is used by an attacker to enable packets to immediately reach a compromised receiving 

node (Wang et al., 2008 ). Other implications of such an attack include eavesdropping, privacy 

violation, and denial-of-service (Alaba et al., 2017 ). 

6.1.3 Things layer 

 

Insecure initialization interface. According to Hong et al. (2013), the things layer interface is 

vulnerable to unauthorized receivers. A secure mechanism involving initialization at the 

physical layer safeguards the functionality of the entire CoT system (Hong et al., 2013 ).  

 

Sleep deprivation attacks. Energy bounded devices are vulnerable to ‘‘sleep deprivation’’ 

attacks by causing the sensor nodes to stay awake (Bhattasali and Chaki, 2011 ). Consequently, 

sleep deprivation attacks significantly affect battery consumption when a large number of 

attacks is executed in the CoT environment. 
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6.2 CoT-Specific Security Controls 

6.2.1 Cautious Behaviors  

According to Mouton et al.'s (2017) ontological model, a social engineering attack detection 

model was designed to allow users of the model to be more vigilant against social engineering 

attacks, as shown in Figure 17.  

 
Figure 17 Social engineering attack detection model (Mouton et al., 2016 ) 

 

This model uses a decision tree to break down the process into more manageable components 

to assist the decision-making process. Mouton et al. (2016) indicate that this model depicts the 

flow of an action and how any type of request should be handled by a “receiver.” The receiver 

must respond to the request from the “requester,” who requests a specific action or information 

from the receiver. Other solutions that guard victims from possible social engineering-based 

attacks are as follows: 

 

A. Change your app ID password if you suspect your account has been compromised to 

safeguard account credentials.  

B. Watch out for any suspicious emails asking for your credentials or personal information. 

Attackers win your confidence with personalized emails! 
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C. Implement always-on SSL. 

D. Avoid downloading applications from unfamiliar sites and only install apps from trusted 

sources by using a trusted repository.  

E. Regularly update the latest version of OS, drivers, and frameworks.  

F. Use strong, cloud-based filtering to identify and eliminate spear-phishing attacks. 

G. Educate your employees on what a spear-phishing email looks like. 

H. Always use a firewall to control incoming and outgoing data. 

I. Only run a browser instance rendering the image and flat text to an end user's device to 

decrease the impact of an attack to the isolated VM, preventing any adverse effects from 

spreading to other VMs.  

 

6.2.2 One-Time Cookies (OTCs) 

 

Dacosta et al. (2012) proposed the one-time cookies (OTCs) solution for session authentication. 

An OTC for each user sign-in request applies a new session secret cookie that is stored in the 

user’s browser. Protecting each user request prevents an attacker from simply brute forcing a 

session ID to disguise any request as a legitimate user. The OTC is designed to eliminate the 

vulnerabilities related to the use of cookies as session authentication tokens based on modified 

hash chains, where a hash chain is a cryptographic construction used in a security application. 

Once an OTC authentication token is validated by the web application, it cannot be reused for 

authentication, and thus prevents session-hijacking attacks. 

 

Figure 18 shows the flow diagram of a web session using an OTC. In steps 1 and 2, the user 

performs a sign-in transaction. In step 3, each browser sends a unique OTC token to the web 

server for authenticating the request. In step 4, the web application validates the request using 

the attached OTC token. The decryption is successful when the web application validates the 

credential’s ID (cid) and user’s ID (uid) belonging to the current session. 

Figure 18 Flow diagram of a web session using an OTC one-time cookie (Dacosta et. al. 2012) 
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6.2.3 SessionShield 

 

The SessionShield technique proposed by Nikiforakis et al. (2011) makes the session identifiers 

not available to the scripting languages running in the browser. This technique inspects all 

requests to protect a user against session-hijacking attacks.  

 

The service strips session identifiers out of the incoming HTTP requests from the server and 

stores session identifiers in a specific database. When an outgoing request from the client occurs, 

SessionShield checks the recipient information, and then adds the stripped information back 

into the request. SessionShield adds a new security layer that is a software-only defense for 

clients that are moving data to the cloud and accessing it through web applications (Nikiforakis 

et al., 2011 ). 

 

Figure 19 Detection process of TT_XSS (Wang et. Aal., 2017). 

6.2.4 TT-XSS detection framework 

 

Gupta et al. (2018) argue that the best way to counter a document object model (DOM) based 

XSS attack is to use the correct output function named a sink in the script. For instance, 

developers can implement a write function from a user input (source) into a <div> element by 

using innerText/textContent instead of innerHtml. 

 

TT-XSS was proposed by Wang et al. (2017) to dynamically detect DOM-XSS. As shown in 

Figure 19, this dynamic DOM-XSS detection framework consists of URL information analysis, 

tracking analysis, and vulnerability verification. In the first step, raw URLs are entered into the 

framework. In this step, the URLs are parsed by a dynamic method after being preprocessed. 

In the second step, traces are obtained from pages of URLs. In the last step, vulnerabilities are 

automatically verified and reported (Wang et al., 2017 ). 
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6.2.5 DoS Defense Strategy 

 

According to Bonguet and Bellaiche (2017), during a DoS attack, the most important goal is to 

maintain the availability of the cloud service. Bonguet and Bellaiche (2017) emphasize that the 

cloud-based DoS defense strategy covers various aspects such as prevention, mitigation 

strategies, and security architectures.  

 

 Prevention.  
An exhaustive and standardized SLA helps to prevent DoS attacks by providing 

availability, confidentiality, and trust. An SLA provides privileged user access, 

regulatory compliance, secure data location, and proper encryption of data to avoid 

leakages between users sharing the same environment.  

 Attack mitigation 

To eliminate an attack, cloud providers must detect the attack as quickly as possible, 

mitigate the effects of the attack, and if these actions prove insufficient, migrate the VM 

under attack to secure physical servers.  

 Security-aware cloud architecture 

An innovative architecture provides physical and virtual firewalling services. In this 

architecture, physical firewalls mitigate attacks by redirecting or load balancing the 

traffic that is directed to virtual firewalls residing on VMs. 

. 

 

 
Figure 20 Reference model for the biometric system developed by Sarier (2018) 
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6.2.6 Federated Authentication  

 

An emerging approach to address authentication management is to provide users with protected 

environments to federate identities (Khan et al., 2011 ). Federation users can have integrated 

services with a qualified group of users within certain sets of business transactions. 

 

Khan et al. (2011) emphasize that the Federated Authentication Service (FAS) allows users to 

be authenticated within a cloud environment. FAS makes user authentication decisions using a 

dedicated authentication server for all cloud environments. Other important technology that can 

enhance an FAS system follows.  

 

 Multifactor-based authentication. Text-based usernames and passwords are vulnerable to 

guessing attacks and social engineering attacks (Sabzevar and Stavrou, 2008 ). Multifactor 

authentication is a method for validating user identity by requiring the use of more than just 

a single-factor password. For instance, Microsoft’s cloud multifactor-based authentication 

applies a second security layer for user login and transactions. Sabzevar (2008) proposed a 

multifactor-based authentication method that uses the user’s personal device token as the 

first factor, and the second factor used to authenticate a user is a graphical password. A 

service provider challenges the user with an image password. This method can overcome 

threats such as weak passwords without forcing the user to memorize different passwords 

or carry different tokens.  

 Biometrics. According to Sarier (2018), one of the strongest challenges to current cloud-

specific authentication is the existence of too many passwords for each user. A biometrics 

authentication technique validates the identity of a cloud user based on his/her physiological 

or behavioral traits. In cloud-specific cryptographic systems, it is important to secure a 

location where cryptography and decrypting information is stored. However, the high 

entropy and long key length of the biometrics key could make it difficult to carry out a 

successful attack compared to cryptographic algorithms such as SHA-1 and SHA-2. By 

implementing a biometrics solution, each VM running on a host computer can be encrypted 

in a unique manner to avoid attacks. Sarier (2018) proposed a method that applies 

multilayered encryption using multiple distance metrics by concatenating multiple 

ciphertexts to encrypt the same message, as shown in Figure 20. 

 Data encryption can be used for three major states of data: data in motion, data in use, and 

data at reset (Liu and Kuhn, 2010 ). (1) Encryption of data in motion is considered when 

users are sharing, uploading, and downloading data from/to a cloud server such as a peer-

to-peer network (P2P), email, and chatting. (2) Encryption of data in use is performed when 

a file is being transferred from a storage device to another device. Encryption of data at 

reset is performed when data exits the same storage device for a short or long period of time. 
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Figure 21 FoSII overview (Maurer et al., 2013) 

 

6.2.7 Foundations of self-governing ICT Infrastructure (FoSII) 

 

In the cloud multilayer system, the most important step is the role of the PaaS in translating the 

high-level application parameters such as workloads and the application’s SLA to resource-

level attributes. The configuration management process in PaaS ensures that the image files 

required to provide virtualization are properly managed, and that the configuration or template 

file is available when and where it is needed (Kousiouris et al., 2014 ).  

 

Maurer et al. (2013) proposed a solution called foundations of self-governing ICT infrastructure 

(FoSII) aiming at developing an infrastructure for autonomic SLA management and 

enforcement. 

 

As shown in Figure 21, the proposed FoSII infrastructure manages cloud infrastructures by 

means of autonomic computing. FoSII monitors and analyzes cloud parameters, creates a 

knowledge-based plan, and executes the plan in the full cycle of a control loop. The adaptation 

phase consists of the SLA contract establishment, where cloud providers register their resources 

in databases containing public SLA templates. According to Maurer et al., (2013) a control loop 

stores the knowledge required for decision-making in the individual phases. This paper 

addresses the process of dynamically and efficiently allocating resources while interacting with 

the other phases. 
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6.2.8 VM-based Redundant Array of Independent Disks (RAID)  

 

 Khasymski et al. (2012) indicate that RAID systems consist of many disks with the aim of 

providing higher performance, reliability, and logical storage volume size. Data striping and 

redundancy are simple concepts. However, selecting between the many available data striping 

and redundancy techniques requires that storage system developers understand the complex 

tradeoffs between reliability, I/O performance, and storage efficiency. A RAID system consists 

of two major mechanisms: data striping for enhanced performance and redundancy for 

enhanced reliability.  

 

 Data Striping is used to distribute each data chunk across multiple data disks to make the 

disk array appear as a single high-speed, large logical disk volume. In fact, data striping 

enhances I/O performance by enabling multiple independent I/O operations accessing 

separate disks to be performed in parallel.  

 Data Redundancy of the disk array is adopted to tolerate disk failures and to avoid data 

loss. In particular, the disk arrays are divided into stripes, with each group of data chunks 

having one or more redundancy disks containing the redundant information named “parity.” 

When a disk failure occurs, the failed disk will be replaced by a new one and the information 

on it will be recovered using parity. 

 

 
Figure 22 The write operation (a) and degraded read operation (b) in RAID 5 

 

 

In Figure 22(a), when a write is performed, the number of disks in a stripe to be written to is 

more than half of the total number of disks. The RAID controller first performs a write for data 

chunks ‘D 1’ and ‘D 2,’ and the second RAID controller reads the other data chunk ‘D 3’ of 

that stripe from the physical disks. The parity chunk ‘P 1’ is then calculated by performing an 

XOR operation among the data chunks ‘D 1’, ‘D 2,’ and ‘D 3.’ Here, P 1 = D 1 ⊕ D 2 ⊕ D 3. 

In Figure 22(b), RAID 5 performs I/O operations in recovery mode across three data disks and 

one parity disk in the disk array. In RAID 5, for read operations of data chunks that have not 

been recovered, the array operates in a degraded mode. RAID attempts read operations to the 

data disks that have not been recovered and RAID will not perform write operations to 

corresponding data disks until the failed disks are recovered. To recover the failed data 

chunk ’D 3’ in the corresponding stripe, the RAID controller first requires reading the rest of 

the data and the parity chunks ’D 1’, ’D 2,’ and ’P 1’ in that stripe from the surviving disks. 

Then the second RAID controller performs XOR operations on the surviving data and parity 

chunks, while the third RAID controller writes the recovered data chunks to the replacement 

disk. That is, D 2 = D 1 ⊕ D 3 ⊕ P 1. 
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Figure 23 The hierarchical RAID encoding in a cloud system 

 

As shown in Figure 23, Khasymski et al. (2012) proposed a recovery scheduler for failed data 

in VM environments by using parity data in a RAID. Khasymski et al. (2015) argued that the 

traditional cloud storage system using RAID 51 or RAID 61 is not storage-efficient. This is 

because RAID x1 versions use a mirroring method that consumes more storage than the parity 

data. In addition, the traditional cloud storage system uses a CPU-based encoding and decoding 

method whereas Khasymski’s method uses the GPU to calculate the parity data. 

6.2.9 Detection of jamming attacks 

 

According to Young and Boutaba (2011), an approach for detection of jamming attacks is 

proposed which measures the signal strength for extracting noise-like signals. These statistical 

data are then used for analyzing threshold values for attack detection. For the connectivity layer, 

the jamming attacks relate to interference from packet collisions or flooding the communication 

channel (Young and Boutaba, 2011, Oliveira et al., 2017 ).  

 

another detection method proposed by  Malebary and Xu (2015) involves detecting jamming 

attacks through computation of the successful packet delivery ratio by checking on signal 

strength and the locations of nodes. 

6.2.10 Secure Initialization framework 

 

 Pecorella et al. (2016) propose a framework aimed at secure initialization by setting a minimum 

data rate between the sending and receiving nodes to ensure non-attendance of eavesdroppers 

(Pecorella et al., 2016 ). 
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6.2.11 Detecting Sybil attacks 

 

An approach to detect Sybil attacks is performed by measuring the signal strength (Abbas et al., 

2013 ). A detector node is used to compute the sender location during packet communication. 

According to Abbas et al. (2013), a fake Sybil node may employ illegitimate MAC values to 

pose as another device. A Sybil attack can result in resource exhaustion along with denial of 

access to legitimate devices.  

 

6.2.12 Open web application 

 

According to El Jaouhari et al. (2017) and Khan and Salah (2017), the Open Web Application 

provides recommendations to improve physical security of devices to provide secure firmware, 

and provides utility tools for debugging. The Open Web Application prevents unnecessary USB 

interfaces form accessing device firmware. The trusted Open Web Application platform should 

be incorporated to improve physical security (Baker and Manweiler, 2015 ). 

 

6.2.13 Mitigating sleep deprivation attacks 

 

 A framework for mitigating sleep deprivation attacks in the connectivity layer is proposed by 

Bhattasali and Chaki (2011). In their paper, a cluster-based approach is used by splitting each 

cluster into several sectors. Consequently, this cluster coordinator reduces energy consumption 

by preventing long distance communication (Bhattasali and Chaki, 2011 ). 

6.2.14 Countering replay attacks 

 

 According to Hummen et al. (2013), the replay attack takes advantages of fragmentation of 

packets in 6LoWPAN. Their proposed security control added a 64-bit timestamp value and 

nonce options packets to the fragmented packets. These packets are added to the 6LoWPAN 

adaptation layer for unidirectional and bi-directional packets, respectively. The 64-bit 

timestamp value in the fragment prevents redundant advertisements and redirections in the 

network (Hummen et al., 2013 ).  

 

6.2.15 Secure control for neighbor discovery 

 

Riaz et al. (2009) proposed a security control for neighbor discovery using cryptography 

techniques. Public key signatures are applied to detect nodes using both symmetric and 

asymmetric key management. The packet communication using encrypted data is used to detect 

nodes attempting neighbor discovery (Riaz et al., 2009 ). 

 

 

6.2.16 Mitigated buffer reservation attack 

 

According to Hummen et al. (2013), a buffer reservation attack is mitigated by splitting buffers. 

In this manner, the attacker’s cost of launching the attack increases by demanding whole 

fragmented packets to be sent in short segments. Every node calculates the percentage of 

completion of a packet and the node discards the packets with low percentage of completion. 
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6.2.17 Mitigating RPL attacks 

 

 To mitigate this type of attack during routing through the IPv6 Routing Protocol for Low-

Power and Lossy Networks (RPL), a security control is proposed to check the quality of a route 

to the final node (Dvir and Buttyan, 2011 ). A ranking system is used for validating the quality 

of a route to the sink node. The RPL protocol works by constructing the Directed Acyclic Graph 

(DAG) with its root at any of the CoT gateways. DAG prioritizes rank values based on the rank 

of the preferred parent to other nodes. The rank value of a node can be decreased to connect to 

the root for eavesdropping. The proposed security control takes advantage of rank 

authentication for authenticating version numbers using a hash function to prevent this (Dvir 

and Buttyan, 2011 ).  

 

6.2.18 Countering sinkhole attacks 

 

To deal with sinkhole attacks in the connectivity layer, a method handling failover is proposed 

by Weekly and Pister (2012). A hash chain function is applied for verification of rank related 

to a destination information object message. The generated hash value broadcasts destination 

information through an object message. Discord at a node indicates an illegitimate parent rank 

value. This technique is applied through the destination information object message with a 

special fragment signed by the root node. According to Weekly and Pister (2012), the parent 

nodes of any special fragmented node are eliminated by preventing them to transmit more than 

30% of streaming data at certain intervals. 

6.2.19 Countering man-in-the-middle attacks 

 

Mahalle et al. (2013) propose a security control to counter man-in-the-middle attacks by 

computing secret keys so that the devices are authenticated through encryption of these secret 

keys. At first, the proposed security control verifies devices in the connectivity layer. In this 

manner, the proposed counter attack control checks the capability of the device for performing 

the desired functionality before the genuine operation occurs (Khan and Salah, 2017 ). 

 

6.2.20 Countering CoAP malicious messages attacks 

 

Granjal et al. (2013) suggest making good use of CoAP security options to counter CoAP 

malicious messages attacks. The CoAP Security On option secures CoAP messages at the 

application level, whereas the CoAP Security Token option simplifies the identification process 

for accessing CoAP resources at the application level. Moreover, the CoAP Security Encap 

option sends data needed for countering this type of attack. Using the above CoAP options, the 

suggested security controls perform well in terms of the packet transmission throughput and 

energy consumption (Granjal et al., 2013 ). 
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7 ANALYSIS OF RESULTS 
 

This section analyzes the results based on the research questions.  

 

This systematic literature review analyzes the results for the first question: 

 

(Q1)  What types of vulnerabilities are presented in the literature regarding Cloud of Things? 

 

It is obvious that there are numerous publications on the vulnerabilities related to CoT-specific 

vulnerabilities. Nevertheless, this SLR shows beyond doubt that CoT-specific vulnerabilities 

are still one of the issues worthy of attention, considering the technology in its entirety. In this 

SLR, 25 important CoT-specific vulnerabilities were identified. Forty-four research literature 

were used for categorizing the important challenges. 

 

This thesis finds that the CoT cloud layer is vulnerable to many types of attacks. For instance, 

the review identified the following specific vulnerabilities based on the cloud architecture 

related to cloud interfaces: social engineering vulnerabilities, client-side data manipulation, 

spear phishing, session manipulation, and content-based injection. The vulnerabilities related 

to cloud services and APIs are DoS and weak authentication methods. Metering-related defraud 

and insufficient logging were classified under the cloud management access layer. 

Vulnerabilities such as cross-VM access and computational resource vulnerability were 

classified under cloud software infrastructure and environment. Finally, the cloud-specific 

catastrophic failure was classified under the IT infrastructure. 

 

The gateway for IoT devices named the “CoT gateway” is vulnerable to attacks such as  

CoAP malicious messages attack, Replay attacks and RPL routing attacks. 

 

As mentioned earlier in Chapter 6.1, the CoT connectivity layer is vulnerable to attacks such as 

the jamming attacks, Sybil attacks, DoS attacks using neighbor discovery, buffer reservation 

attacks, man-in-the-middle attacks, eavesdropping attacks, sinkhole attacks, and wormhole 

attacks.  

 

Finally, the research in support of this thesis determined that insecure initialization interface 

attacks and sleep deprivation attacks have been reported in recent literature for the things layer 

of CoT systems.  

 

(Q2) What security controls are presented in the literature regarding Cloud of Things? 

 

The SLR revealed 20 security controls used to counter important CoT-specific vulnerabilities. 

Twenty-nine research literature were used for categorizing important solutions related to CoT-

specific vulnerabilities. 

 

This thesis finds that the security controls for the CoT cloud layer can be used to counter some 

of the earlier mentioned attacks. For instance, the identified solutions include cautious 

behaviors, OTCs, SessionShield, the TT-XSS detection framework, DoS-based defense 

strategy, federated authentication, FoSII, and VM-based RAID. 

 

The CoT gateway can be made secure against vulnerability by applying security controls such 

as countering CoAP malicious messages attacks, countering relay attacks, and mitigating RPL 

attacks. As mentioned earlier in Chapter 6.2, this thesis finds that the CoT connectivity layer 
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can be made more secure against attacks by using solutions such as detection of jamming 

attacks, detecting Sybil attacks, secure controls for neighbor discovery, mitigating buffer 

reservation attacks, countering sinkhole attacks, and countering man-in-the-middle attacks.  

 

Finally, this thesis finds that a secure initialization framework, and mitigating sleep deprivation 

and open web application are used for countering relevant attacks for the things layers of CoT 

systems.  

 

 

(Q3) What distinguishes this SLR from previous study related to the cloud and the IoT 

paradigm? 

 

1. This thesis focuses on integrating previous research regarding cloud- and IoT-specific 

vulnerabilities into a new context for CoT. 

 

2. Three terms – Risk, Vulnerability and Threat are used interchangeably by authors of 

previous systematic literature reviews, but they are distinct terms with different 

implications. This thesis focused exclusively on the vulnerability, whereas previous 

research provides mixed discussions involving risk, threat, and vulnerability for 

countering security threats. 

 

3. Several CoT-specific security controls based on the CoT architecture are examined and 

discussed in this thesis. 

 

4. This thesis should provide better insight on the practical implications of CoT security 

controls as stated by Backe and Lindén (2015), and in particular used the Okoli and 

Schabram (2010) SLR for ISs as a stepping stone to perform the literature review. 

Moreover, the database of abstracts of reviews of effects (DARE) quality evaluation 

method proposed by Dissemination (2007) is used to assess the quality of the 

publications included in the review conducted within this thesis. 

5. This thesis investigates 20 publications that did not included in previous systematic 

literature reviews.   
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Table 4 Taxonomy of CoT-specific vulnerabilities , security controls and implications. 

 

Attack vector Vulnerability Security control Implication 

CoT 
Monitoring 

Social engineering vulnerabilities 

[31,50,5] 

Cautious Behaviors [50] 
Preventing privacy invasion, 
spamming, untrustworthy 
broadcast 

Client-side data manipulation 
[21, 22] 

Spear phishing [68,65,55] 

Application’s session riding, 
fixation, and hijacking [51,12] 

One-Time Cookies (OTCs) [14] Preventing privacy invasion 

SessionShield [52] Preventing privacy invasion 

Content-based injection 
[12,41,79] 

TT-XSS detection framework 
[24,69] 

Blocking privacy invasion and  
unauthorized access 

CoT 

Services 

Weak authentication mechanisms 
[81,21,22 ] 

Federated Authentication 
[43,63,61,33] 

Blocking privacy invasion and  
unauthorized access 

Denial of service (DOS) 
[18, 10, 76, 77, 22] 

DoS Defense Strategy [10] 
Blocking disturbance and access 
refusal of services 

Metering-related defraud [24, 25, 
26] 

Foundations of self-governing 
ICT Infrastructure (FoSII) 
 [49, 43] 

In-depth monitoring, smart 
logging and preventing 
unauthorized access to 
visualization software and 
hardware infrastructure 

Insufficient logging [37,48,13,21] 

A cross-VM access 
[22, 49, 59, 25] 

A computational resource 
vulnerability [59, 25] 

Disaster failure [34, 35, 73] VM-based RAID [34, 35] 
Preventing data, virtual machine 
and disk failure 

CoT 
Gateway 

CoAP malicious messages attack 
[20] 

Countering CoAP malicious 
messages attacks [20] 

Blocking access refusal of 
services 

Replay attacks [36] Countering replay attack [36] 

Blocking disturbance and access 

refusal of 6L0WPAN protocol 
layer 

RPL routing attack [16] Mitigating RPL attacks [16] 
Blocking eavesdropping for IPV6 
protocol 

The 
Connectivity 
Layer 

The jamming attacks [75] 
Detection of jamming attacks 
[78, 47] 

Blocking Intrusion and 
disturbance of network 

Sybil attacks [80] 
Detecting Sybil attacks [2] 

Preventing privacy invasion, 
spamming, untrustworthy 
broadcast 

Wormhole attacks [4, 70] 

DOS attack due to neighbor 
discovery [58] 

Secure control for neighbor 
discovery [58] 

Blocking IP deceiving 

Buffer reservation attack [29] 
Mitigated buffer reservation 
attack [29] 

Preventing buffer refabrication at 
network’s transport layer 

Sinkhole attacks [72] 
Countering sinkhole attacks 
[72] 

Blocking network access refusal 
of services 

Man-in-the-middle attacks [46, 
42, 4] Countering man-in-the-middle 

attacks [45,32] 
Blocking streaming data 
eavesdropping 

Eavesdropping attacks [38, 57] 

Things 
Layer 

Insecure initialization interface 
[28] 

Secure Initialization framework 
[56]  Blocking privacy invasion and  

unauthorized access to devices Open web application 
 [13, 8, 32] 

Sleep deprivation attacks [9] 
Mitigating sleep deprivation 

attacks [9] 

Preventing extra energy 

consumption 

 

 

This thesis also analyzes the result of the secondary question regarding the current state of cloud 

of things vulnerability in academic research, (Q4) What are the possible gaps for future 

research? 
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Table 4 summarizes the Taxonomy of CoT-specific vulnerabilities, their security controls, and 

implications. The new classification enables cloud of things developers and providers to 

understand the security gaps in the current state of CoT. The newly designed CoT security 

taxonomy includes attacking vectors based on CoT architecture, vulnerability, security controls, 

and technical implications on assets and function. The proposed taxonomy fills the gaps from 

previous research on context of Cloud of Things. CoT developer and researches can use this 

taxonomy to find out the security gabs in their systems.  

 

7.1 Quality Evaluation 

 

The database of abstracts of reviews of effects (DARE) quality evaluation method for SLR 

studies was proposed by a group of researchers in York University (Dissemination, 2007 ). In 

Dissemination (2007) method criteria were used to assess the quality of publications. Four 

questions and their possible responses were formulated. The quality evaluation procedure used 

the following scoring values: Y(yes) = 1, P(partly) = 0.5, and N(no) = 0. When the scoring 

value could not be determined with certainty, another thorough search on the relevant 

information was performed. 

 

QA1. Was this publication appropriately selected based on the inclusion and exclusion criteria? 

 Y(yes), inclusion and exclusion criteria are explicitly described. 

 P(partly), inclusion and exclusion criteria are implicitly described. 

 N(no), inclusion and exclusion criteria cannot be readily inferred. 

 

QA2. Was this publication extracted from a reliable source during the search process? 

 Y(yes), this publication was extracted from a high-impact-factor (IP > 1) journal. 

 P(partly), this publication was extracted from a low-impact-factor (IP < 1) journal. 

 N(no), this publication was extracted from a conference or a Scopus-indexed journal. 

 

QA3. Did this publication access the validity of included publications? 

 Y(yes), QA and validity criteria are explicitly described. 

 P(partly), QA and validity criteria are implicitly described. 

 N(no), QA and validity criteria cannot be readily inferred to the explicit CoT-specific 

vulnerability. 

 

QA4. Was detailed information present in this publication on the CoT-specific vulnerabilities 

and/or security controls? 

 Y(yes), information is explicitly presented. 

 P(partly), information is implicitly presented.  

 N(no), information was not presented well. 
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Table 5 presents the results of the quality evaluation on the four quality assessment (QA) criteria 

for the selected SLR publications. The total score was measured separately for each publication. 

The evaluation result shows that Twenty three conference publications scored 3.46. Twenty six 

high impact factor and relevant publications scored 4. Beside, Figure 24 shows the total number 

of each publication type among 58 selected paper.  

 
Table 5 Quality evaluation of publications 

Ref. number Included 

in Review 

Publication  

Type 

QA1 QA2 QA3 QA4 Total 

score 

1 NO Book - - - - - 

2 YES Journal Article Y Y Y Y 4 

3 NO Journal Article - - - - - 

4 YES Journal Article Y N Y Y 3 

5 YES Journal Article Y Y Y Y 4 

6 NO Journal Article - - - - - 

7 NO Thesis - - - - - 

8 YES Journal Article Y N Y Y 3 

9 YES Conference Paper Y N Y Y 3 

10 YES Journal Article Y Y Y Y 4 

11 NO Journal Article - - - - - 

12 YES Journal Article Y Y Y Y 4 

13 YES Conference Paper Y N Y Y 3 

14 YES Journal Article Y Y Y Y 4 

15 NO 
Government 
Document 

- - - - 
- 

16 YES Conference Paper Y N Y Y 3 

17 NO Book - - - - - 

18 YES Journal Article Y Y Y Y 4 

19 NO Journal Article - - - - - 

20 YES Conference Paper Y N Y Y 3 

21 YES Conference Paper Y N Y Y 3 

22 YES Journal Article Y Y Y Y 4 

23 NO Journal Article - - - - - 

24 YES Journal Article Y Y Y Y 4 

25 YES Journal Article Y P Y Y 3.5 

26 YES Conference Paper Y N Y Y 3 

27 NO 
Government 
Document 

- - - - 
- 

28 YES Journal Article Y Y Y Y 4 

29 YES Conference Paper Y N Y Y 3 

30 NO Conference Paper - - - - - 

Figure 24 The total number of each publication type among 58 selected paper 
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31 YES Journal Article Y Y Y Y 4 

32 YES Journal Article Y Y Y Y 4 

33 YES Conference Paper Y N Y Y 3 

34 YES Conference Paper Y N Y Y 3 

35 YES Book Y N Y Y 3 

36 YES Conference Paper Y N Y Y 3 

37 YES Conference Paper Y N Y Y 3 

38 YES Journal Article Y Y Y Y 4 

39 NO Journal Article - - - - - 

40 NO Book - - - - - 

41 YES Journal Article Y Y Y Y 4 

42 YES Conference Paper Y N Y Y 3 

43 YES Journal Article Y Y Y Y 4 

44 NO Journal Article - - - - - 

45 YES Journal Article Y P Y Y 3.5 

46 YES Journal Article Y Y Y Y 4 

47 YES Journal Article Y P Y Y 3.5 

48 YES Conference Paper Y N Y Y 3 

49 YES Journal Article Y Y Y Y 4 

50 YES Journal Article Y Y Y Y 4 

51 YES Journal Article Y P Y Y 3.5 

52 YES Book Y N P P 2 

53 NO Journal Article - - - - - 

54 NO Journal Article - - - - - 

55 YES Conference Paper Y N Y Y 3 

56 YES Journal Article Y Y Y Y 4 

57 YES Conference Paper Y N Y Y 3 

58 YES Conference Paper Y N Y Y 3 

59 YES Conference Paper Y N Y Y 3 

60 NO Journal Article - - - - - 

61 YES Conference Paper Y N Y Y 3 

62 NO Journal Article - - - - - 

63 YES Journal Article Y Y Y Y 4 

64 NO Journal Article - - - - - 

65 YES Journal Article Y P Y Y 3.5 

66 NO Blog - - - - - 

67 NO Journal Article - - - - - 

68 YES Report Y N P P 2 

69 YES Journal Article Y Y Y Y 4 

70 YES Journal Article Y P Y Y 3.5 

71 NO Book - - - - - 

72 YES Conference Paper Y N Y Y 3 

73 YES Conference Paper Y N Y Y 3 

74 NO Journal Article - - - - - 

75 YES Conference Paper Y N Y Y 3 

76 YES Journal Article Y Y Y Y 4 

77 YES Journal Article Y Y Y Y 4 

78 YES Journal Article Y Y Y Y 4 

79 YES Journal Article Y Y Y Y 4 

80 YES Journal Article Y Y Y Y 4 

81 YES Journal Article Y Y Y Y 4 
Total # of 

Selected 

Publications 
58  

 
 

 
 

Average 

Score 3.46 

 

The relationship between the quality scores for a publication and the issued date of publications 

was investigated. Figure 25 shows the average quality scores and reference count for selected 

publications by the issued date. In addition, it indicates that the average quality score trends 

upward. To measure the strength of the linear relationship between two quantitative variables 

of mean score and issued year, we use correlation analysis. The correlation between the issued 

year and the mean score was 0.57 (p < 0.031). Moreover, Table 6 shows the reference number 

of each selected publication based on the year publish. 
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Table 6 Reference number by published year 

Reference Number   Year Published 

75 2005 

- 2006 

15 2007 

1,36,41,70 2008 

58 2009 

40,21,43,54,73 2010 

52,9,16,30,33,37,48,22,27,67,78 2011 

34,72,14,81 2012 

20,29,2,23,25,28,38,45,49,53,60 2013 

13,39,80 2014 

35, 57,59,3,6,8,18,47,76,7 2015 

71,26,11,46,50,56,70 2016 

66,17,55,42,4,5,10,12,19,31,32,41,44,51,62,64,65,69,74,79 2017 

24,63,68 2018 

 

 

 

 

 

 

 

 

 

 

 

Figure 25 Count of references and average score for publication year. 
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8 CONCLUSIONS  
 

Many publications on information technology have quoted CoT-specific vulnerabilities as the 

most substantial barrier for cloud of things realization. Therefore, this thesis identified the major 

vulnerabilities in CoT and their security controls. This systematic literature review also 

classified similarities and differences among CoT-specific vulnerabilities and solutions based 

on the CoT architecture layers. This SLR considered the 58 most reliable articles in the final 

results. A taxonomy was created to categorize recent CoT vulnerabilities and their solutions, as 

reported in the literature. These new challenges are important topics for further CoT security 

research. The vulnerabilities related to CoT services and resources include malicious attacks 

against networks and power outages causing IT infrastructure failures. This thesis emphasizes 

the importance of understanding cloud vulnerabilities so that secure CoT systems can be built 

in the future. 
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