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Abstract 
Purpose - The purpose of the study is to explore cargo theft risk and security for different 
product types at different locations along a transport chain.  
Design/methodology/approach - This study is based on a system-theoretical approach. The 
research method is deductive as the analysis is based on secondary data and results from a 
questionnaire. The results are analyzed based on supply chain risk management (SCRM) and 
criminology theories. 
Findings - Due to substantial interaction effects, the type of product and transport chain 
location must be considered to determine the correct level of security. Specifically, the 
product type is more significant since the general cargo theft risk is higher. Furthermore, the 
transport industry has three perspectives of security responses to cargo theft: demanded, 
needed, and actual security, which differ depending on the product type and transport chain 
location.  
Research limitations/implications - This study is limited by the content and classifications 
of the Transported Asset Protection Association (TAPA) of the Europe, Middle East, and 
Africa (EMEA) Incident Information Service (IIS) database as well as by the attendees of the 
2015 TAPA EMEA Q4 conference. 
Practical implications - This paper has both research and practical implications as it studies 
security within freight transport from three perspectives as linked to general cargo theft risk 
and goods owners’ requirements.  
Originality/value - This paper addresses the contemporary SCRM problem of cargo theft 
using actual crime statistics and the industry understanding of generic required security levels. 
Keywords Supply chain risk, Supply chain security, Transport chain location, Cargo theft, 
Product type 
Paper type Research paper 
 
 
Introduction 
The theft of goods poses a significant problem across the globe. The European Union (EU) 
estimates that cargo theft is valued at €8.2 billion annually, which, in the context of all 
transport, is an average of €6.72 per trip (EP, 2007). However, these figures are conservative 
because they reflect only the value of the items and, moreover, most cargo thefts go 
unreported. Further, collecting accurate data for cargo theft losses is often difficult or 
impossible because of limited reporting by the transport industry and the lack of an 
international law enforcement system to ensure consistency in reporting and tracking (ECMT, 
2001). 

Cargo theft and, more specifically, supply chain security have received increasing 
attention from researchers and practitioners following the intensified research and interest in 
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supply chain vulnerabilities. Historically, supply chain security and vulnerability were largely 
neglected until the terrorist attack on the World Trade Center, 2001.  

Supply chain vulnerability reflects the sensitivity of a supply chain to disruption (Waters, 
2007) and can be described as “unwanted effects” or as a consequence of the risk to the 
supply chain. Juttner (2005) defines supply chain vulnerability as, “an exposure to serious 
disturbance arising from supply chain risks and affecting the supply chain’s ability to 
effectively serve the end customer market.” If the potential risk for disturbance is considered 
too high for a logistics setup or product flow, the design of the system should be altered to 
reach acceptable levels for the constraints and risk for disturbance (Ekwall, 2009). Improved 
risk management is used to respond to both supply chain disturbance and vulnerability 
(Manuj and Mentzer, 2008b). If the source of the disturbance is linked to antagonistic threats, 
the alteration is referred to as security. In practice, this means an increased focus on the 
security features of the small elements of the transport chain, such as terminals, trucks, 
containers, and ports. 

 Traditionally, risk management and security may appear congruent because many 
security practitioners use traditional risk management methods to simplify and analyse 
complex security issues. Furthermore, they are methods used to properly allocate limited 
resources to address unlimited risk sources to reduce total risk (Manunta, 1999). Most 
traditional risk management methods are based on statistics and are derived from areas, such 
as insurance and safety that assume a mechanically predictable or deterministic world. The 
stronger the linear relationship between cause and effect, the better the traditional risk 
management approach can reduce disturbance. This assumption signals that quality 
management tools are appropriate for risk management processes as well (Williams et al., 
2006). However, although the relationship between cause and effect is normally linear for 
process failures, deliberate actions behind the disturbance cause the relationship to be 
essentially non-linear. Therefore, traditional risk management cannot deal effectively with the 
dynamics of antagonism, the area for security.  

General cargo theft statistics indicate that about 41 percent of all incidents occur during 
the driving phase of transportation and involve threatening the driver or tearing the canvas of 
the load unit. In 15 percent of incidents, the truck is stolen along with the goods. Another 15 
percent represents hijacking and robbery (EP, 2007). According to a report by the 
International Road Transport Union (IRU) (2008), trucks and their loads were targeted in 63 
percent of all thefts, while 43 percent were either direct thefts of transported goods or 
included the theft of the drivers' personal belongings. Of these thefts, 42 percent occurred in 
truck parking lots and a further 19 percent on motorways (IRU, 2008). This means that 61 
percent of all thefts occurred at a temporary rest area along a road. Cargo theft typically 
occurs on trucks that are temporarily parked along the road, often waiting for loading and 
unloading opportunities (EP, 2007; TruckPol, 2007; IRU, 2008). In this context, prior 
research shows that a violent modus operandi has a greater impact in terms of the higher 
value of the stolen goods (Ekwall and Lantz, 2013; Ekwall and Lantz, 2015a; Ekwall and 
Lantz, 2015b, Ekwall and Lantz, 2016).  

Therefore, the relationship between risk and security, in a dynamic setting, should be 
analyzed from both a statistics and a perceived point-of-view. Furthermore, when protecting a 
supply chain from a deliberate disturbance, whether the perception of a certain actor can 
misalign the security effort with the actual threat level should be examined. This would help 
determine differences between the perceived risk level and the statistically based risk level, 
and the goods owners can use this data to develop contractual demands for security at certain 
transport chain locations depending on the perceived risk of theft risk based on their type of 
goods. 
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To provide a better understanding of cargo theft and preventive security measures, this 
paper uses a combination of risk management and logistics theories as well as data on cargo 
theft from the Transported Asset Protection Association (TAPA) of the Europe, Middle East, 
and Africa (EMEA) Incident Information Service (IIS) and survey data collected during a 
TAPA EMEA conference. The premise is that the results from the IIS can be considered 
measures of real risk, which are then compared with the results from the survey as the 
measures of perceived risk and security.  

In this paper, we focus on risk in the context of cargo theft. The two risk dimensions are: 
a) the probability that a theft occurs and b) the value of the stolen products. This study 
explores empirically that both types of risk are driven by the two factors of the type of 
product and the supply chain location. Furthermore, interaction between the two factors may 
also exist, so that certain product types are especially prone to theft at specific locations along 
the supply chain. Improving the understanding of these issues would improve the risk 
management efforts of goods owners as well as transport providers. Finally, we adopt an 
interdisciplinary approach to views, ideas, and theories, as required when developing an 
applied science (Stock, 1997).  
 

Research purpose. The purpose of the study is to explore perceived and actual cargo theft 
risk and its relation to the required and actual strength of security for different product types 
at different locations along the transport chain.  
 
Frame of reference 
According to Colicchia and Strozzi (2012), supply chain risk management (SCRM) research 
has received increased interest from both practitioners and scholars. In their proposal for a 
comprehensive risk management and mitigation model for global supply chains, Manuj and 
Mentzer (2008b) argue that the risk of any particular type of loss should be conceptualized as 
the probability of the loss multiplied by its impact. Similar definitions of risk can be found in 
much of the contemporary SCRM research (Khan and Burnes, 2007; Norrman and Jansson, 
2004; Tummala and Schoenherr, 2011; Wagner and Bode, 2008, Manuj and Mentzer, 2008a; 
Coyle et al., 2011; Sheffi and Rice, 2005). Thus, risk is the combination of the probability or 
frequency of the occurrence of a certain hazard and the value or impact of its occurrence. 
Thus, a high-risk event is either an unfortunate event with a high probability of occurrence 
and/or an unfortunate event with a high potential impact (Ekwall and Lantz, 2016). Hence, 
risk management is a prioritization process in which the risks with the greatest potential loss 
(or impact) and the greatest probability of occurring are handled first, and risks with a lower 
potential loss and a lower probability of occurrence are handled in descending order.  

Determining the relative risk makes it possible to identify risks that must be addressed and 
those that must be accepted, and a higher impact is normally more serious than a higher 
possibility (Bernstein, 1996). Such a risk matrix prioritizes risk management activities 
because the highest quantified risk is also the most critical to address. Consequently, this 
paper simplifies the impact of a cargo theft incident as the value of the stolen products; in 
reality, indirect costs would also be included in the impact of the risk (Ekwall, 2009a; Ekwall, 
2010). In practice, different insurance policies are also used to handle the financial impact 
from a cargo theft incident (Ekwall, 2009a). This can cause a distortion between actors in the 
supply chain if they evaluate the different impacts from cargo theft incidents on their own 
bottom-line. For example, goods owners would consider risks with larger impacts more 
dangerous than risks with higher frequency, even if the theoretical risk value is the same 
(Bernstein, 1996).  
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Supply chain, logistics, and freight. A supply chain is a network of autonomous or semi-
autonomous business processes that produce physical goods or services for customers (Lin 
and Shaw, 1998). The scope of logistics pertains to all activities from the supplier to the 
customer to provide the right product, at the right time, and the right place (Christopher, 
1998). To be successful, all aspects of operations and information must work together. The 
purpose of the transport network is to physically move the goods within a certain supply chain 
to fulfil the scope of logistics. This means the transport network only physically integrates the 
supply chain with the fulfilment of its transport demands (Bowersox et al., 2002). Therefore, 
several supply chains can exist at the same time and place in a transport network. The 
transport system is composed of three different structured elements or components: vehicles 
or vessels, freight, and ways and terminals. Theoretically, the products, which belong to the 
supply chain, are sent by freight through a transport chain that uses both terminals and 
parking spaces as locations or facilities, and vehicles, vessels, or planes and infrastructure as 
the freight. The shipping of products that may be theft endangered uses transport chain 
locations and cargo carriers that may not have sufficient security to physically move them 
from consignor to consignee. Cargo thieves attempt to remove goods (products) from a supply 
chain by using different methods to attack different transport chain locations. All location 
types can, in different and short periods, be considered geographically fixed locations. For 
example, vehicles (en route) are moveable; however, this movement is predictable in place 
yet less predictable in time. 
 
Hot products 
Within shrinkage management, which is the study of the loss of inventory, the term hot 
products emphasizes particular items or products that are more theft endangered. One of the 
most basic requirements for a product to be theft endangered is its demand on either the grey 
or black market (Burges, 2012; Ekwall, 2009a). When there is higher demand, both in terms 
of volume and margin for the thieves, brokers, or fencers, thefts of that product are more 
likely to occur (Burges, 2012; Huang et al., 2003; Ekwall, 2009c). Therefore, these products 
require greater surveillance (Beck and Chapman, 2003; Sherman et al., 1989). According to 
Clarke (1999), hot products are defined as products that are CRAVED: concealable, 
removable, available, valuable, enjoyable, and disposable. This term is typically used in a 
retail context, but it is useful to anticipate a higher exposure of certain products for criminal 
purposes (Ekwall, 2009a). Which products are hot is often based on assumptions and 
opinions, but rarely by robustly derived data (Beck and Chapman, 2003). By using accurate 
data factors, such as opportunity and black-market prospects, each item can be considered on 
an equal basis as the pure value of the product (ECR, 2003). According to Burges (2012), it is 
important to understand black market demand as a function of supply and demand where an 
increase in the black market demand for a certain product can lead to an increase in its theft. 
Depending on the sellers, these illegal or stolen products can return to legal supply chains, 
normally thought flea markets, pawnshops, jewellers, websites, or second-hand stores (Johns 
and Hayes, 2003; Ekwall, 2009c). 
 
Supply chain security 
According to Borodzicz (2005), security can be interpreted as either freedom from danger or a 
show of force (or strength). Both interpretations are valid for this paper, but the latter meaning 
is more common. The terrorist attacks on September 11, 2001 highlighted the need for 
security in trade, and this went beyond the scope of the attacks. According to Closs and 
McGarrell (2004), three factors that emphasize the need for trade security are: first, the 
globalization of world trade depends on and is generated by the free flow of people, goods, 
and information; second, businesses increasingly demand efficient supply chain operations; 
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and third, there is an increasing threat of terrorist attacks. This final factor can define illegal 
and antagonistic threats, of which terrorists are one type.  

Present supply chain security research outlines how supply chain security should be 
approached. First, supply chain security should incorporate not only theft prevention, but also 
anti-terrorism measures. Second, the focus should be on global issues and not just local or 
national issues (Sweet, 2006). Third, when conducting contingency planning, the concept of 
crisis management should be included for improved resilience. Last, security is no longer an 
internal corporate concern, but rather an issue for all actors within the supply chain (Closs and 
McGarrell, 2004). 

Lee and Whang state that security should be integrated throughout the entire supply chain 
to be successful at a reasonable price, and this is supported by several authors (Borodzicz, 
2005; Ritter, et al., 2007; Sarathy, 2006; Closs and McGarrell, 2004; Rice and Spayd, 2005; 
Manuj and Mentzer, 2008b). This correct level of security can be established in two ways. 
Firstly, by analysing the localized risk structure and designing security efforts as a response, 
or, secondly, by fulfilling customer demand for security standards, elements, processes, or 
features at either single locations or throughout the transport chain.  

 
Logistics and freight security 
The security of logistics and freight was long under-developed, but since terminal security has 
improved, theft incidents have increased in the links between terminals (Ekwall, 2009 - a). 
This development is also valid from a supply chain perspective; while security in 
manufacturing facilities normally is focused and well-managed, the rest of the chain is 
without security (Purtell et al., 2006). Security during transport is necessary to prevent 
unwanted negative disruption in the flow of goods. Transport security is the combination of 
preventive measures and human and material resources intended to protect transport 
infrastructure, vehicles, systems, and workers against intentional unlawful acts (EU, 2003). 
The technological development of the range and sophistication of anti-theft devices and after-
theft systems is increasing rapidly (Urciuoli, 2008). The key issue is the successful 
coordination and cooperation of the actors involved in the transport. The lack of cooperation, 
together with barriers in business, is indicated by the following: underestimated risk from the 
haulers; different standards in technologies; insurance companies do not always give premium 
reductions; and technical standards do not exist yet (ECMT, 2001 - b). These barriers and lack 
of cooperation can be remedied by the use of common methods or standards in transport 
security (Tyska et al., 1983).  
 
Several new security programmes were launched in the aftermath of the World Trade Center 
terrorist attack to protect international cargo flow from being abused for criminal (primarily 
terrorist) intentions without compromising supply chain efficiency. These security 
programmes address different aspects of supply chain security and target different parts of a 
transport chain. The effects from these programs both in order to handle security threats and 
their impact on different logistics processes have been addressed in a few papers (Gutiérrez et 
al., 2007; Grainger, 2007; Tweddle, 2007; Urciuoli et al., 2013; Urciuoli and Ekwall, 2015). 
The interesting factor is that the goods owner (according incoterm 2011) demands other 
actors fulfillments of different security programs at different locations (both geographically 
and functionally) based on, hopefully, a risk assessment based on the true risk for problems 
linked to the shipped products and the different local threats.  
 
It is fully possible that the demanded security level at different locations and for different 
products varies from the needed security level due to the localised threats. This paper aims to 
address the link between products and transport chain location all in order to differentiate the 
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need for security. Secondly, this paper addressed the possibility that different actors may have 
a different perception of the needed and actual security level for combinations products and 
transport chain location. 
 

Research hypotheses. Based on our literature review, we formulated the following four 
hypotheses: 
 

 H1: There are interaction effects between the type of product and the transport chain 
location on cargo theft risk.  

 H2: The actual strength of transport chain security is weaker than the strength required 
by goods owners. 

 H3: Goods owners require stronger transport chain security than what is justified by 
cargo theft risk. 

 H4: The actual strength of transport chain security is adapted to cargo theft risk. 
 

Since cargo theft risk can, as discussed, be analysed in terms of probability as well as 
impact, H1 is broken down into two separate hypotheses: 
 

 H1a: There are interaction effects between the type of product and the transport chain 
location on the probability of cargo theft. 

 H1b: There are interaction effects between the type of product and the transport chain 
location on the impact of cargo theft. 

 
Method 
Research method 
Risk is a concept related to the future. Past events, by definition, are not risky because there is 
certainty about what has already happened. However, historical data can often be used to 
analyze future risks related to past specific events. Therefore, in this paper, we use historical 
incident frequencies to estimate the probability of future incidents, and historical incident 
values to estimate the impact of future incidents. We use secondary data and follow the 
reasoning of Rabinovich and Cheon (2011) who argue that the importance of secondary data 
analysis has been overlooked in logistics research and should be used to address the 
contemporary challenges in logistics and supply chain research. Even though the analyses of 
secondary data should be seen as the primary source of knowledge in this study, we also 
compare the findings in these data with the understanding of business experts to clarify 
differences in the understanding between experts and secondary data and to follow the risk 
source identification strategy of using expert groups. 

The use of secondary data provides high internal validity and the opportunity to replicate 
this study (Rabinovich and Cheon, 2011). This paper follows traditional logistics research by 
using a systemic approach to understand the problem from a holistic perspective while 
focusing on the interactions among components rather than the causes (Aastrup and 
Halldórsson, 2008). We describe and analyse the values and frequencies of incidents using 
relevant statistics. During the statistical analyses, t-tests were used to compare means, and Z-
tests were used to compare proportions. Bonferroni corrections were used throughout, and 
Microsoft Excel 2013 was used to make all calculations and tables. 

When the data are closer to a census than to a random sample, the results of regular 
significance tests are less valuable because the observed parameters coincide with the actual 
population parameters in a true census. Because the IIS data are from a census of incidents 
reported between 2000 and 2011, the related descriptive statistics can be considered actual 
population parameters. However, since we use these data to study the future of transportation 
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security, the data should be considered as a consecutive sample and, hence, be subject to 
significance testing. 
 
The TAPA EMEA IIS database 
The TAPA EMEA IIS database comprises approximately 20,000 individual reported incidents 
of road transport crimes committed between 2000 and 2011 within the EMEA area. The crime 
statistics in the TAPA EMEA IIS database are prepared by TAPA members and various law 
enforcement agencies (LEAs) in the EU. The identities of the companies involved, directly 
and indirectly, are not disclosed in the reports to avoid negative publicity and ensure better 
data reliability. Further, the reporting entity determines the extent of disclosure of the incident 
details, thus suggesting that the quality of data varies across incidents and countries. 
Nevertheless, the TAPA EMEA IIS database is considered the most accurate database in the 
EU for crime incidents (Europol, 2009). The reporting procedure ensures that the database 
presents an accurate picture of cargo theft incidents in terms of absolute numbers and trends. 
The global TAPA structure has three regions (the Americas, EMEA, and Asia-Pacific), each 
of which has its own IIS database. Within the EMEA region, the vast majority of the data is 
for countries in Northern and Western Europe. Consequently, the data cover the seasonality 
(time of year) of the northern hemisphere. 

Reports for the database are generally created using the online reporting interface at the 
website www.tapaemea.com. The reports include a number of mandatory facts, such as the 
reporting person (name with contact details), incident date, and description. Further, there are 
a number of fixed descriptions about the incident in the following categories: incident type, 
modus operandi, product type, type of location, country of occurrence, and product and loss 
value in euros. It is also possible to add more data to the report. 
 
The TAPA EMEA survey 
All product types (i.e., IT-related products, consumer electronics, food and beverage; see the 
tables in the results section for a full list) as in the IIS database were used in the survey, 
except the “unspecified’ category was removed. To reduce respondent workload and obtain a 
reasonable number of questionnaire items, since we wanted the respondents to rate 1) the 
overall cargo theft risk, 2) the strength of security goods owners required, and 3) the actual 
strength of security for each combination of product type and location, we reduced the 
number of location types compared to the IIS database. The numbers of location types in the 
survey were thus reduced from six to three (see Table 1). Hence, the questionnaire included a 
total 117 (3 * 13 * 3 = 117) items (i.e., combinations of product type and location). A five-
step rating scale from 1 (very low/weak) to 5 (very high/strong) was used for each item. The 
respondents were asked to leave an item blank if they had no opinion. 
 
Table 1: Location types in the two data sets 

Data set Location type 
TAPA 

EMEA IIS 
database 

Third 
party 

facility 

Transport 
mode facility

Supply 
chain facility

Non-secured
parking 

En route Secured parking

TAPA 
EMEA 
survey 

Terminal area During transport Secured parking

 
Data was collected during the Munich TAPA EMEA conference in November 2015 for 

two reasons. Firstly, the biannual TAPA EMEA conferences are large events that attract 
representatives from the major stakeholders interested in cargo theft and transportation 
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security, such as major goods owners, freight companies, insurance companies, academic 
researchers, security equipment manufacturers, and law enforcement agencies. The data 
collection was streamlined and simplified considerably through this approach compared to, 
for example, sending questionnaires by mail or e-mail to these stakeholders. Secondly, the 
members of TAPA EMEA are also the prime source of reports to the TAPA EMEA IIS 
database, meaning that it is reasonable to assume a high degree of convergent validity in 
comparisons between the data from the survey and the IIS dataset. 

During the conference, 150 questionnaires were distributed among the attendees and the 
chairman of the conference asked the participants to answer them to their best understanding 
and submit them to the conference information desk. In all, 37 of the conference participants 
answered the questionnaire where 19 questionnaires were submitted at the end of the first day 
and the remaining 18 were submitted later and picked up by the end of the conference. No 
systematic differences were found between these two groups of respondents, so the responses 
from the 37 questionnaires were aggregated into a single dataset to be used in this study. The 
data from this dataset were analyzed with two-sample t-tests for equal means. Again, note that 
the survey data were collected primarily with the purpose of generating a better understanding 
of the results from the IIS database. A study with these survey data as the foundation would 
be seriously underpowered because of the small sample size. 
 
Results 
Table 2 displays how the thefts of different product types are distributed over different 
locations. Hence, the sum in each row (i.e., for each product type) is always 100 percent. The 
bottom row shows the mean percentage of thefts over all product types for each location. The 
asterisks show whether the deviation up or down from the mean for a certain product is 
statistically significant for that location. For example, 13.7 percent of all thefts occurred on a 
supply chain facility. Further, 47.9 percent of all metal thefts and 6.9 percent of all IT-related 
product thefts occurred on a supply chain facility, and the differences are statistically 
significant in both cases. Hence, metal thefts are systematically overrepresented and thefts of 
IT-related products are systematically underrepresented at supply chain facilities. 
 
Table 2: The theft frequency of different product types over different supply chain locations 

 
Non secured 
Parking 

Secured 
Parking 

3rd Party 
Facility 

En Route 
Transport 
mode facility

Supply 
chain facility 

Sum 

IT-related products 29.9 % *** 2.1 % 8.4 % *** 37.6 % *** 15.1 % *** 6.9 % *** 100 % 

Consumer Electronics 68.7 % *** 2.1 % 2.7 % 12.2 % *** 4.6 % ** 9.7 % *** 100 % 

Food and Beverage 69.0 % *** 1.0 % 0.8 % *** 7.4 % *** 3.7 % ** 18.1 % *** 100 % 
Cosmetic & 

Hygiene Products 
77.1 % *** 0.8 % 1.0 % * 6.9 % *** 2.7 % * 11.6 % 100 % 

Clothing and Footwear 80.5 % *** 1.5 % 0.9 % *** 6.0 % *** 1.8 % *** 9.3 % ** 100 % 

Metal 38.9 % *** 1.9 % 0.9 % ** 5.2 % *** 5.3 % 47.9 % *** 100 % 

Mobile Phone 22.6 % *** 1.1 % 12.6 % *** 37.2 % *** 10.0 % 16.5 % 100 % 

Tobacco Products 53.1 % 1.2 % 0.8 % 20.9 % 3.5 % 20.5 % * 100 % 
Pharmaceutical & 
Medical Products 

76.1 % 0.0 % 4.5 % 7.5 % 1.5 % 10.4 % 100 % 

Cash/Bullion 25.9 % *** 1.7 % 6.9 % 19.0 % 29.3 % *** 17.2 % 100 % 

Non-electronics 55.7 % 5.1 % *** 9.0 % *** 12.2 % 6.7 % 11.4 % 100 % 

Sports goods 67.4 % 2.2 % 3.3 % 12.0 % 5.4 % 9.8 % 100 % 

Supplies 55.6 % 4.5 % 3.8 % 25.6 % * 6.8 % 3.8 % * 100 % 

Unspecified 68.2 % *** 1.4 % 1.3 % *** 11.2 % *** 2.2 % *** 15.8 % 100 % 

Mean 59.1% 1.9% 3.5% 15.8% 6.0% 13.7% 100 % 
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Table 3 displays the mean value (in thousands of Euro) per theft for all combinations of 
product type and location. The far right column shows the grand mean for each product type, 
and the asterisks show whether the deviation up or down from the grand mean for a certain 
location is statistically significant for that product type. IT-related products, consumer 
electronics, cosmetic and hygiene products, mobile phones, pharmaceutical and medical 
products, cash/bullion, and unspecified cargo all have a statistically significantly lower mean 
value of the stolen goods when the theft occurs at non-secured parking. Furthermore, the 
mean value of stolen pharmaceutical and medical products is statistically significantly lower 
when the theft occurs at a third party facility, as is the mean value of tobacco products stolen 
from a supply chain facility. 
 
Table 3: The mean value (in thousands of euro) per theft for all combinations of product type 
and location 

 
Non secured 
Parking 

Secured 
Parking 

3rd Party 
Facility 

En Route 
Transport 
mode facility 

Supply 
chain facility 

Grand 
Mean 

IT-related products 82 *** 127 209 113 149 164 122 

Consumer Electronics 40 *** 80 164 76 57 73 57 

Food and Beverage 32 51 325 34 155 63 48 
Cosmetic & 

Hygiene Products 
38 *** 28 192 98 403 135 74 

Clothing and Footwear 50 67 261 56 129 80 58 

Metal 78 59 136 181 118 73 83 

Mobile Phone 103 *** n/a 577 455 498 481 412 

Tobacco Products 129 8 32 259 694 58 *** 161 
Pharmaceutical & 
Medical Products 

57 *** n/a 22 ** 1516 47 1302 372 

Cash/Bullion 162 ** 4000 n/a 477 1167 1763 1002 

Non-electronics 74 75 247 129 131 86 108 

Sports goods 63 5 61 56 113 65 65 

Supplies 76 75 147 47 124 101 75 

Unspecified 25 ** 42 62 61 98 36 34 

 
Table 4 displays the perceived difference between the strength of security goods owners 

required and the cargo theft risk at different locations for different types of goods. Hence, a 
positive (negative) value indicates that the goods owners required stronger (weaker) security 
than the risk justifies. Asterisks are used to indicate whether a difference is statistically 
significant for that combination of product type and location. For several product types, the 
goods owners required stronger security in terminal areas and at secure parking than the risk 
justifies. However, expect for cash/bullion, the required security during transport appears well 
adapted to the cargo theft risk in most cases. 
 
Table 4: The perceived difference between the strength of security goods owners required and 
the cargo theft risk at different locations for different types of goods 
 Terminal area During transport Secure parking 

IT-related Products 0.92*** 0.24 1.01*** 

Consumer Electronics 0.60* -0.09 0.78** 

Food and Beverage -0.10 0.02 0.31 

Cosmetic & Hygiene Products 0.45 0.14 0.73* 

Clothing and Footwear 0.40 -0.25 0.71* 

Metal 0.08 -0.24 0.15 

Mobile Phone 0.82** 0.27 1.46*** 

Tobacco Products 1.20*** 0.36 1.72*** 

Pharmaceutical & Medical Products 1.41*** 0.35 1.27*** 
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Cash/Bullion 1.21** 0.70* 1.21** 

Non-electronics 0.20 0.02 0.63* 

Sports goods 0.66* 0.29 0.96** 

Supplies 0.23 0.27 0.65* 

 
Table 5 displays the perceived difference between the actual strength of security and the 

cargo theft risk at different locations for different types of goods. Hence, a positive (negative) 
value indicates that the actual security is stronger (weaker) security than the risk justifies. 
Asterisks are used to indicate whether a difference is statistically significant for that 
combination of product type and location. For several product types, the actual security is 
stronger in terminal areas than the risk justifies. On the other hand, the actual security for 
several other product types during transit is weaker than the risk justifies. At secure parking, 
however, the actual security, except for tobacco products, appears to be well adapted to the 
cargo theft risk in most cases. 
 
Table 5: The perceived difference between the actual strength of security and the cargo theft 
risk at different locations for different types of goods 
 Terminal area During transport Secure parking 
IT-related Products 0.74** -0.59* -0.05 
Consumer Electronics 0.24 -0.74*** -0.34 
Food and Beverage 0.06 -0.36 -0.35 
Cosmetic & Hygiene Products 0.21 -0.65** -0.27 
Clothing and Footwear 0.12 -0.82** -0.39 
Metal -0.02 -0.65* -0.36 
Mobile Phone 0.35 -0.70*** 0.26 
Tobacco Products 0.91** -0.35 0.79* 
Pharmaceutical & Medical Products 1.00*** -0.21 0.54 
Cash/Bullion 1.26*** 0.29 0.26 
Non-electronics 0.55* -0.19 0.12 
Sports goods 0.57* -0.42 -0.08 
Supplies 0.58* -0.01 0.23 
 

Table 6 displays the perceived difference between the actual strength of security and the 
strength of security the goods owners required at different locations for different types of 
goods. Hence, a positive (negative) value indicates that the actual security is stronger 
(weaker) security than the goods owners required. Asterisks are used to indicate whether a 
difference is statistically significant for that combination of product type and location. For 
several product types during transport and at secure parking facilities, the actual strength of 
security is weaker than what the goods owners required and what the risk justifies, but the 
actual strength of security in terminal areas appears to be well adapted to what the goods 
owners required in most cases except for mobile phones. 
 
Table 6: The perceived difference between the actual strength of security and the strength of 
security the goods owners required at different locations for different types of goods 
 Terminal area During transport Secure parking 
IT-related Products -0.19 -0.83** -1.06*** 
Consumer Electronics -0.35 -0.65** -1.12*** 
Food and Beverage 0.16 -0.38 -0.66* 
Cosmetic & Hygiene Products -0.24 -0.79** -1.00** 
Clothing and Footwear -0.28 -0.57* -1.10*** 
Metal -0.11 -0.41 -0.51 
Mobile Phone -0.48* -0.97*** -1.20*** 
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Tobacco Products -0.29 -0.71** -0.93** 
Pharmaceutical & Medical Products -0.41 -0.56* -0.73* 
Cash/Bullion 0.05 -0.41 -0.95* 
Non-electronics 0.35 -0.21 -0.50* 
Sports goods -0.09 -0.70** -1.03*** 
Supplies 0.35 -0.28 -0.42 
 
Discussion 
Previous research (Ekwall and Lantz, 2013) has shown that the risk of theft has a seasonal 
variation, and, more importantly, that different transport chain locations constitute different 
theft risks (Ekwall and Lantz, 2013; Ekwall and Lantz, 2016). This leads to the conclusion 
that different transport chain locations would require, in generic terms, different security 
levels. This paper includes different product types as an element in the theft risk. The logic is 
that different product types have different theft risks, since potential thieves would prefer to 
steal products they easily can turn into cash (Burges, 2012; Ekwall et al., 2016). Additionally, 
previous research (Ekwall and Lantz, 2015b) has also shown substantial differences between 
different product types regarding the perpetrator’s use of violent modus operandi.  

While no apparent interaction effects between the type of product and the transport chain 
location regarding the impact of cargo thefts exist (except that the value of stolen goods in 
often is lower when the theft occurs in non-secured parking), the results indicate substantial 
interaction effects between the type of product and the transport chain location regarding the 
probability of cargo thefts. Hence, H1a is clearly supported by our data even though H1b is 
not. Therefore, to establish sufficient security measures, the responsible supply chain actor 
must consider both the transport chain location as well as the product type.  

This study also establishes interesting relationships between the strength of security goods 
owners required, the actual strength of security, and the perceived cargo theft risk at different 
locations for different types of goods. Hence, H2, H3, and H4 are at least partly supported by 
our data. The value of the stolen goods depends more on what is stolen (the product type) than 
where it is stolen (the transport chain location). The only difference here is that for the 
transport chain location type, non-secured parking has the lowest value per incident in general 
terms than for all product types. This finding reinforces earlier research (Ekwall and Lantz, 
2015a). Hence, the product type must be given more consideration than the transport chain 
location to establish the appropriate security level. However, there are substantial interaction 
effects between these dimensions. 

Another interesting finding, as shown by comparing Tables 2 and 4, is that goods owners 
normally require higher security levels at terminal areas and in secure parking than what can 
be justified by the general theft risk. This implies that the lower general theft risk for non- 
secured parking necessitates a security level that is even lower than the actual theft risk 
requires. One conclusion is that the overall higher theft risk linked to terminals, the fixed 
locations, in the transport chain have resulted in goods owners requiring higher security than 
justified. Furthermore, this may also depend on the transport industry having primarily 
focused on terminal areas since it is easier to improve security at terminals than along roads.  

The preponderance goods owners place on the impact rather than the frequency of theft 
during risk evaluation may impel this theoretically over-emphasized focus on security at 
terminal areas. The higher impacts that occur at terminal areas and the higher frequencies 
from areas outside terminals, primarily non-secured parking (Ekwall and Lantz, 2015a), have 
created an imbalance between security requirements for different transport chain locations 
than the actual general cargo theft risk demands. The results in Table 4 support this finding as 
the actual security levels are higher for terminal areas than justified by the theft risk, while the 
opposite occurs during transport. A similar result is also displayed in Table 6 and supports the 
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claim that the actual security levels are lower during transport and in secure parking than the 
goods owners required.  

The relationship between theft incidents and security levels must be regarded as complex 
and non-linear. With this in mind, the local or even global black market demand for a certain 
product may cause an almost dynamic relationship between theft risk and the demand for 
security features. Therefore, the proportion and pattern of cargo theft are also dynamic and 
closely linked to local conditions (Ekwall, 2009a). From a value perspective, smaller losses 
are more tame problems as they tend to be more predictable both in frequency and the time or 
place they occur. The thefts that lead to higher (value) losses are more dynamic in nature and 
have lower frequency, which make them more wicked (Ekwall, 2012). Thus, in wicked cargo 
theft situations, the solution should focus more on the solution type (solution space in wicked 
problem terminology) of the theft along the transport chain. From this perspective, goods 
owners should focus more on terminal security than on secure parking and security during 
transport, which they appear to do according to our results. 
 
Conclusion 
The analysis of the TAPA EMEA IIS statistics regarding the product type and transport chain 
location shows that product type plays a larger role in cargo theft risk than transport chain 
location, but also that there are substantial interaction effects between the type of product and 
the transport chain location regarding cargo theft risk. Hence, in terms of elements of crime, 
the target is more important than the location, but a crime cannot occur without a location 
with insufficient security. The main message is that to achieve the correct security level for a 
shipment, it is important to both consider the type of product as well as the transport chain 
location. We have also revealed discrepancies between the strength of security goods owners 
required, the actual strength of security, and the perceived cargo theft risk at different 
locations for different types of goods. 
 

Implications for research. This study’s conclusions have numerous research implications. 
One conclusion is that even if product types are more important than transport chain locations 
when analyzing the correct level of security during each link of the freight, the combination of 
both the product type and transport chain location comprises the cargo theft risk, which the 
security level should exceed to avoid theft. As demonstrated in this paper, crime against the 
flow of goods is a real threat that must be considered in SCRM research. Furthermore, cargo 
theft is not a static problem, but rather a complex issue that both be considered stable and 
linear and non-linear and dynamic.  

Although this study provides significant implications for research, this study also provides 
opportunities for future research. Future research in this area should focus more on the multi-
variable aspect of cargo theft than on single security features effect. This would compel 
including the different motivations behind a potential perpetrator to some extent into the 
analysis of cargo theft. This paper also highlights the need for an interdisciplinary approach to 
provide an understanding of the effects of crime from a risk perceptive.  

 
Implications for practitioners. This study also has numerous practical implications. The 

finding that goods owners demand higher security levels for terminal areas and secure 
parking than required from a general cargo theft risk perspective is compelling when 
contrasted to the finding that the actual security is lower than the level demanded by goods 
owners during transport and in secure parking. The higher demanded security level in 
terminal areas has resulted in the actual security level in terminal areas being higher than 
required due to the general cargo theft risk. Nevertheless, this leads to higher security costs 
security than needed because increasing the level of security at a terminal area is both costly 
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and time consuming. Therefore, the owners of specific terminal areas should determine a 
certain security level even if it would lead to slightly higher costs. Furthermore, as the losses 
(value) are higher at terminal areas, it is understandable that goods owners should increase 
their demands for security. Finally, goods owners of especially theft endangered products may 
demand high security levels that are not appropriate for other products. From a general cargo 
theft risk perspective, and as different types of goods are stored in terminal areas, this could 
lead to either lower margins for the terminal owners (due to higher security costs that the 
volume mix cannot pay for) and/or higher security for product types that are not theft 
endangered.  

Summary. The problem of cargo theft requires more attention from researchers, logistics 
companies, and authorities. Furthermore, the current trend in SCRM research is to not include 
criminal threats, other than terrorism, to supply chains (Sheffi, 2001; Christopher and Lee, 
2004; Rao and Goldsby, 2009; Khan and Burnes, 2007). This paper not only highlights that 
cargo theft exists, but also sheds light on the complex relationship between general cargo theft 
risk, which depends on both product type and transport chain location, the demand for 
security, and the different actual levels of security.  
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