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Abstract 
 
The society today is dependent on information technology and with the help of the technology 

makes it easier to access information. Due to the constantly growing network environment, 

various techniques of accessing and handling information have developed. One of the most 

used solutions to access and protect information is by using a password. The purpose of a 

password is to protect sensitive and important data from unauthorized users who intentionally 

or accidentally access the system. This can lead to unsolicited modifications of the original data 

as well as unauthorized access of confidential information. Humans are those who design the 

information security, but at the same time the ones who are the weakest link in the security 

chain. To prevent unauthorized access it is important to have a strong and tamper proof 

password. A good password should be easy to remember, hard to guess by others and be 

difficult to predict by a person or software. The goal in this study is to find a good balance 

between a memorable and a secured password. The study will compare three types of 

constructions for password, own set, modified dictionary and association against each other to 

find the one which is the strongest and the most memorable. 
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1 Introduction 
 

It is important to keep personal and organizational information safe and protected. Passwords 

have become the most used authentication to protect resources from unauthorized access 

(Merkow & Breithaupt 2014; Vu et.al 2007). 

 

There are three different types of threats (Kritzinger & Solms 2010; Mitrovic´ 2005), physical, 

logical, human and organizational threats. The physical threats include theft, vandalism and 

natural disasters which affect the physical equipment. The logical threats are driven by 

unauthorized users, manipulation or obstruction of service which focus is on the software. The 

human and organizational threats could be: poorly structured work routine, or no routine at all, 

unstructured division of labor and lack of insufficient knowledge, which can damage the data. 

 

Even though there are many threats against information systems, there are controls which 

protect the confidentiality, integrity, availability, authenticity and nonrepudiation (Merkow & 

Breithaupt 2014; Dhillon 2007). Three types of defense controls are encryption, software 

controls and physical hardware controls. The encryption, scramble the data into unreadable text, 

which needs an encryption key to unlock and read the data. Software controls are crucial for 

companies, where they observe and protect their software. These controls are divided into three 

groups: The first one is a software development control, which is a process of computer testing, 

programming and maintenance. The second are the software, which operates an inbuilt 

limitation in the system, for example a protection for every user. The third, defense control is 

physical hardware controls and these controls include locked doors or guards at the front door 

(Dhillon 2007). 

 

A personalized password is a simple way for the user to create, implement and remember. A 

disadvantage with these kinds of passwords: they make an easy target for crackers (Mitovic´ 

2005). If an unauthorized person has cracked a password and successfully entered a system, 

login, account etc. it is not unusual that the cracker can try to use the same password elsewhere. 

When reusing the same password, for instance on a more secure system, file or account can 

make it vulnerable for the user’s sensitive data (Ives, Walsh & Schneider 2004). 

 

There are measurements for helping and encourage users to create and strengthen a better 

password, by using a password meter. Password meters are indicators that measures the 

password the user types in, and gives suggestions and guidance in the creation of the password. 

It shows the given password how weak or strong it is, also the mixture of characters, numbers, 

signs, symbols etc. (Ur et. al. 2012). 

 

Furthermore, there are various types of techniques and studies of how to make a better and 

stronger password. It has been positively successful in theory and in practice, for example 

exchange letters to numbers: Freedom becomes Fr33dom (Yan, Blackwell, Anderson & Grant 

2004). 

 

The human memory is quite limited and do often remember sequences that are familiar, or if it 

has been repeatedly memorized over and over again. When people do not remember a certain 

password, it is common that they write it down physically on a piece of paper or have it stored 

in their phones (Sasse, Brostoff & Weirich 2001). These options are not a secured viable 

solution. There are some mnemonic methods that the password user can adapt, to help them 
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memorize random sequences or in this case, a strong memorable password (Yan, Blackwell, 

Anderson & Grant 2004).  

 

 Related research 

 

Users often create passwords that are easy to remember which also makes them easy to crack. 

Lyastani, Acar, Fahl and Backes (2016) describes that the use of mangling rules are a great 

technique to create stronger passwords based on a simple dictionary word using John the Ripper 

which is a software for password cracking. 

 

The memorability is usually tested over time for testing the long term memory. In Lyastani, 

Acar, Fahl and Backes (2016) article, they tested their participant’s memorability after one 

week. But in their study they used repetition to enhance the memorability, where the 

participants had to write down the passwords a few times before handling it in. Roediger and 

Karpicke (2006) did also use the time limit of one week in their research when they tested the 

participants’ memory. Their opinion was that one week was enough time to test the long term 

memory. In our study we have tested the long term memory as well after one week. But we 

have used the measurement of the Levenshtein distance (which measures the distance between 

two strings) when testing our participants’ memory. 

 

There are several ways to test the password’s strength. In the study of Vu et.al (2007), they tried 

to use the password strength to crack them. They examined how big of difference strength of 

the passwords was. To verify the password’s strength, they counted the timespan it took to crack 

the different passwords that were used in their study. 

 

Another way to measure the strength of the passwords is by using a password meter. A password 

meter is coded to calculate different types of criteria a strong password should contain. Ur et. 

al. (2012) made a study analyzing different password meters’ strengths and weaknesses. The 

password meters are designed to tell the strength of the password by the measurement of very 

weak to very strong, bad to excellent or by crack-time. In this report the measurement for testing 

the password strength will be by using a password meter, with the inspiration from the study of 

Ur et. al. (2012). 

 

 Problem discussion 

 

It is known that the human is the weakest link in information security and the problem of weak 

passwords lies in the basis of the user's knowledge, motivation and effort (Sasse, Brostoff & 

Weirich 2001). To strengthen and change the information security behavior, we need to find 

new mechanisms which can help the users to select a better password. The user must choose 

mechanisms which are both hard to guess by others, difficult to crack by cracking tools and still 

be memorable (Forget, Chiasson, Oorschot & Biddle 2008).  

  

Arvidsson, Eriksson and Nerén (2013) discuss that many users have a tendency to care about 

security regarding passwords but do not understand if they are weak or strong. If the users are 

handed a more complex and secure password, the consequence will be that it will make it harder 

for them to remember, rather than if they have created it by themselves. Sasse, Brostoff and 

Weirich (2001) do also bring up the problem with password memorability and that a complex 

password is easily forgotten. 
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Therefore more research is needed, regarding the user's password memorability, their habits 

and behavior regarding what different password creation should be conducted. This is to get a 

broader and better understanding about the subject and to find a reachable balance between a 

strong yet memorable password for the user. 

 

 Purpose 

 

The purpose of this thesis is based on the problem discussion above. The purpose is to find a 

balance between password strength and memorability. Hopefully to counterbalance with a 

complex secure password and be relatively easy for the user to remember for a long period of 

time. When creating a strong password it will not only keep the intruders away, it will also 

increase the safety of people’s data integrity (people’s integrity alone implies personal integrity) 

and their personal information. 

 

 Research question 

 

Based on the problem discussion and purpose described in this research, there is a strong interest 

to investigate and examine both the memorability and strength of the user’s chosen password. 

A good password should be easy to memorize, be hard to crack and be suitable for the password 

user (Forget, Chiasson, Oorschot & Biddle 2008). While searching through facts and theories 

there were a lot of diverse procedures of password creation that were found interesting for this 

experimental study. After choosing from several different password technics for a stronger 

password it came to a conclusion to narrowing them down to three passwords construction 

types: modified password, associations password and own set password. Therefore, the research 

question in this thesis is: 

 

How can the best trade-off be created between password strength and memorability when a 

group of individuals construct a password? 

The definition “trade-off” in this research question, is to measure the combination of password 

strength and memorability through different password constructions. 

 

In the research question, the independent variable is the individual. The password constructions 

criterion depends on what type of password that has been created by the individual. This makes 

the password dependent to the individual. The password strength and the memorability are 

dependent on the password which is created and also dependent on each other. 

 

The appearance of the password and its content is vital for the strength of the password. The 

content of the password do also affect the memorability. If the password structure is too 

complicated and illogical, the harder it gets for the memory to remember. The password strength 

and the memorability are on the same level, and they are both dependent on how the individuals 

construct a password. 
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 Target group 

 

The aim of this study is to be beneficial for the everyday user, both in private and professional. 

It is mainly for those who lack knowledge in information security to help them create a stronger 

password that they can remember. In this report it is important to help the user create a password 

that they can remember for their own safety (Mitrovic´ 2005). 

 

 Delimitations 

 

The research was carried out at the University of Borås and nearby areas in the region of Västra 

Götaland of Sweden. The delimitation in this report focused on the participants where they have 

been a mix of adults from various generations and from different places. The researchers chose 

participants who had some kind of experience in using different systems, which requires a login 

using passwords. 

 

Due to different kind of password types, it was necessary to set boundaries. This report was 

only focused on passwords for accessing email, social media, website accounts etc. Passwords 

containing only numbers, such as Bank ID and pin codes will not be addressed because we are 

not presenting passwords, only constructions. 
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2 Theoretical framework 
 

 Information security 

 

The definition of information in the context of information security is based on knowledge, 

which can make it an asset for both individuals and organizations. The information is varied 

and can be used in different ways, such as for communication; it can also be stored and be 

processed. 

 

The majority of our information can be extremely important for the general population and in 

some occasions vital, according to Informationssakerhet (2015). This type of information 

needs to be secured, which is why information security was formed (Merkow & Breithaupt 

2014).  

 

Information security means the protection information and keeping it safe from unauthorized 

people. There are three types of goals of protecting an information system, and the 

information security is trying to achieve at least one of those goals. Confidentiality, integrity 

and availability are the three goals. These three creates the CIA triad, seen in Figure 1.  

The CIA triad is often used for illustrating the standard baseline of an information security 

plan (Merkow & Breithaupt 2014). 

 

 
Figure 1 - The CIA triad 

 

 

- Confidentiality: The information should be inaccessible to unauthorized people, a prevention 

of information leaking out. 

 

- Integrity: The information should not be modified in an unapproved way. It is about 

preventing unauthorized alteration or modification of the information. 

 

- Availability: The accessibility to the information, correct information should only be 

available to the right person or persons. 

These three principles are linked together and are dependent on each other, for data not to be 

intentional or accidental misused (Merkow & Breithaupt 2014).  
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Authentication is so only the legitimate user can access the hidden data (Merkow & Breithaupt 

2014). The most commonly used authentication tool is password for entering an information 

system. Passwords are commonly insecure in the way that the constructions of them are too 

weak, and they are easily broken with the right tools. Passwords are an example of a single 

authentication but there are also multifactor authentication as two factor authentication and 

three factor authentications. Multifactor authentication gives the information owner an ease if 

there are several steps for entering the information in process to keep unauthorized users off. 

Examples on a two factor authentications are when the user has a physical device, a key-card 

for example, connected to a pin-code. So if an unauthorized person would get access to the 

physical device they would not be able to access the information without the pin-code. Three 

factor authentications are when another factor is added to increase security. This could, for 

example be adding fingerprint or a card access on the door to the room where the information 

is stored electronically (ibid). 

 

 Threats against information systems 

 

Today people have become very dependent of the internet, both in organizations and in their 

private life. Not only has the internet given us freedom of widening our knowledge, it has also 

created a territory of risks where unauthorized people have accessed information for their own 

gain. The intrusions and threats against information systems, personal information, company 

information, have increased due to the growth of the internet since it has become more common 

and public. But this has also led to gaining more knowledge and awareness of preventing these 

kinds of situations (Kritzinger & Solms 2010). 

Threats and intrusions can occur differently, according to Kritzinger and Solms (2010) there 

are two types of threats: physical and nonphysical threats. Both could be caused accidentally, 

intentionally or by a natural disaster. The physical threats can be someone or something 

damaging the computer system, the information system or/and the hardware physically, for 

example through vandalism, theft etc. The nonphysical threats, also called logical threats 

include threats and intrusions targeting the software, for instance a virus infecting the system, 

or an unauthorized person breaking in and stealing important and sensitive information in a 

database.  

If an intrusion would succeed into a system, the purpose of the intrusion determines the 

consequences. According to Jouini, Rabai and Aissa (2014) some consequences could be; 

 

 Destruction or corruption of information. The intruder steels information or manipulate 

system operations. 

 

 Disclosure of information. The cracker publishes information which may be sensitive.  

 

 Password change and denial of network. The password and log-ins might be changed or 

the network is blocked so the user cannot access the system.  

 

The goal of the information security is to reduce the threats as much as possible. Since there 

are so many different kinds of threats against the information system it is important to analyze 

where in the system it is vulnerable, but also the risks and how prepared an organization or a 

person is willing to lose (Nationalencyklopedin). 
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 Dictionary hacking 

 

A dictionary attack utilizes words in a pre-arranged list, similar to a dictionary. It can contain 

words, names or phrases and often succeed to crack passwords because users tend to choose 

passwords that are phrases or words. Dictionary attacks can be prevented by using passwords 

that for example are not a word found in a dictionary, a name or in password from a list of 

common passwords (Wikipedia). 

 

Narayanan and Shmatikov (2005) conclude in their article that as long as a password can be 

stored in the human memory it makes it vulnerable of smart-dictionary attacks. Defense against 

online and offline dictionary attacks with human-memorable passwords are difficult if the 

attacker has an advanced dictionary-list. For a password to be safe from a smart-dictionary 

attack Narayanan and Shmatikov (2005) suggest that face or geometric images can be used as 

an alternative instead of passwords. 

 

 Phishing 

 

Phishing is when the hacker tries to collect personal or financial information by sending out 

an email from what looks like a reliable source. The email looks authentic as it if is sent from 

the user’s bank or a credit card provider, where they want the user to update their personal 

information, such as their login account and password information, according to Britannica 

Academic (2016). 

 

The amount of fraud using phishing has expanded over the last years combined with the 

increased usage of internet. More people are using the internet to bank errands, for example to 

pay their bills. The customer’s independent has contributed the banks to offer free online-

service. Today internet frauds are massively expanding and instead of robbing a bank 

criminals target their customers. Even though it is the private customers which get affected, it 

indirectly affects the banks that cannot protect their customer’s assets (Lance 2005).  

 

According to Lance (2005) there are three methods in phishing which are more common. The 

first and most common one is impression, which is when fake websites are created. These 

fake websites often has the same pictures and layout as a real website to attract customers and 

to look reliable.  

 

The second phishing method is forwarding. This is when the phisher send out an email where 

account information to a specific account is required to be filled in by a link. The email 

graphics is supposed to be similar to the real website, commonly Amazon, e-Bay and PayPal 

is used. If the user fills in their information they are then transferred to the real website but the 

information they filled in about their account. The victims rarely notice that they have been 

exposed for a phishing attack before it is too late. Nonetheless there is one weakness with this 

phishing method which is the HTML which might block these emails as spam (Lance 2005).  

 

The third phishing method according to Lance (2005) is popup attack. The popup attack appears 

when clicking a website link in an email which result in a popup window occurring. Behind the 

actual popup there is a hostile target that is collecting data. Today these attacks are less common 

because many browsers have popup blocks installed by default. 
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 Password management 

 

Burnett and Kleiman (2006) have three theories on how to strengthen a password; rule of 

complexity, rule of uniqueness and rule of security. These three elements combined create a 

stronger and safer password. 

 

A theory for keeping data safe can be explained by Burnett and Kleiman (2006) where they 

mention the rule of complexity. A complex password according to the writers should contain 

three elements, for example characters, letters, numbers, words or phrases. To increase the 

complexity numbers should not be in the beginning or the end of a word and the password 

should contain less than 50% of numbers. 

 

Burnett and Kleiman (2006) second theory is the rule of uniqueness where a password should 

be unique for every system where it is used and distinct among passwords. To create a unique 

password one should avoid common words, dictionary words, names or numbers related to 

you. To continuing keeping a password unique it should be changed between every three to 

six months and if there are any suspicious of a password has been cracked the password 

should be changed at once. 

 

The third theory Burnett and Kleiman (2006) wrote about is the rule of security which is about 

how to keep a password safe. To keep the password and maintain data confidentiality the 

password should not be shared with anyone and the password should not be saved on web 

browsers. For further safety users should also always change password that is automatically 

assigned (ibid). 

 

 Association passwords 

 

One type of password creation can be an associative password where the user chooses a single-

word and then use it to associate it with when creating a password.  An alternative technique 

can be a passphrase, to form a longer password by building a set of words from an associated 

sentence to create one whole password. For instance, “I love food” → “Ilovefood”. Another 

method can be a mnemonic-based password where the user takes inspiration from the 

passphrase but to only use the first letter of each word to create a random sequence of characters 

to design a password, for example: I love to ski at Seven Springs!” → “Ilts@7S!” according to 

Taneski, Brumen and Heričko (2014). 

 

 Password meters 

 

Password meters are used to help the user develop safer passwords by giving different criteria 

for stronger passwords. The structures of password meters are different and the criteria depend 

on the programmer. The most common criterion used in a password meter is built on the word’s 

length, if it contains uppercase letters, lowercase letters, special characters and sometimes 

spaces. Some of them also contain dictionaries with common passwords which are considered 

less safe because they are easier to crack (Carnavalet & Mannan 2015). 
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There are many different kinds of password meters and 14 different meters have been 

investigated (Ur et. al 2012). They have concluded that different meters have different criteria 

for creating a stronger password, and it is not always reinforced if the password meter is bad. 

A bad password meter can sometimes only count the length of the password, for instance typing 

in the password “passwordpassword”. This seems to be an “excellent” password by the meter 

because it has many characters, when in real life it is not. 

 

Most of these meters can improve a stronger password when giving example suggestions to the 

user, helping them to mix capital letter or numbers in the password. Some of the meters also go 

through a database to see if the password is a common hacked word and if it is, the meter 

informs the user (Roediger, H.L. & Karpicke, J.D. 2006.) The password meter is a good aid or 

the users when creating a better password since they can clearly see by the scale if the password 

is good or bad, weak or strong. 

 

 John the Ripper 

 

John the Ripper is an open source system which is designed to crack password encryption. It is 

commonly used by system administration to recover passwords in a computer system and to 

find weak passwords, according to Sykes, Lin and Skoczen (2010).  

 

John the Ripper works almost the same as a dictionary attack. Companies have for example 

certain password criteria which must be followed. If a password is forgotten and the employee 

remembers part of it, can John the Ripper be of help. The function then takes into account the 

criteria to be included and the twists and turns the word until it is correct. Cracking a trivial 

password with the John the ripper method is possible, but to crack a more advanced and stronger 

password needs more resources (Sykes, Lin & Skoczen 2010). 

 

 Encryption 

 

Encryption is when the data is transformed from clear text to encrypted text, this is to protect 

and prevent intrusions of sensitive data (Mitrovic´ 2005). When encrypting data, it is usually 

made by a program or one or several persons. They are also the ones who know how to decrypt 

the information. When creating encrypted information, there are keys made for decrypting the 

code or information. This key transforms the information back to clear text again. There are, as 

mentioned before, programs that can decrypt the data or information without these keys. The 

security of the data is only as good as the protection itself (Dhillon 2006).   

 

  Physical hardware controls 

 

To prevent physical damage and stop unauthorized people from accessing hardware, physical 

locks can be used on doors and or guards can be placed in front of the building. This can 

minimize the risk of intrusions (Dhillon 2006). Physical computer inventory such as hard 

drives, fans and other components can also be damaged or exposed for theft if wrong people 

can access it. If someone manages to get physical access to the IT-resources the integrity, 

confidential information can be harmed according to Mitrovic´ (2005). 
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Physical damage can also be exposed by the climate and environment with for example fires, 

flooding or earthquakes that may harm the computers (Mitrovic´ 2005). 

 

  Password storage 

 

The best and the most secure way to store your password is in your own memory. But, the 

stronger and more complicated the passwords are, the more you forget. Therefore, creating an 

extremely strong password cannot be successful if the memory fails. Consequently, will the 

password users choose an easy password instead, and if the password does not have any 

personal association it is more likely that they will write them down physically. This will 

instantly lower the security, when it becomes visible to others (Vu et. al 2007). 

 

There are other technical solutions for helping the users to storage and remember their 

passwords, as an alternative for remembering several password. As mentioned before, it is not 

recommended to reuse your passwords, but to remember a lot of passwords are not manageable 

by everyone. An article made by Gehringer (2002) describes an alternative solution, software 

called “Wallet”. This system stores all of your passwords in one place in a secure way, and you 

only need to remember one password for accessing the software system. In today's technology 

other options have developed, where you can save your passwords and personal information. 

There are several companies that offer these kinds of services online, through their websites, 

for example LastPass. 

 

Nevertheless, the memory is a big issue in human behavior and a study that Sasse, Brostoff and 

Weirich (2001) made showed, as previously mentioned, that people remember passwords easier 

when they can associate them with something. A suggestion from the authors when creating a 

secure password, which is both strong and memorable, is to exchange some letters with numbers 

and symbols in the password-word, for example: BF$gat0 for Black Forest Gateau. This is a 

good and simple technique for making it easier for the users to remember, yet it is still secure. 

According to Burnett (2006) it is important for the users to be able to memorize their password, 

not learn to memorize it. 

 

  String-edit distance 

 

String-edit distance measures the distance between two text strings. It calculates the minimum 

amount of changes between two words to transform one string to the other by using insertions, 

deletions and substitutions (Ristad & Yianilos 1998). The Levenshtein distance is one type of 

string- edit distance and has been used for example with checking spelling, language and 

comparing DNA (Likhitha, Ninitha & Kanchana 2016). 

 

If two words are identical to each other the return of Levenshtein distance will be 0 and if there 

are a difference between the strings for every insertion, deletion and substitutions the distance 

increases with +1 (Schepens, Dijkstra & Grootjen 2012). 

 

An example from Navarro (1999) in Figure 2 shows how the Levenshtein distance works as a 

dynamic programming algorithm. Two words are tested against each other, surgery and survey, 

and the matrix helps to see how big the distance are between them. In this case there are 

distances of 2 between the two words.   
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Figure 2 - Levenshtein distance matrix 

 

If for example the words Books and Backs are to be calculated against each other this formula 

will appear: 

1-2/5= 0, 6 

 

The number 2 symbols that there are a difference of two between the words, which means two 

letters are not equal. Number 4 symbols the length of the password and number 1 is to get the 

similarity in percent. So in this case there are 60 % similarities between the words Books and 

Backs.  

 

  Human behavior  

 

There are many different factors and theories that can explain the human or in this case the 

user’s behavior when it comes to creating and managing their own passwords, such as the 

human memory, lack of motivation, knowledge, training etc. Humans play the biggest part in 

many security failures. The users are the weakest link in the “security chain”. The statement of 

blaming the users’ behavior will not lead to a more secure system, therefore it is necessary in 

the human-computer interaction to isolate and identify the causes of the users’ behavior before 

designing a security system (Sasse, Brostoff & Weirich 2001). 

 

  Cognitive psychology  

 

A short definition of cognitive psychology is that it is focusing on our mental processes; the 

way humans process information. The mental process includes memory, perception and 

emotions, and the cognitive perspective gives also an understanding about the human behavior 

(Study). 

 

Simply psychology describes; being able to remember and maintaining information on past 

experiences over time are based on that we have a functioning memory. The memory can be 

divided in three different parts: 
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Figure 3 - Stages of memory 

 

-    Encoding (sensory input), what we see, hear and understand. 

-     Storage, how long and how much we can remember. 

-     Retrieval (output), what we actually can remember 

 

For a better understating of the human memory can be seen in Figure 4. The term of information 

processing through a system, known as the “Multi-store model of memory” by Shiffrin and 

Atkinson (1968). 

 

 

 
Figure 4 - Multi-store model of memory 

 

The information enters the sensory memory store from the environment input, and then to the 

short term memory. It transfers from the short term memory to the long term memory, only if 

that information is rehearsed otherwise it gets lost. 

 

The information operates through the “memory stores”; the sensory store, STM and LTM. 

These three stores have different capacity and attributes: 
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 Sensory store: The durations are about ¼ to ½ second and the capacity is all of the 

sensory experience. 

 Short Term Memory (STM): The duration is about 0-18 seconds and the capacity is about 

7 +/- 2 items. 

 Long Term Memory (LTM): The duration and the capacity are unlimited. 

 

  Memorability 

 

When it comes to the research of the password users, it is important to find a good balance 

between a strong and memorable password in the long run. Therefore, the focus will be about 

the long term memory. Because the human memory is limited, and it is difficult to remember 

random sequences of symbols, characters, words etcetera, the techniques of how to memorize 

needs to be better (Simply psychology 2009). The human’s memorability has a big impact on 

the creation and remembering a password. When defining the term memorability it is described 

as the quality of how easy it is to remember, or even the importance of remembering. Regarding 

passwords and the human memory it is known and proven that people have a hard time 

remembering strong and complex passwords. Therefore many users create simple and 

memorable passwords, which makes is also easy for others to guess and hack (Yan, Blackwell, 

Anderson & Grant 2004). 

 

If a person's memory was endless or if we as humans did not have to remember passwords at 

all, there would be extremely secure and unhackable passwords. These passwords could contain 

a string with random selected characters and would be as long as the system would let it - the 

most theoretical and hardest password ever. But in the reality, this is not going to work (Yan, 

Blackwell, Anderson & Grant 2004). Blaming human behavior will not lead to a more secure 

system, therefore it is necessary in the human-computer interaction to identify the causes of 

why, before designing a security system (Sasse, Brostoff & Weirich 2001). 

 

  The approach to addressing some of the limitations in the thesis 

 

The theoretical framework reflects various factors and situations when using a weak password, 

such as, what the consequences and the threats are. We have also included research of how to 

prevent weak passwords, for example Burnett and Kleiman (2006) three theories, about how to 

create strong passwords, with the help of complexity, uniqueness and security. 

The methodological in this thesis is based on the theoretical framework, to potentially achieve 

a good reliable research study. When measuring our variables, the password strengths and the 

memorability, against each other, we used a password meter and the Levenshtein distance. 

Research regarding the human memory and the psychological aspect has been taken in 

consideration as well, where the focus has been on the long term memory, when designing the 

experiment. 
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3 Research method 

 Research approach 

 

When approaching a quantitative research method, the research was founded on previous work 

from other scientists (Oates 2006). In this study, after gaining more knowledge and a well based 

theoretical background from other studies and experiments, a research approach was developed. 

A deductive work became an explicably approach for this thesis. We initially started to collect 

information about the subject of the report and then worked from there. A deductive research 

approach is commonly used in a quantitative research, where the technique is for testing an 

existing theory, according to Bryman and Bell (2015). 

 

The quantitative method is to process, describe and analyze data, according to Bryman and Bell 

(2015). The quantitative data can transform into numbers or statistics, and by collecting 

numbers through the quantitative data as evidence. Furthermore, searching for patterns from 

the collected data can generate the result of this study and the opportunity to draw conclusions 

(Oates 2006).      

 

 Research design 

 

To find the answer for this thesis, a quasi-experiment was used. When an experiment is using 

this kind of method, the chances are higher to achieve a strong and valid result (Bryman & 

Bell 2015). A quasi-experiment is according to Bryman and Bell (2015) similar to a classic 

experiment, but with a freer approach. 

 

 A Classic experiment design includes three parts: 

 

1. Observation to the dependent variable which may be two or more times. First there are 

a pre -observation before the experiment and then, there are the observations. 

2. Experimental treatment which is manipulation of the independent variable. 

3. Timing is when to do the experiment, in relation to the dependent variable. 

 

The difference between a classic experiment and a quasi-experiment is that the quasi-

experiment does not need any control groups or manipulation (Bryman & Bell 2015).  

 

The quasi-experiment design in this research had a time series design, where it involved one 

experimental group, consisting participants. The group was observed and tested, both before 

and after the experiment. A time series design is the most common and simplest design used in 

a quasi-experiment (Robson 2011), and was the experimental design chosen for this research. 

This study did only need one experimental group, where the participants created all three 

password constructions at once, and not in separate groups for every password. This gave the 

opportunity to work more efficient, and gather as many participants as possible. 

 

Within this experiment, there was some kind of manipulation, where the participants had to 

follow the chosen password constructions and the criteria when performing the experiment. 

Why this experiment did not use control groups, was because we wanted all of the participants 

to be part of the same experiment.  
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What control groups does, are that they have two equally big groups. One of these groups use 

manipulation, where the participants has the same attributes, in form of gender, age, previous 

experiences and so on. The other group has no manipulation connected to the independent 

variable. In an experimental study, the independent variable is the one usually tested, to see if 

it's affecting the dependent variable (Oates 2006). The outcome of the control groups are 

measured afterwards, where the results between the two groups analyses, to see if the right 

participants and the right criteria has been correctly chosen (Oates 2006). Using manipulation 

on the independent variable is for detecting any differences between the variables, and also see 

if the independent variable has some influence on the dependent one (Bryman & Bell 2015). 

 

The independent variable in the research question is the password construction. Followed by 

the dependent variable, the password created from it. The password has in its turn two 

dependent variables, which we are focusing on in this study, the password strength and the 

memorability. To clarify the variables relations to each other; the password construction is 

independent against the created password; the created password is dependent on the password 

construction. Furthermore, the password strength and memorability are dependent on the 

created password. 

 

Another method, such as observational notes, is common during an experiment (Robson 2011), 

was not used in this experimental study. Instead of taking notes, the problems that occurred 

during the experiment were solved directly or right after the experiment.   

 

 Data collection 

 

We initially conducted a literature review to get a deeper understanding of the subject. The 

early study has also been the basis to form our experiment and survey. The data collection has 

also been an important part during the research process. 

 

3.3.1 Literature review 

 

Before beginning the research, a study among scientific articles and theses was made to gain 

inspiration to a research subject. We mainly used electronic information and especially 

Summon, which is a web based search engine that contains scientific literature at the University 

of Borås. Physical literature has also been applied in the research process throughout the whole 

report, especially in the methodology and the theoretical chapter. 

 

A critical point of view was approached when finding sources, the same strategy was applied 

when searching for literature and information. With a critical point of view, we as researchers 

had to critically analyze and evaluate other studies in order to achieve a quality research. 

 

In the third section in this report, theoretical framework, we summarized the important theories 

from different sources that could strengthen this report. Wikipedia is used in the theory, not as 

a scientific source, but as a definition of terms. 
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3.3.2 Collection of empirical data 

 

This thesis conducts two empirical studies, experimental and self-completed questionnaire. The 

surveys were a requirement for the experiment to be successful, because it gave more useful 

information to our study. 

 

Before performing the experiment we invited six test participants to do a test experiment. By 

reason of to see what outcome we could get, and to see what the possibilities and disadvantages 

the test experiment could give. After the test we recognized some weaknesses; 

 

 Parts of the experiments description were not clear enough, with lacking of 

information, and had to be improved.  

 New questions were added when we discovered that the information we got out of the 

participants was not sufficient. 

 The first survey added a possible response; “When the system asks me to change” to 

the question “How often do you change your password?” 

 

The real experiment compared three different password techniques to see which one of our 

three password constructions would be the strongest and the most memorable. 

The three password constructions: 

 

1. Own set password, chosen by the participant 

2. Modified password 

3. Association password 

 

To begin with, the participants created a password on their own requirement. This was, for the 

researchers to get an understanding of the participants’ everyday password creation. The other 

two password constructions were a guidance to help the participants to create passwords on our 

criteria, with the aim of creating a stronger and a more secure password. 

 

The second password construction, modified password, was inspired by Sasse, Brostoff and 

Weirich (2001). The authors described and suggested a method when replacing letters into 

numbers and/or special characters to build a stronger password in a simple way, a technique 

which makes it harder to be hacked by a dictionary attack. 

 

The third password construction was based on associations, where the user creates a meaningful 

sentence with a date (numbers) included. From that specific sentence a password would be 

designed. The users had to use the first letter in every word in that sentence, also the numbers 

or dates to create a password. This results a password containing random letters with numbers 

(Yan, Blackwell, Anderson & Grant 2004). 

 

After the experiment a comparison was made, to compare the three passwords that the 

participants created. With the help of a password meter we could measure and compare the 

strength of the passwords. A week later we had a follow-up meeting to test the participant’s 

memorability, which was measured with Levenshtein distance. The participants were not 

allowed to store their passwords in any other form than in their memory, which was clarified in 

the criteria in the experiment.  
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According to Bryman and Bell (2015) a self-completed questionnaire is most used through 

email or a postal questionnaire to receive responses. Although, an experiment was performed 

in this thesis, the decision was to only collect answers and information from the surveys face-

to-face, combined with the experiment. 

 

For further data collection two surveys were made. The first survey was performed right after 

the first part of the experiment. This survey assembled information about the participant's 

password habits and attitudes. The last survey performed after experiment two, the follow-up. 

The motive of the last survey was to gain more knowledge about the participant’s experience 

of the whole experiment, and discovering if they were using one or all of the password 

constructions. The questions for our surveys were inspired by the questionnaires that Karlsson 

and Stålnacke (2002) and Ahlberg, Blomberg, Davidsson (2008) used in their studies.   

 

The questions in the survey only conducted closed questions, except name, email, age and 

comments in the experiment. The first part of the questionnaire contained check- or multiple 

answer questions, which was created in a vertical format. The second survey had a horizontal 

format and used the Likert scale with seven levels. The Likert scale is preferred when the 

questions are a statement and when questioning about the level of agreement or disagreement 

(Bryman & Bell 2015). 

 

 Sampling method 

 

There are two types of samples according to Bryman and Bell (2015), which are probability 

sample or non-probability sample. Probability sampling is when the sample of the population 

has been chosen randomly, and every unit of the population has a known chance to be part of 

the sample. The probability sampling is most likely to be used when the sampling involves 

employees in a company. It is also possible to make conclusions from the random sample to the 

population that was selected. 

 

The sampling method chosen in this report is a non-probability sample. A non-probability 

sample is when the sample has not been assigned randomly. Instead, some people of the 

population are more likely to be specific selected, than others (Bryman & Bell 2015).  

 

According to Oates (2006), the non-probability sample is used when the researchers believes 

that it is not necessary to have a representative answer, whether the time and cost to get a valid 

sample is too excessive. To get a valid sample, Oates (2006) describes that you need at least 30 

respondents to achieve a statistical analysis; otherwise it is not a reliable result. Non-probability 

sample was chosen for this study in ability to limit the research. The resources to have a 

completely random sample could not be fulfilled, due to the scope out of this research.  

 

Bryman and Bell (2015) also covers the two main types of non-probability sample, convenience 

sample and quota sample. The convenience sample is when the researcher uses simply available 

sample people via accessibility. A Quota sample’s aim is to produce a sample that reflects a 

population in terms of categories as gender, age, education etc. We used both of these methods. 

The convenience samplings were used when we chose who to do the experiment on. We chose 

students and other companies where we had connections, or were geographically located close 

to us. We used the quota sample to try to cover variety categories of people, as equally of men 

and women, different age groups and different education degree of the participants. The 
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variation of the participants is important for getting the sampling to be both reliable and valid, 

which are an important part of research according to Bryman and Bell (2015). 

 

In the experiment, 41 people between the ages 18-66 participated. The study took place both at 

the upper secondary and postsecondary schools, to reach out to younger adults. For variety the 

ages, the study performed on various workplaces, for example at Drivhuset and Hällingsjöhus 

to reach the older generation. The experiment has been carried out in different segments to get 

a wider variation of the population. 

 

Statistics Sweden (2015) has made a population pyramid, see Figure 5, of the Swedish 

population, where all of the population is divided into age groups. Several years ago, the 

population was more shaped as a pyramid, but today with increased healthcare and less children 

born per woman, it more shaped as a tower. There are some age groups that are larger. The 

reason why, was because there were more children born in Sweden in that period of time. The 

ages in 2015 were between, 20-24, 45-49 and 65-69. 

 

 

 

 
Figure 5 - Sweden’s population pyramid 

 

 

We have tried to get participants from various ages to participate in the experiment, and to get 

close to an equal number of men and women to participate. 

 

The participants in the experiment were anonymous. The reason why we collected their name 

and email were to connect the first part of the experiment together with the second one. Their 

personal information, will not exploit in the report in any way, in protection of their integrity. 

It the experiment, it was very clearly described and well informed that the participants should 

not write down passwords they use in their life. 

 

 

 



 

- 19 - 

 

 Data analysis 

 

The experiment analyses were conducted in three steps. First we tested the passwords’ strength, 

afterwards the memorability and finally we tested the passwords’ strengths trade-off with the 

memorability. 

 

When the passwords were tested, we used a password meter on My1login to measure the 

strength. Before choosing this specific password meter, we tested five different types, in order 

to narrow them down to only one. We tested them by using the same passwords to see what 

kind of criteria that were fulfilled. My1login was the meter with the most mixed criterions. It 

was the one meter which met with our theories that we have found, when measuring the strength 

of a password.  

 

Many of the tested meters were just counting characters, and some of them did not increase the 

strength on the password when special characters were entered. My1Login criteria used 

numbers, special characters, lowercase letters and uppercase letters. The website, My1Login, 

counted the characters that were entered to evaluate the safety of the password. It could also 

read if it was a commonly used dictionary word, which could lower the password’s safety. One 

of Burnett and Kleiman (2006) criteria to create a safe password is that it should contain 14 

characters, be absent of personal information and have a good mixture of letters and numbers. 

Based on these criteria, this password meter was the closest one. 

 

The password meter, My1Login also showed how safe a password was. It shows and calculates 

the estimated cracking time on the entered password. The cracking time went from milliseconds 

to billions of years. We began to compile all the different time units to one unit - hours, from 

the created passwords. The reason of converting to hours was for easily handle the data in SPSS, 

and furthermore cluster the data - hours into groups.  

 

When adding all the data together to calculate the mean value of password strength, we noticed 

that the numbers were too big to handle. We had to divide the extremely large data - hours, for 

every created password construction, with 10 000 000, this to achieve a more manageable 

number for analyzing the mean value between password strength and memorability. With lower 

numbers for password strength, a comparison against the memory was easier because the 

variable numbers were closer.  

 

To test the memorability of the passwords, we used Levenshtein distance, a type of string-edit 

distance. The Levenshtein distance made it possible for us to compare two strings- the 

passwords, and find the difference between them (Ristad & Yianilos 1998). This tool helped us 

to compare the passwords, of how well the participants remembered the created password one 

week later during the second experiment. If the participants did not remember 100% of the 

passwords, the Levenshtein distance helped us to calculate the similarity of the passwords, in 

percentage.  

 

After both parts of the experiment were performed, the collected information was inserted into 

SPSS to find a result. The first step for analyzing the information and result was to manage and 

handle the raw data, and reducing and summarizing the information to make it a useful data 

(Bryman & Bell 2015).  
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With the help of SPSS, the three different password constructions were tested against the 

memorability, to see what the significance could be, and to see if there were any relations with 

another (Bryman & Bell 2015). The reason why 30 participants are a minimum, according to 

Bryman and Bell (2015), is because less is considered not statistically measurable. A cross 

tabulation needs an expected count more than 5 in every square. In this evaluation in SPSS, 

there were four squares in every cross tabulation. The 41 participants in this research satisfy the 

count more than 5. 

Pearson´s r is a method used to measure the strength of the relationship between the variables; 

the strength of the password and the memorability (Bryman & Bell 2015). 

 

The experiment had some invalid information, for instance when the criteria for creating a 

password by our participants were not fulfilled. SPSS contributed to distinguish inaccurate and 

absent information with features in the program.  

 

Furthermore, in a quantitative analysis are diagrams often used. The diagrams show and 

describe a clearer overview of a result. Therefore, we found bar charts and pie charts the most 

suitable in this research, though the majority of our data has ordinal variables, for example our 

age groups (Bryman & Bell 2015). 
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4 Result and Analysis  
 

For achieving the best potential experiment as possible in a limited time frame, a test 

experiment was performed. The test experiment was exactly designed as the real experiment, 

but with a smaller group consisting of six participants which was held in the University of 

Borås. 

 

The test experiment was a useful preparation for the actual experiment and received positive 

feedback. However, the experiment needed to be improved and there were some weak points 

and confusion in the description. Some of the altered changes were for instance a better 

explanation in an easier terminology when describing the test. This became helpful in the real 

experiment though some of the participants in the older age range had difficulties to understand 

when it was not in their native language. Other adjustments was to add a few more questions, 

such as adding one more alternative to “How often do you change your passwords?” with the 

answer alternative  “when the system asks me to change my password”. This was one of the 

major improvements in the first survey. Another notification was to reconstruct the organization 

of managing and timing the experiment to make it more efficient for both the participant and 

the researchers. For the test experiment part two, the follow up, went as planned and got the 

collected data that was needed for the experiment. 

 

After we gained a slight experience from the test experiment the execution of the real 

experiment began. As mentioned before the experiment was divided into two sections in which 

41 participants with different education background and between the ages 18 to 66 years old 

were conducted. The experiment operated on various places, such as different workplaces and 

schools, to get a broader variation on ages and people. 

 

The experiment began with meeting the participants. The meeting occurred in groups of two to 

eight people at the time, and the time frame between the first and second experiment was 

approximately one week. The purpose of meeting the participants physically was not only to 

observe but to be available if there were any questions or unclearness regarding the experiment. 

There were a few minor difficulties when some of the participants could not meet physically 

and had to do the experiment over the internet, through an email connection. This worked 

surprisingly well, and made it also possible to reach out to other potential participants. 

 

Both parts of the experiment initiated with an introduction (see appendix 1 and appendix 3), the 

experimental assignment and ended with a survey (see appendix 2 and appendix 4). The first 

part of the experiment took about 10-15 minutes per person and the second part took 5-10 

minutes.  

 

Each experiment was performed individually and throughout the whole experiment the 

participants wrote down their password creations for hand and afterwards they did the surveys 

on the computer via google forms. Furthermore, we informed the participants to not write down 

passwords they use in their real life, but create passwords that resemble the kind of password 

they could use. 
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 The experiment 

 

To be able to get a valid result we needed to cluster the data and structure our variables into 

groups in SPSS, and there from measure the significance. The variables, password strength and 

the memorability needed to be divided and structured. 

 

First we clustered the password strength to a 1 - 5 scale; 1=very weak, 2= weak, 3 = medium, 

4 = strong and 5 = very strong. These were selected by how long the cracking time for a 

password was. 

 

In contempt to, was this not enough divided and to get a valid significance, a furthermore 

division was needed. The password strength needed to be compressed into two groups, with 

the clusters included. Which transformed into; 1 = very weak, weak, medium (cluster 1-3 in 

group one) and 2 = strong, very strong (cluster 4 -5 in group two). 

 

Medium was divided as a weaker password to get a better balance between the numbers. The 

cluster name seen as a headline in the different cross tabulation is PW_VSS_MVWW in SPSS, 

which stands for = Password very strong, strong versus medium, weak and very weak. 

 

The memorability cluster was divided in two parts; where 100% = 1 and 99, 99% - 0% = 2. 

The name of the cluster is m_100%remember_and_others. For further explanation, the 100% 

defines the fully recall, and anything less is partial recall (99%). 

 

The reason of the extreme division was to not get a count less than 5 in every cell. If the 

password strength would have an all the five groups the result in SPSS would not be valid on 

any of the password constructions because of lacking of participants in every cell. 

 

4.1.1 Password construction 1, Own set password 

 

In the first password construction the significance shows 83, 7 % which means that there are 

83, 7 % chance of difference. The significance should be maximum 5 % in ability to not be a 

coincidence according to Norusis (2008). In the case of Table 1, the significance is too high, 

which means that there are no connection between the password strength and the memorability 

from password construction 1, Own set password. But even if the significance is not there, it 

shows a tendency to a pattern which can be seen in the cross tabulation. The weaker passwords 

and the stronger passwords have equal amounts of respondents remembering them to 100%, 

which means that the self-constructed passwords do not affect the memory associated with what 

strength the password has. 
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Table 1 - Cross tabulation password construction 1 

 

 
 
 

Table 2 - Chi-square test password construction 1 

 
 

 

4.1.2 Password construction 2, Modified password 

 

In the second password construction, the significance is 82, 3 % which means that password 

construction 2, the modified password, has a very high coincidence. The chance has a too great 

of impact in the modified password construction for it to have a connection in SPSS. When 

analyzing the cross tabulation in Table 3 the majority of the participants remembered their 

passwords, both those who created a weaker password, as those who created a stronger 

password.  
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Table 3 - Cross tabulation password construction 2 

 
 

 

Table 4  - Chi-square test password construction 2 

 

4.1.3 Password construction 3, Association password 

 

Password construction 3 differs from the other two password constructions, the own set and the 

modified password. It shows a better number in the significance. The significance in the 

association password construction was 12, 6% which makes the possibility for it to be a chance 

only 12, 6%. According to Norusis (2008) the significance should be 5%, but in this relatively 

small study, is 12, 6% significance a good number, even though it is not optimal. 

 

In the cross tabulation in Table 5, the amount of the participants who remembered their 

password to 100% did not differ when creating a weak and strong password. Of the participants 

who did not remember their passwords fully, which was 73, 9 % did actually create a strong 

password. 
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Table 5- Cross tabulation password construction 3 

 

 

Table 6 - Chi-square test password construction 3 

 

4.1.4 Password construction comparison 

 

Between the three different password constructions, the third, association, was the only one 

with a statistically significant, and was the one that showed a potential tendency for being 

significant. The other two constructions were not shown to be statistically significant to get a 

statistic support. Although, when analyzing all the three different password constructions in a 

cross tabulation. It showed that it is possible to see a pattern between the passwords strength 

and memorability. Both password construction 1, own set, and password construction 3, 

association password, for example, had equally many participants, where they remembered a 

weak or strong password perfectly. So in these cases the strength of the password did not affect 

the memory. 

 

For further comparison, to find out which password construction is the best, a calculation on 

both variables was needed. Password strength was measured in hours and then divided in 10 

000 000 because of the high numbers. The memorability was measured in percentage and 

calculated with the help of string-edit distance. In Table 7, the calculated result is shown from 

the three different password constructions. 

 

 

 



 

- 26 - 

 

Table 7- Password strength and memorability mean 

 

 Password strength Memorability 

Pw1 139,1897641 76,195122 

Pw2 2,1367472 70,8292683 

Pw3 938,5173512 71,7073171 

 

 

 

The result from the password strength among the password constructions was various, and the 

third password construction had by far the highest password strength. The memorability result 

was close in mean to each other, and all three constructions were around 70 %, and the 

construction with the highest memorability was the Own set password. 

 

Figure 6 shows the relationship between the passwords strength and the memorability of the 

different password constructions in a bar chart. The result from this bar chart shows that the 

password construction 3, association password is the one with the best trade-off between a 

password's strength and memorability. 

 

 
Figure 6 - Password strength and memorability 

 

 

Figure 7 shows the password construction’s strength and memorability put in a scatter plot. The 

figure describes how the password constructions relate to each other. Password construction 2, 

modified dictionary password, was the weakest one in both the variables. The most memorable 

one was password construction 1, the own set password, and lastly the third password 

construction, association password, got the highest password strength. 
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In this chart password construction 1, own set, and password construction 3, association are 

both strong but in different areas, which make it difficult to see which one of them that has the 

most potential and strongest trade-off. 

 

 

 

 

 The survey 

 

After every experiment a self-completed questionnaire was filled in by the participants to get 

more information about their password habits and their experience from the different password 

constructions. Survey 1 contributed with information about the participant’s habits regarding 

passwords and the security pattern they have with them. This contributed with information and 

gave a better understanding of what type of passwords our participants have, and how they store 

them. This knowledge gave us the opportunity and the ability to compare their results with the 

existing theory. Survey 2 had the purpose of finding out what the participants thought of the 

different password constructions and how well they did remember. 

 

 

 

 

 

 

 

 

 

 

Figure 7 - scatter plot on password strength and memorability mean 
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4.2.1 Survey 1 

 

Figure 8 shows how many passwords the participants use in their everyday life. According to 

Burnett and Kleiman (2006) a password should be unique for every account and not be 

reused. Figure 8 and Figure 9 are an insight of how the various participants’ password 

management is. The few amount of passwords the participants have, might be an effect that 

they reuses them on several sites and accounts. 

 

 

 
Figure 8 - How many passwords do you use in your everyday life? 

 

 

 
Figure 9 - Do you use the same password on several accounts? 
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To understand how the participants in the experiment memorize their passwords, the question 

presented in Figure 10 was needed for a broader understanding. According to Mitrovic´ (2005) 

storing a password physically is a risk because of the exposure to unauthorized people. 

Electronic storage is a safer way to store passwords because they are often already guarded by 

a password. The best and safest way is, if it can be remembered, to store a password by the 

user’s memory, because it cannot be accessed by any other person. 

 

The question shown in Figure 10, resulted in that there were 3 participants who did not store 

any passwords in their memory. Since the question could be answered with several options, 

shows that many participants store their password in several ways. It might be that password 

which is advanced or seldom used need to be written down. 9 of the participants stored their 

passwords physically, which are 22 % in total.  

 

 

 

 
 

Figure 10 - How do you store your password? 

Burnett and Kleiman (2006) argue that a password should remain a secret and it is only the 

user who should know it. A password should never be shared to prevent it from leaking. In 
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Figure 11, 57, 8% of the participants have shared their password to someone in their 

surroundings. 

 

 
Figure 11 - Does anyone know one or more of your passwords? 

 

According to Burnett and Kleiman (2006) a password should be changed every six month, or 

at least once a year. This increases the security, and the prevention from being hacked. There a 

few good features in some systems and accounts, where the system regularly reminds their users 

to change their passwords from time to time. In Figure 12, the majority of the participants 

changed their password only when the system asked them to, and the majorities never do 

change. There are exceptionally few who actually change their passwords frequently. 

Nevertheless, there are some participants who actually change their passwords once a year. 

 
Figure 12 - How often do you change your password? 

Burnett and Kleiman (2006) describes that a password should apply different constructions 

when creating a password, in possibility to make it stronger. The more different parts a 

password consists of, the stronger it gets and the harder it is to crack. The question in Figure 13 



 

- 31 - 

 

gives an overview of what the participant’s passwords consist of and also an insight on the 

password strength. Few of the participants do use special characters, which contributes to a 

stronger password A simple dictionary attack does seldom use special characters in their 

prearranged word lists. They use more simple and common words (Narayanan & Shmatikov 

2005).  

 
Figure 13 - What does your password consists of?  

 

4.2.2 Survey 2 

 

The first survey considers password security and strength. The second survey reflected the 

whole experiment and the memory. In Figure 14, the participants responded to how easy they 

thought the passwords were to remember. The memory can be affected of how well they 

remembered the password, at once or if they needed some extra time to rethink. 

 

All of the three password constructions have been placed next to each other, which are shown 

in the Figure 14. They are also on the same scale to easily compare them against each other. 

Drawn from Figure 14, the participants thought the own set password was the easiest to 

remember. The modified dictionary password and the association password got a more diverse 

result and the participants’ assumptions were quite similar when it came to how well they did 

remember. The overall thought was that the modified password was generally difficult to 

remember, and the association password was hard to remember, which shows on the level 5 

and 6 in the scale. 
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Figure 14 - How easy was the password to remember? 

 

According to Burnett and Kleiman (2006) an effortless password is important for the user when 

typing it in. It must go fast, and not be complicated, otherwise will the user not be as motivated, 

and the risk is that they will forget it. 

 

In Figure 15, the three different password constructions are compared to each other. To see 

which one of the constructions the participants prefers, and which one who is the most suitable 

one. 

 

The password they constructed by them self, Own set, was the one they assumed to be the 

easiest one to type in on a computer. The password which would be the most difficult one to 

manage while typing in was the modified dictionary password according to our participants. 

 

 
Figure 15 - How easy do you think the password was to type in on a computer? 
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If the participants would consider using one of the two password constructions created by the 

researchers, was an important question. This could lead to an increasing safety of the 

participant’s future passwords, viewed in Figure 16. 

 

Based on Figure 16, two of the participants do already use one or both of the different 

techniques that were performed in the experiment, and totally 40 % of the participants could 

think of using these creations when creating a password in the future. 

 

 
Figure 16 - Do you think you will use password construction 2 and/or 3 in the future? 
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5 Discussion 

 Method discussion 

 

In the experimental approach, there were 41 participants included and according to Bryman and 

Bell (2015) a quantitative analysis need a minimum of 30 participants to be able to be measured 

in SPSS. When the experiment’s main variables, password strength and memorability, were 

measured towards each other with a chi-square test, there was no statistical significance there. 

Looking at the cross tabulation of the different password constructions a tendency to a pattern 

could be seen but it could not be proved with statistics. The reason why this might be the case 

is that the sampling was too small. With a higher sample in the experiment could result in a 

significant number. 

 

The approach of the method could be conducted in a qualitative way as well. Instead of a survey 

after the experiments, the participants could be interviewed about their password habits, 

individually or in groups. According to Recker (2013), the questions can be more or less formal. 

If less formal questions are applied, they are usually semi-structured, which makes the interview 

more flexible and the interviewee can answer more freely. A disadvantage with interviews 

could be that the respondents will not be fully truthful which could affect the result negatively 

(Bryman and Bell 2015). Therefore, in this case by using surveys can be an advantage, where 

the respondents can be anonymous and may answer the question more truthfully.  

 

Choosing a different method is an option, which could be done. The reason why, was because 

we, as researchers, found that this report did not require any in-depth study of the participants. 

The main focus was the result from the experiment. The research focused on the understanding 

the habits and how to improve passwords by using simple constructions. A qualitative approach 

is possible for this study, but in the research executed in this thesis was better suited with a 

quantitative method because of the possibility to measure the numbers. 

 

 Result and analytical discussion 

 

The results and the analysis rely on the experimental study. The findings from Survey 1 turned 

out to be that some of the participants do use strong passwords in their everyday life. The 

majority of the participants do not have and use a lot of passwords, and 75% of them reuse their 

passwords. An interesting part was that 84, 4% of the participants do use their memories to 

store their passwords, which was a lower number than expected. Many of them did share their 

passwords with others, and a quarter of the participants saved their passwords physically on a 

paper. They rarely changed their passwords, but when they did, was when the system asked 

them to. Almost all of the participants did not use special characters in their passwords, which 

can affect them negatively according to Burnett and Kleiman (2006). Using a special character 

can minimize the risk of being hacked and be a target for a dictionary attack. It is an easy way 

of strengthening a password (ibid). 

 

Some factors based on the result from Survey 1 regarding the participants’ passwords in their 

daily life, can be that they choose few passwords that are convenient and easy enough for them 

to remember. The reason of the reusing their passwords can be that they already find them safe 

and strong, and get an impression that they do not need more and better passwords. This can 

also be an explanation of the reason why they do not change their passwords so often. The 



 

- 35 - 

 

majority of the participants only change their passwords when they get reminded by the system. 

According to Burnett and Kleiman (2006) a password should be changed every six months and 

be unique for every account that the user has in ability to keep it safe. Even though their 

passwords seemed weak and vulnerable when analyzing Survey 1, it was surprising to notice 

that the password construction 1 in the experiment was more secure than expected, and the 

remembrance was high as well. A reason of their ability to recall could be the low criteria of 

the password construction - where it should at least contain 8 characters with both letters and 

numbers. This gave the participants the option to create their password freely through their own 

capacity and set their own security on the password. 

 

In survey 2 the participants answered a question on if they thought the password was easy to 

remember, showed in Figure 14. This question can be linked to the result from the Levenshtein 

distance where their memories were measured. We compared the password similarities to each 

other to measure the memorability. The measurement of the memory is close related to the 

result of how the participants thought they remembered. The first password construction might 

be the one with the highest memory rate, because the participants could set their own password 

related to their capacity and could choose what to relate to. The other two constructions were 

likely to be unfamiliar for them, which can be a contributing factor for the participant to forget 

(Sasse, Brostoff & Weirich 2001). However, this research shows a tendency that the 

memorability is quite high in these two constructions as well. One reason for the high 

remembrance of the different password constructions could be the amount of guidance they got, 

which helped them along the way. For instance, they got the same password examples in 

experiment 1 as they had at experiment 2. 

 

The participants got a question about how easy they assumed the three different password 

constructions would be to type in on a computer, seen in Figure 15. Password construction 2, 

modified dictionary password, was the password the participants thought would be the hardest 

to type in on a computer. One reason for this could be the extra effort to type in a special 

character, because it requires a button combination.  Figure 13 represents what the participants 

passwords consists of. Few of the participants use special character in their everyday password, 

which may be the reason why they think they have difficulties remembering it. A good 

password should be simple to type in and easy to remember and still be strong. Using a special 

character in a password increases the strength (Burnett and Kleiman 2006).  

 

Other aspects to take in consideration which affected the result of this experiment can be the 

participant’s education and their IT knowledge (Bryman and Bell 2015). Each participant has 

different kind of knowledge and experience regarding password security and creation of a 

secure password. When performing the experiment the size of the groups affected the result as 

well. In every experimental occasion there were between two and eight participants. In groups 

above four participants misunderstandings of the task often occurred. The reason for the 

misunderstandings in the larger groups might be because of less private instructions (besides 

the tasks described in the experiment) could be given. With larger groups the researchers 

perceived the environment more stressful and disordered, which more often resulted in invalid 

answers. After this problem was discovered, and to prevent these kind of situations, only 

smaller groups of two to four persons participated each time . 

 

 

Reviewing the result, it showed that the memorability was quite similar between all of the 

constructions and password construction 1, own set, was the one with the highest memory rate. 

The password strength between the constructions showed a larger difference. Association 
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password was the one with the highest password strength by far. The other two constructions 

had lower numbers in password strength and had a more similar result (see Figure 6).  

 

 Conclusion 

 

The conclusion is based on the research that has been presented in the result and analysis, and 

it will be presented in this chapter along with the answer of this research question in this thesis. 

The research questions purpose was to find out which one of association-, modified dictionary- 

and own set password that got the best trade-off between password strength and memorability. 

 

The conclusion of the three password construction (own set, modified and association), was 

that the own set password construction was the one with the highest memory rate. The modified 

password construction was the weakest one of all, on both password strength and memorability. 

The association password construction created the strongest passwords, and was still quite 

memorable. 

 

The password construction with the best trade-off between password strength and 

memorability, according to the researcher, was password construction 3, the association 

password. Because it had by far the highest password strength and it was relatively close in the 

memorability rate compared with the other constructions which can be seen in Table 7. 

 

We also concluded, drawn from the result in survey 1, that the majority of the participants do 

obtain weak passwords. Almost all literature that has been applied in this report, for gaining 

knowledge about information security has repeatedly stated that the humans are the weakest 

link in an information system. This conclusion was based on theories about password security 

and the result from survey 1. The majority of the participants do have few passwords, which 

they share with people in their surrounding and reuses. When creating a new password the 

passwords strength and memorability should be considerate, a safe password should be 

complex, yet easy to remember. The trade-off between the passwords strength and 

memorability is an important key for a successful and safe password.  

 

 Contribution 

 

This research has contributed to science with new information and knowledge, both from the 

theoretical framework and from the analysis of the executed experiment. Instead of changing 

the whole password authentication systems, has this study given other authentication solutions 

were the password users can adapt from. Password strength and memorability could be seen as 

guidance, and using a construction of a combination between a strong and a memorable 

password are beneficial for everyone who are interested, both organizations and home users. 

 

A similar research has been performed, where Acar, Fahl and Backes (2016) tested the 

memorability of passwords. The difference was that they did only research the participants who 

remembered the passwords to 100%, and those who did not. Where in this thesis we reflected 

and analyzed the remembrance a bit further. We calculated the similarities between the created 

password strings. The reason for that was the experience we had with our participants, where 

we noticed that they did often forgot just one character in their passwords, which makes the 

distance between the passwords very small, and the similarity to each other was around 99%. 

The remembrance was quite high, and in fact that we, as researchers took account in what 
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proportions the participants actually remembered. Where we reflected around the subject, and 

we consider that this aspect has contributed to science as well. 

 

 Future research 

 

In future research a larger sample of participants might be able to give the research a 

significant number and statistical confidence. In this research it was not possible, probably 

because of the sizes of the sample. For future study, the researchers recommend to perform an 

experiment in a larger scale, where more research time is required and with at least 100 

participants. 

 

If a larger sample size is used, we also recommend adding more password constructions to 

expand the variety of finding and for a wider knowledge of the connection between password 

strength and memorability. It would be interesting to see how a password created by a John 

the Ripper application affects the participant’s memory as well. 

 

We think that the variables, password strength and memorability, measured in this research 

also will suit a research of a larger scale. The Levenshtein distance was a good choice to 

measure the memorability; it gave an exact number based on the similarities between the 

passwords that were made in the experiment. The password meters are on the other hand 

under constant development, and will expectantly be better evolved and more reliable over the 

time. We recommend that future studies to examine different alternatives before choosing one 

or several password meters, this to get one suitable for their password construction or 

constructions when testing the password strength. 

 

A suggestion for future research is to choose various samples, for example stratified sampling, 

of the participants when performing a study. While conducting this research, we came to 

realize that different age groups and education levels obtained diverse results in the 

experiment. A broader sample span is a strong recommendation.  
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Appendix  
 

Appendix 1 

 

Introduction 

We are two students, Hanna and Josefin, from the University of Borås and are currently 
writing our thesis in informatics. You are going to take part of an experiment connected to our 
thesis which is about passwords and memorability. The purpose of this experiment is to see 

what kind of passwords that is both safe and easy to remember. 

 
In this experiment you are going to create three different passwords for a more secure 
login, example a password to your e-mail. We will not put any interest in bank- account 

passwords because we find the criteria too complicated for this study. 

 
This experiment will be performed in two occasions. This first time you will create three 

different passwords, and the second time, the follow up, is to see if you can remember the 
passwords you have created.   

For the experiment to work you are challenged to remember all of the three 
passwords in your head, and you are not allowed to write the passwords 

down.   
 

* Do not write a password you use and have in your real life*  
_________________________________________________________________________ 

 

 

Part 1- Own password  
 
Password example: HannaJosefin16 

Create a password that you find safe and easy to remember. 
 
Criterias: 

 
 It should be 8-14 characters long 
 No characters of “Å, Ä, Ö” 

 
 

 
Password: ________________________________________ 



 

V 

 

 

 

 

REMEMBER THIS PASSWORD UNTIL NEXT TIME 
Part 2 - Modified dictionary password 
 
Password example:  R35turang# 
 
For creating a stronger password, should numbers and character be included. A trick is to 
choose a word that you can remember and modify it to make it safer by changing some 
letters to number and characters. This makes it harder for example a dictionary attack to 
crack your password.  
 
Criterias: 

 The password should be 8-14 characters long 
 You should have at least one capital letter 
 Change at least two letters to numbers (Ex: E=3, 4=A, S=5, I=1) 
 You should at least have one sign character (#¤%&$)  
 No characters of “Å, Ä, Ö” 

 
 

 
Password: __________________________________________ 
 

 

 

 

REMEMBER THIS PASSWORD UNTIL NEXT TIME 
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Part 3- Assocation password 
 
Password example:I got married in Las Vegas December 2015 and got divorce 2016 -----> 
IgmiLVd15agd16  
 
 
Association password can for example be a memory or a moment that you compress to a 
password. It can also be an association to a certain website, which can make it easier to 
remember.  
 
Criterias:  

 Create a sentence that is meaningful for you 
 The password should be between 8-14 characters long 
 Should contain numbers  
 Use at least one capital letter and one lowercase letter 
 Special characters are optional (#¤%&$)  
 No characters of “Å, Ä, Ö” 

 

Write down the memory sentence: 
 

_____________________________________________________________________ 
 

 Take the first letter in the in every word and the two last numbers in the year or dates 
to create the password:  

 

 

Password:_____________________________________________ 

 

 

REMEMBER THIS PASSWORD UNTIL NEXT TIME 
You will now do a survey on a computer 
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Survey after experiment 1 
 

1. First and last name:__________________________________ 
(Name is needed to connect your answers for the next part of the experiment) 
 

2. Age: _______ 
 

3. Gender:     [  ] Male      [   ] Female       [   ] Other 
 

4. Your highest completed or ongoing education? 
[  ] Primary education (högstadiet) 
[  ] Secondary education (gymnasiet)  
[  ] Post-secondary education (högskolan/universitet)  
 

5. How many passwords do you use in your everyday life? 
[  ] 1-3        [  ] 4-6        [  ] 7+ 
 

6. Do you use the same passwords on several accounts? 
[   ]    Yes    [   ] No        [   ] Don't know 
 
 

7. How do you store your password (multiples answer is okey): 
[  ]    In memory 
[  ]    Physical(ex. on paper)     
[  ]    Electronic(ex. in your phone/computer)  
[  ]     Other:____________________ 
 
 

8. How often do you change your password? 
[   ]    Once a week     
[   ]    Every month     
[   ]    Every six months  
[   ]    Once a year 
[   ]    Never 
[   ]    When the system asks me to change 
 

9. Does anyone know one or more of your passwords? 
[   ]    Yes    [   ]    No    [   ]    Don't know 
 



 

VIII 

 

10. Does your password contain any personal information? 
[   ]    Yes    [   ]    No    [   ]    Don't know 

 

11. How many characters does your password contain? 
[   ]    0-5  
[   ]    6-8  
[   ]    9-12 
[   ]    12+ 
 

12. What does your password consist of? (multiples answer is okey).  
[   ] Capital letters  
[   ] Lowercase letters  
[   ] Numbers  
[   ] Special characters (eg. # * /)  

 

 

Please write down you email for further connection if we can not meet for 
the follow up. 
 
 
 
_________________________________________________________ 
 
 

Thank you for your cooperation, See you in 1 week! 
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Appendix 3 

 

Experiment part 2 

- The follow up 
 

Last time we meet you created three different passwords. We would like you to write 
the passwords down from last time. 
 

 

Part 1. Own password:_________________________________________ 
Password example: HannaJosefin16 

 
 
 
 

Part 2. Modified dictionary password:____________________________ 
Password example:  R35turang# 
 
 
 

 

Part 3. Association password:__________________________________ 
Password example: I got married in Las Vegas December 2015 and got divorced 2016 ---> 
IgmiLVd15agd16  
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Appendix 4 

 

Survey 2 
Circle the answer you think is right 

 

 

Password from part 1, Own password  
 
1.  How easy was the password to remember?  
1 being very easy and 10 extremely difficult/didn't remember at all 
 
    1    2    3    4    5    6    7     

 

 
2. How easy do you think this kind of password will be to type in on a computer? 
1 being very easy and 10 being very hard 
 

1    2    3    4    5    6    7     
 
 
 

 

Password from part 2, Modified dictionary password 
 
3. How easy was the password to remember?  
1 being very easy and 10 extremely difficult/didn't remember at all  
 
    1    2    3    4    5    6    7     

 

 
4. How easy do you think this kind of password will be to type in on a computer? 
1 being very easy and 10 being very hard 
 

1    2    3    4    5    6    7     
 

 

 

 

Password from part 3,  Association password 
 
5. How easy was the password to remember?  
1 being very easy and 10 extremely difficult/didn't remember at all.  
 
    1    2    3    4    5    6    7     

 

6. How easy do you think this kind of password will be to type in on a computer? 
1 being very easy and 10 being very hard 
 

1    2    3    4    5    6    7     

 



 

XI 

 

Summary question: 

7. Do you think you will use the part 2 and/or part 3 password constructions in the 
future when creating a password? 
 
[   ]    Yes    [   ]     No    [   ]    Don't know    [   ] Already using one of them 

 
8.  If you have any further comments or you want to add something: 
 
 
____________________________________________________________ 
 
____________________________________________________________ 
 
____________________________________________________________ 
 
____________________________________________________________ 
 

 

 
THANK YOU FOR YOUR TIME! 
 
// Hanna Julkunen & Josefin Ceder Molander 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

XII 

 

University of Borås is a modern university in the city center. We give education programs and courses in 
business administration and informatics, library and information science, fashion and textiles, behavioral 
sciences and teacher education, engineering and health sciences. 
 
At the Department of Information Technology, we have focused on the students' future needs. 
Therefore, we have created programs in which employability is a key word. Subject integration, wholeness 
and contextualization are other important concepts. The department has a closeness, both between students 
and teachers as well as between industry and education. 
 
Our courses and programs with a major in informatics are centered around basic concepts as system 
development and business development. In our wide range of specializations there is everything from 
programming advanced systems, analyze the needs and requirements of businesses, to conduct integrated 
IT and business development, with the common purpose of promoting good use of IT in enterprises and 
organizations. 
 
The department is carrying out IT-related research within the university’s research area called Business and 
IT. In terms of field, the research activities are mainly within computer and systems science. Particular 
areas of focus are data science and information systems science. Both scientifically and professionally-
oriented research are performed, which among other things is manifested through that research is often 
conducted based on domain specific needs of business and government organizations at local, national and 
international arena. The professionally-oriented research is also often manifested through our participation 
in the Swedish Institute for Innovative Retailing (SIIR), which is a research center at the University with the 
aim of contributing to commerce and society with the development of innovative and sustainable trade. 
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